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College Partnership Laboratory School Standing Committee Members: 

 
The Virginia Department of Education (VDOE) review committee, consisting of subject matter 
experts have reviewed the application and affirm that all required elements of the application, 
including the school’s educational program, governance, management structure, financial plan 
(including sustainability plan), placement plan, and other assurances have been provided. 
Additional, specific review has been conducted by the agency’s curriculum and policy teams. 

 
More specifically, this application meets all needed requirements associated with the school’s 
proposed curriculum and graduation requirements. 

 
This application is complete and compliant. 

 
 

Andrew Armstrong, Ph.D., Assistant Superintendent of Strategic Innovation 
 
 
 
 

Jason Ellis, Director of Assessment 

 Jason A. Ellis  
Jason A. Ellis (Apr 29, 2024, 07:57 EDT) 

 

 
Melissa Velazquez, Assistant Superintendent of Policy and Government Relations 
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COMMONWEALTH of VIRGINIA 
Office of the Attorney General 

Richmond 23219 
 202 North Ninth Street 

 Richmond, Virginia 23219 

Jason S. Miyares 804-786-2071 

 804-371-8947 TDD 

MEMORANDUM 

 

 

TO: Joan Wodiska, Chair 

 Standing Committee on College Laboratory Partnership Schools 

 Board of Education 

 

FROM: Deborah A. Love 

Senior Assistant Attorney General 

 

DATE: April 29, 2024 

 

SUBJECT: Review of College Partnership Laboratory School Application: 

 Richard Bland College   

 

The Office of the Attorney General (OAG) has completed its review of the revised application to 

establish a college partnership laboratory school, received from Richard Bland College (version 

named “RBCLabSchoolApplication.Globe-Academy.pdf”).  Earlier versions of this application 

were reviewed by the Office, with feedback to the Department on January 23, and April 24. 

 

In my view, all comments made by OAG have been satisfactorily addressed.  In my view, there 

are no legal impediments to the Standing Committee’s consideration of this application.  I note 

that my review does not embrace curricular considerations, the financial plan, or budgeting 

aspects of the proposal, nor do I offer any opinion as to the merits of the application.  This 

assessment applies to the application reviewed, and not to any subsequent changes.   

  

If you have any questions, please contact me at the address above, by telephone at (804)786-

3807, or by electronic mail at dlove@oag.state.va.us. 

mailto:dlove@oag.state.va.us
























































































































































































































































Insurance
William & Mary, an agency in the Commonwealth of Virginia, is insured through the Commonwealth's Risk

Management Plan. The Plan provides coverage anywhere that university business takes the faculty and staff. This

coverage includes liability, property, vehicle and employee theft. The Commonwealth's Division of Risk

Management (DRM), within the Department of the Treasury, administers the Plan.

General Liability
The Plan provides general liability coverage ($2,000,000 per occurrence liability coverage as set forth in Section

2.1-526-8 of the CODE OF VIRGINIA). This Plan provides coverage to all state employees, agents and

volunteers.

The university is responsible for the simple negligent acts and omissions of its employees and agents. Note that

"negligence" is an important element of this responsibility and that William & Mary is not a guarantor of either

personal safety or property; nor is the Commonwealth responsible for "Acts of God." Further, the plan does not

cover contractual agreements of any sort.

To be covered, faculty and staff must be acting within the course and scope of their employment. Agents

(including volunteers) must be performing their assigned duties. Further, the simple negligent act/omission

must not be a willful disregard of safety or an illegal deed. DRM will decide if an employee will be covered and

receive representation from the OAG. There are three actions that personnel should take that will assist the

university in its defense:

exercise professional care when planning and executing an event; anticipating possible

mishaps and taking precautions,

if something occurs for which a liability claim might be filed, initiate action to limit the

damage, and

report the matter promptly to risk management.

Property
University property includes all items acquired through a State purchase order, by contract, a care-custody-and-

control loan agreement or as a gift. It also includes university funds and other monetary instruments. The role of

risk management is to assist departments in preparing their property claims.



Property coverage is worldwide and is based on the actual replacement or repair cost. There is a $10,000

deductible on all property claims. In the event there is an occurrence in which there are multiple losses, this will

be considered one claim and the $10,000 deductible will apply to the entire claim. For losses less than $10,000,

the department(s) is responsible for the cost of repair or replacement. All losses should be reported promptly.

Claims must be filed within two years of the incident.

The university's property insurance does not reimburse for personal property of others, unless negligence on

the part of the Commonwealth (university) can be proven (this includes faculty, staff or student personal

property). The plan also excludes losses caused by employee dishonesty, window glass, vegetation, sidewalks,

unexplained circumstances, mysterious disappearances or shortages disclosed on taking inventory.

Vehicle
The university owns approximately 184 vehicles. Though most of the vehicles are under the control of Facilities

Management and Athletics, some of the vehicles are the property of other departments. University faculty, staff

and students are authorized to use these vehicles for official business or college-approved activities.

Departments are responsible for approving the use of university vehicles and will be required to pay the cost of

accidental damage to the vehicles. All university vehicles are covered by insurance for liability and uninsured

motorists; however, neither collision nor comprehensive coverage is provided. The risk manager is the point-of-

contact for vehicle insurance matters.

Private Foundations
Foundations affiliated with William & Mary that are incorporated and have their own officers and directors are

not covered under the Commonwealth's Risk Management Plan. The university, subject to reimbursement may

contractually assume responsibility for their personnel and property administration. Institutes, foundations and

centers are responsible for their own private insurance.

Volunteers & Community Service Personnel
Volunteers and similar non-employee personnel are considered agents of the university. So long as they are

performing their assigned duties, these persons are covered by William & Mary's liability insurance. Supervisors

must ensure that these duties and responsibilities are agreed to by all concerned prior to commencing work. It

is preferable that this agreement be in writing. If injured, these persons are not covered by Workers'

Compensation; Risk Management administers this program as a liability insurance claim.

Student Activities
William & Mary's liability insurance coverage varies depending on the event. A student activity may be part of

the university's normal academic mission or be specifically approved by a dean/department head. If it is part of

the university's mission, the activity is covered by the Risk Management Plan. Contrarily, a student activity may

be voluntary or a social event, separate from the university. In that case, the event is not covered by the

Commonwealth's insurance. Student organizations that have a high potential for lawsuits should consider

purchasing liability insurance.



Tulip
Tenants and Users Liability Insurance Policy (TULIP) can be purchased by vendors, student organizations, and

other outside entities requesting to use the university's facilities for specific events. It protects both the facility

user and the university against claims by third parties who may be injured or lose property as a result of

participating in an event. Events may range from very low risk such as classroom seminars or receptions to

higher risk events including summer camps, sports events or concerts. Learn more about TULIP and view the

brochure (PDF).

Purchase this insurance

The Sports Camps Insurance Program protects both the Camp and the Institution against claims by program

participants or other third parties who may be injured or lose property as a result of participating in a camp.

Coverage includes only General Liability and Accident Medical for Participants. No coverage is available for

Workers' Compensation or Auto Liability. Learn more about the sports camps insurance program.

https://youtu.be/U0-akPt8EBQ
https://www.wm.edu/offices/publicsafety/riskmanagement/_documents/urmia_tulip_special_events_brochure.pdf
https://tulip.ajgrms.com/
https://ucamps.rpsins.com/


Risk Management
William & Mary, an agency in the Commonwealth of Virginia, is insured through the Commonwealth's Risk

Management Plan. The Plan provides coverage anywhere that university business takes the faculty and staff. This

coverage includes liability, property, vehicle and employee theft. The Commonwealth's Division of Risk

Management (DRM), within the Department of the Treasury, administers the Plan.

The Risk Manager is responsible for the management of claims against and for the university, which could

involve bodily injury, property damage and other types of loss. Losses may arise from fire and water damage,

liability claims, theft and other causes.

The university's Risk Manager is Kristen Fagan (757-221-2742 or kdfaga@wm.edu).

mailto:kdfaga@wm.edu
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Introduction 

Overview 
 
Current national standards for internal control are considered “best practices” for both private 
sector and public sector management in the United States.  These nationally recognized “best 
practices” directly support the Commonwealth’s vision and long-term objectives, as authorized 
by Code of Virginia § 2.2-2684 et seq. and published by the Council on Virginia’s Future:1 
 

 

Vision Statement 
The third paragraph of the Commonwealth’s vision statement states: 

We have a responsibility to be the best-managed state in the country. To do so, we 
must have a focused vision, and a fiscally responsible system that provides clear, 
measurable objectives, outcomes and accountability, and that attracts, motivates, 
rewards, and retains an outstanding state workforce. 
 

 

 

Long-Term Objective 
                      One of the Commonwealth’s eight long-term objectives is: 

                      Be recognized as the best-managed state in the nation. 
 

 
In recent years, government interest in internal control and enhanced disclosure has grown as 
governments became more complex and as citizens demanded more accountability.  An effective 
system of internal control: 
 

• provides accountability for meeting program objectives; 
• promotes operational efficiency; 
• improves the reliability of financial statements; 
• strengthens compliance with laws and regulations; 
• reduces the risk of financial or other asset losses due to fraud, waste, or abuse. 

 
For each Executive Branch agency identified in the Appropriation Act, responsibility for 
implementing internal control standards begins with the chief executive officer (agency head) 

1 Interim Report of the Council on Virginia’s Future to the Governor and the General Assembly of Virginia, January 
12, 2005, Page 16. 
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and extends to everyone in the agency. Each agency head personally holds the leadership 
responsibility for helping to design, implement, maintain, and champion an internal control 
program that encompasses all agency fiscal programs and related activities.  Each agency’s chief 
financial officer shares this leadership role, yet ultimate accountability remains with the agency 
head. 
 
The Objective of Agency Risk Management and Internal Control 
Standards 
 
The following sections provide information about internal controls to familiarize the reader with 
the applicable concepts and facilitate implementation of the Commonwealth’s agency risk 
management and internal control standards.  After fiscal officers and others read these standards, 
they should fully understand both the Commonwealth’s standards and their individual roles in 
the process. 
 

 
The Objective of Agency Risk Management and Internal Control 

Standards 
 
To provide reasonable assurance of the integrity of all fiscal processes 
related to: 
 

• Submission of transactions to the Commonwealth’s general ledger 
• Submission of deliverables required by financial statement directives 
• Compliance with laws and regulations 
• Stewardship over and safeguarding the Commonwealth’s assets 

 
In less technical terms, to ensure fiscal accountability and safeguard the 
Commonwealth’s assets. 

 
 
 
COSO Standards 
 
Formed in 1985 in response to private sector internal control scandals, the Committee of 
Sponsoring Organizations of the Treadway Commission (COSO) now sets the most broadly 
accepted standards for internal control in the United States.  COSO has issued two key standards 
documents: 
 

• Internal Control – Integrated Framework (September 1992) and 
• Enterprise Risk Management – Integrated Framework (September 2004). 
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The standards herein are based primarily on COSO’s 1992 Internal Control framework, yet 
reflect some content from COSO’s 2004 Enterprise Risk Management framework.  Those 
responsible for implementing these standards may find it helpful to read COSO’s framework 
documents for a deeper conceptual understanding of this subject. 
 
COSO revised their Internal Control - Integrated Framework in May 2013.  There is a 
comparison of the 17 codified COSO principles to the requirements and instructions 
contained herein (ARMICS) and the Internal Control Policy, CAPP Topic No. 10305 on 
DOA’s website.   
 
 
Sarbanes-Oxley Standards 
 
In 2002, the Sarbanes-Oxley Act (SOX) was passed by Congress and signed by the President to 
restore trust in publicly traded companies after a surge in internal control scandals.  SOX 
responded to internal control breakdowns at publicly traded companies.  These breakdowns 
resulted in the issuance of fraudulent financial statements that led to the loss of tens of thousands 
of jobs and billions of dollars in shareholder wealth. 

SOX Management Certification Requirements 
In publicly traded companies’ financial statements, the chief executive officers and chief 
financial officers must personally certify that they: 
 

• know of no material misstatements; 
• designed controls so they would know of any misstatements; 

• have evaluated the effectiveness of internal controls within 90 days prior to issuance of 
corporate annual financial statements; 

• reported their conclusions on internal control effectiveness; 
• disclosed any significant deficiencies in internal controls; 
• disclosed any fraud involving people who have a significant role in internal control; 

• indicated any significant change in internal controls since the internal control evaluation. 

Other Major SOX Requirements 
SOX contains additional requirements for financial statements, as well as requirements for each 
corporation to have a code of ethics. 
 

• Annual reports must include: 
o A statement of management’s responsibility for adequate internal control and 

financial reporting procedures 
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o An assessment of the effectiveness of internal control and financial reporting 
procedures 

o A report from the external auditor on management’s assessment of the effectiveness 
of internal controls and financial reporting procedures 

• All publicly traded companies must have a code of ethics that encompasses: 
o Honest and ethical conduct 
o Ethical handling of actual or apparent conflicts of interest 
o Full, fair, accurate, timely, and understandable disclosure in periodic reports 
o Compliance with applicable governmental rules and regulations 

 
In effect, SOX gave COSO’s internal control requirements the force of law, including 
unprecedented criminal sanctions for fraudulent reporting. 
 
At this time, SOX does not apply to government entities.  However, as discussed in the next 
section, the public sector anticipates a future SOX-equivalent mandate.  Although public sector 
employees do not currently face SOX criminal sanctions, SOX reinforces internal control as an 
essential, required element of organizational governance. 
 
Federal Government Standards 
 
OMB Circular Number A-123 (Management’s Responsibility for Internal Control) includes 
requirements for federal agencies that are similar to those in COSO’s 1992 internal control 
framework.  In response to the internal control requirements that SOX imposes on publicly 
traded companies, the federal government revised Circular A-123 to strengthen requirements for 
management assessments of internal control over financial reporting.  The revised circular also 
requires an annual management assurance statement on internal control over financial reports. 
 
Circular A-123 clearly indicates that Federal government agencies are subject to COSO-like 
internal control standards and clearly aligns Federal executive agency practice with both SOX 
and COSO.  As Federal program managers begin implementing these newly adopted control 
standards, their effect is expected to be felt by state governments through Federal grant 
programs.  It is unclear whether Federal agencies will mandate these standards for state 
governments through grant programs, but the recent issuance of Federal agency internal control 
standards (A-123) strongly suggests that the Federal government will expect grantee agencies to 
conform to internal control best practice concepts. 
 
The Commonwealth’s Agency Risk Management and Internal Control 
Standards 
 
This document contains the Commonwealth’s complete standards for internal control.  Although 
discussion of “internal control” has long standing with accountants and auditors, all of agency 
management should know, understand, embrace, and implement these standards.  The standards 
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must be applied to all government activities that involve the state’s assets, accounting, and 
financial reporting. 
 
These standards currently focus on the fiscal impact of agency programs and services.  However, 
all programs and services are entrusted with financial and other assets and must achieve the 
internal control objectives embodied in these standards. 
 
Internal Control Limitations 
 
Readers should be aware of internal control’s limitations.  No matter how well designed and 
operated, effective internal control provides only reasonable (not absolute) assurance.  
Achievement of objectives is always influenced by limitations inherent in all management 
processes, including: 
 

• Faulty judgment or other human error 
• Collusion 
• Management override of controls 
• Limitations disclosed by cost-versus-benefit analysis 

 
These limitations exist wherever internal controls exist, whether in the public, private, or not-for-
profit sectors. 
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Internal Control Basics 

Glossary 
 

Glossary of Internal Control Terms 

Best Practice “Best practice” is a frequently used business term with many definitions.  For the  
purposes of these standards, these definitions help to provide an understanding of 
this term from multiple perspectives: 

• The winning strategies, approaches, and processes that produce superior 
performance in an organization. 

Source: www.portfoliostep.com/390.1TerminologyDefinitions.htm  

• An activity or procedure that has produced outstanding results in another 
situation and could be adapted to improve effectiveness, efficiency, ecology, 
and/or innovativeness in another situation. 

Source: www.ichnet.org/glossary.htm  

• A way or method of accomplishing a business function or process that is 
considered to be superior to all other known methods. 

Source: www.qaproject.org/methods/resglossary.html  

• The term best practice generally refers to the best possible way of doing 
something; it is commonly used in the fields of business management, software 
engineering, and medicine, and increasingly in government. 

Source: en.wikipedia.org/wiki 

Control Activities Policies and procedures established and implemented to help ensure the risk 
responses are effectively carried out.  Control activities occur throughout an 
organization, at all levels, and in all functions.  They include: 

• Authorization 

• Review and approval 

• Verification 

• Reconciliation 

• Physical security over assets 

• Segregation of duties 

• Education, training, and coaching 

• Performance planning and evaluation 
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Glossary of Internal Control Terms 

Control 
Environment 

The agency’s “corporate culture,” showing how much the agency’s leaders value 
ethical behavior and internal control.  Factors include: 

• Values stated and promoted for integrity and ethical behavior 

• Direct and active involvement of the agency management team 

• Commitment to competence 

• Organizational structure 

• Assignment of authority and responsibility 

• Human resource standards 

• Internal control philosophy 

• Risk management philosophy 

• Oversight by the Cabinet Secretary 

• Oversight by the agency’s governing board or commission (when applicable) 

GAAP “Generally accepted accounting principles,” promulgated by the Governmental 
Accounting Standards Board (GASB) and other standards-setting entities. 

Information and 
Communication 

Communicating relevant information in a timeframe to enable people to carry out 
their responsibilities.  Effective communication occurs down, across, and up the 
agency. 

An effective information and communication process ensures that all personnel 
receive a clear message from the agency head that internal control must be taken 
seriously. 

Inherent Risk The risk that one or more factors will prevent an objective from being accomplished, 
if the agency does not implement risk mitigation measures. 

Internal Control Ongoing process led by agency head to design and provide reasonable assurance 
that these types of objectives will be achieved: 

• Effective and efficient operations 

• Reliable financial reporting 

• Compliance with applicable laws and regulations 

• Safeguarding of assets 

Internal Control 
Components 

1. Control Environment 
2. Risk Assessment 
3. Control Activities 
4. Information and Communication 
5. Monitoring Activities 

Monitoring The process of assessing the presence and functioning of internal control 
components and making continuous improvements.   Monitoring can be 
accomplished by routine management activities, separate evaluations, or both. 

Residual Risk The risk that remains after management responds to inherent risk.  Once risk 
responses have been developed, management then considers residual risk. 
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Glossary of Internal Control Terms 

Responses to 
Risk 

The technique used to offset the impact of risk:  

• Avoid risk 

• Reduce risk 

• Share risk 

• Accept risk 

A complete response to a given risk may include more than one technique. 

Risk A factor that could prevent an individual, group, or agency from accomplishing an 
objective as intended or planned. 

Risk Assessment Process of analyzing potential events and determining what impact they may have 
on achieving agency objectives.  

 
Internal Control and Fiduciary Responsibility 
 
Agency heads, executives, managers, and other public sector employees share the common role 
of fiduciary.  This fiduciary role applies in varying degrees to all of the Commonwealth’s 
employees, regardless of any individual’s position title or program-related responsibilities. 
 

FIDUCIARY:  In many common law jurisdictions, fiduciary is a legal term used to describe a 
relationship between a person who occupies a particular position of trust, power or responsibility with 
respect to the rights, property or interests of another. Common relationships with this character are 
those of a guardian and a ward, an attorney and a client, and a trustee and a beneficiary. 

A fiduciary must act for the benefit of the person to whom he or she owes fiduciary duties, to the 
exclusion of any contrary interest.  A fiduciary will often be entrusted with broad power over the 
property of another.  A fiduciary is generally held to a very high standard of honesty and integrity within 
the scope of the relationship … definitions of “fiduciary” vary, but four duties are common: 

1. Duty of loyalty – disregarding self-interest and acting for the good of the public 

2. Duty of care – exercising highest standards of care in promoting the public interests  

3. Duty of candor – disclosing all relevant information 

4. Duty to act prudently 
2
 

 
Internal Control Implementation Overview 
 
To implement these Standards, each agency must plan and take systematic and proactive 
measures to (a) develop, implement, and maintain adequate and cost-effective internal control 
over the recording of financial transactions in the Commonwealth’s General Ledger, compliance 
with the Commonwealth’s financial reporting requirements for the agency, compliance with laws 
and regulations, and stewardship over the Commonwealth’s assets; (b) periodically assess the 

2 Excerpted and adapted from Wikipedia, The Free Encyclopedia  (http://en.wikipedia.org/wiki/fiduciary) 
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adequacy of internal control and identify needed improvements; (c) take corresponding 
preventative and corrective actions; (d) report annually on internal control to the Office of the 
Comptroller; and (e) take action to remediate any deficiency noted by the Department of 
Accounts or Auditor of Public Accounts.  The following exhibit provides a summary of the 
implementation process. 

Exhibit 1 – Implementing Agency Risk Management and Internal Control 
Standards – An Overview 
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Roles and Responsibilities 
 
While each state employee has personal internal control responsibility, the agency head holds 
ultimate responsibility and must assume ownership for internal control.  Other agency executives 
and managers must support the agency’s internal control philosophy, promote compliance, and 
maintain control within their areas of responsibility.  Chief financial officers and fiscal officers 
have key oversight and policy enforcement roles over fiscal matters.  Other agency managers 
may hold lead responsibility for compliance with non-financial aspects of laws, directives, 
policies, procedures, and the code of ethics. 
 
Internal auditors hold essential responsibilities for assessing, testing, and reporting on internal 
control.  However, internal auditors cannot relieve agency management from its internal control 
responsibilities.  Although internal auditors can provide valuable consultative services with 
regard to control design, function, and assessment, they cannot relieve management of its 
responsibility.  These standards prohibit “delegation” or assignment of internal auditors to 
fulfill management’s role for the design, implementation, monitoring, and periodic 
evaluation of internal control.  Agency management may use the internal auditor’s analysis of 
internal control in management’s assessment of internal controls; however, the internal auditor’s 
work cannot be substituted for management’s independent analysis and documentation of agency 
internal control.  Internal auditors are limited to serving as independent evaluators and verifiers 
of internal control components and management performance in maintaining internal control. 
 
External parties such as citizens, customers, the General Assembly, other agencies, outside 
auditors (e.g. the Auditor of Public Accounts), and regulators often provide information that is 
useful in effecting control.  However, external parties, too, are neither responsible for nor part of 
an agency’s internal control program. 
 
 
 
The 2013 COSO Principle No. 5 states, “The organization holds individuals accountable 
for their internal control responsibilities in the pursuit of objectives.”  While the agency 
head is ultimately responsible and must assume ownership for internal control, 
agencies are responsible for communicating internal control responsibilities to 
management and staff.  Agencies can include internal control responsibilities in 
Employee Work Profiles (EWPs), policies, procedures and their Code of Ethics.   
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Agency Risk Management and Internal Control Standards 

Overview 
 
Virginia has designed these Standards to achieve five objectives. 
 

1. Strategic – support for “being recognized as the best-managed state in the nation” 
through internal control best practice 

2. Operational – effective and efficient use of fiscal resources and other assets 

3. Reporting – integrity and reliability of financial reporting 

4. Compliance – compliance with applicable laws and regulations 

5. Stewardship – protection and conservation of assets 
 
To meet Virginia’s Standards, an agency must demonstrate that it has five internal control 
components established and fully functioning: 
 

1. Control environment, 

2. Risk assessment, 

3. Control activities, 

4. Information and communication, and 

5. Monitoring. 
 
Agency size, complexity, programs, corporate culture, management style, and other attributes 
will affect how these Standards are effectively and efficiently implemented.  Even with these 
and other variables, the following stages usually occur when implementing a comprehensive 
internal control program. 

Exhibit 2 – General Internal Control Implementation Requirements 

Preparedness Gain and maintain familiarity with internal control concepts and ensure those 
concepts are addressed in strategic fiscal matters and routine fiscal management. 

Executive 
Sponsorship 

Executive support drives success.  Executive sponsorship must be visible and 
audible, early and often.  This includes supporting fiscal and audit personnel on 
internal control issues and providing the “muscle” for enforcement. 
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Exhibit 2 – General Internal Control Implementation Requirements, cont. 
 

Implementation 
Planning 

The fiscal officer should write an implementation or assessment plan.  The plan 
should set out such items as project phases, work streams, milestones, resources, 
deadlines, and responsibilities to the extent appropriate, considering organizational 
size, complexity, and related factors. 

Assessment of 
Current Status 

Assess how internal control components, concepts, and principles are currently 
applied across the agency. 

Capability 
Development 

Ensure that the fiscal function has sufficient resources (typically qualified people, 
technology, and training resources) to do the job. 

Monitoring As part of the ongoing management process, continually review and strengthen 
internal control in key matters pertaining to mission, operations, accounting and 
reporting, asset management, and compliance with laws and regulations. 

 
Control Environment 
 
Internal control requires an adequate “Control Environment” foundation.  The control 
environment reflects top management’s expectations for how seriously agency 
employees should view and execute their fiduciary responsibilities. 

 
Control environment is extremely important and has major impact – positive or negative – on 
internal control.  The attitude and concern that top management expresses must be definitive, 
clear, and permeate the agency.  Merely talking about management’s support is insufficient – 
words must be reflected in everyday executive action and demeanor over the long term. 

Management Philosophy 
Management philosophy is the set of shared beliefs and attitudes characterizing how the agency 
handles everything it does, from developing and implementing strategy to day-to-day activities.  
This philosophy reflects the agency’s values, influencing its culture and operating style, and 
affects how well fiscal programs can implement, maintain, and enforce control. 
 
Management philosophy appears in policy statements, oral and written communications, and 
decision-making.  Management reinforces the philosophy more with everyday actions than with 
its words. 
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Reasonable Risk 
Internal control cannot be perfect and includes an element of risk, which the agency management 
must consider in pursuit of its operating objectives.  How an agency manages risk reflects its 
management philosophy (and in turn influences the agency’s culture and operating style) in 
programs that provide direct services to citizens, regulants, clients, elected officials, other 
agencies, and other stakeholders.  How an agency manages risk also affects the integrity and 
reliability of its reporting, its compliance with applicable laws and regulations, and its protection 
and conservation of assets.  Even with the best internal controls, management cannot eliminate 
all risk and must accept some level of residual risk.  Agency management may only accept 
reasonable risk that relates to operational objectives.  Risks that jeopardize compliance with 
financial reporting or legal requirements cannot be accepted, and, if present, must be eliminated 
as soon as possible.   

Oversight by the Agency’s Governing Board 
When statutes create an agency governing board, its members (commissioners, visitors, or 
directors) play a critical part in creating the control environment, assessing control adequacy, and 
monitoring control performance.  The board’s independence from management, experience and 
stature of its members, extent of its involvement and scrutiny of activities, and appropriateness of 
its own actions all contribute to internal control.  Effective boards require effective internal 
control programs. 

Integrity and Ethical Values 
An agency’s strategy, objectives and implementation stem from preferences, value judgments, 
and management styles.  Management commitment to ethics influences these preferences and 
judgments, which translate into behavioral expectations.  Effectiveness of control activities 
cannot rise above the integrity and ethical values of the people who create, lead, and monitor 
agency programs.  To protect an agency’s reputation, standards of behavior must exceed mere 
compliance with law.  Top agencies reflect a belief that good ethics is good government. 
 
 

– continued on next page – 
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Promoting Ethics and Appropriate Conduct 
Agencies that actively and continually support a culture of integrity and ethical values 
communicate these core values through a code of ethics or similar document.  Developing and 
reinforcing a comprehensive and understandable code is a “best practice” and essential to 
internal control, linking the agency’s mission and vision to its operating policies and procedures.  
The following table illustrates possible elements of a code of ethics. 

Exhibit 3 – Developing a Code of Ethics 
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Exhibit 4 – Illustrative Structure for a Code of Ethics 
Section Section Outline 

1. Letter from 
Agency Head 

• Present top management’s message on the importance of integrity and ethics to the agency. 

• Introduce the code of ethics.  Gives its purpose and tells how to use it. 

2. Goals and 
Philosophy 

• Consider the agency’s: 

o Organizational culture, 

o Programs and types of programs (e.g., regulatory, human services, et al), 
o Geographic locations, 

o Commitment to open and ethical leadership. 

3. Conflicts of 
Interest 

• Address conflicts of interest and forms of self-dealing. 

• Speaks to personnel and those activities, investments, or interests that reflect on the agency’s 
integrity or reputation. 

• Counsels all employees regarding actual and perceived conflicts of interest, not only those subject to 
the State and Local Government Conflict of Interests Act (Code of Virginia § 2.2-3100 et seq.). 

4. Gifts and 
Gratuities 

• Deal with giving or receiving of gifts and gratuities, setting forth the agency’s policy, typically going 
beyond legal requirements. 

• Sets standards and provides guidance regarding gifts and entertainment and their proper reporting. 

5. Agency 
Resources 

• May include provisions dealing with the safeguarding of agency resources, including intellectual 
property and proprietary information. 

6. Social 
Responsibility 

• May include the agency’s role as a citizen, including its commitment to human rights, environmental 
protection, community involvement, and environmental and economic issues. 

7. Additional 
Related Topics 

• May include provisions regarding adherence to policies established within specific areas of agency 
activity, for example: 

o Employment issues such as fair labor practices and antidiscrimination 

o Governmental dealings such as contracting, lobbying and political activity 

o Antitrust and other competitive practices 

o Good faith and fair dealing with citizens, clients, suppliers, and others 

o Confidentiality and security of information 

o Safety and quality in program services 

Organizational Structure 
An agency’s organizational structure provides the structure to plan, execute, control, and monitor 
activities.  A sound organizational structure defines key areas of authority and responsibility, 
while illustrating reporting lines.  An organizational structure may be centralized or 
decentralized; it may create direct reporting lines or a matrix format.  An agency may be 
organized by services, geographical locations, or enabling statutes. 

Assignment of Authority and Responsibility 
Assignment of authority and responsibility involves the degree to which individuals and teams 
are authorized and encouraged to use initiative to accomplish objectives and solve problems.  It 
includes establishing reporting relationships, fixing authorization procedures, issuing policy that 
assigns appropriate personnel to each program, and allocating resources to do each job.  A 
critical challenge is delegating to the extent required to achieve objectives, ensuring that decision 
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making is based on sound practices for risk identification and assessment.  Another challenge is 
ensuring that everyone understands the agency objectives and how his or her job contributes to 
meeting those objectives. 

Work Force Competence 
Competence reflects the knowledge, skills, and abilities needed to meet objectives.  Management 
sets competencies for particular jobs and translates those competencies into Employee Work 
Profiles and employee development programs.  Top agencies provide qualified and committed 
personnel to key control positions. 

Human Resources Development 
Human resources practices for hiring, orientation, training, evaluating, counseling, promoting, 
compensating, and remediation send messages to employees about expectations for integrity, 
ethical behavior, and competence.  For example, standards for hiring and retaining the most 
qualified and ethical individuals demonstrate an agency’s true culture. Providing continuing 
training and education can reward expected performance and behavior.  It is essential that 
employees be groomed to tackle new challenges as agencies become more complex. 
 
The agency human resources director and staff should take an active part in maintaining a sound 
control environment, ensuring that Employee Work Profiles reflect the coming year’s portion of 
meaningful long-term professional development plans.  Those plans must be sufficient to provide 
the leadership, analytical, technical, and communication skills required to support best practices 
and continuous improvement.  
 
 

COMMONWEALTH OF VIRGINIA INTERNAL CONTROL 
STANDARDS MINIMUM REQUIREMENTS 
To demonstrate that the control environment internal control component is 
established and fully functioning, the agency must meet the following minimum 
requirements: 
 

• Develop and actively promote a Code of Ethics. 
• Document and assess key elements of the control environment including, 

but not limited to: 
 
o Management philosophy 
o Management’s attitude towards risk 
o Oversight by the agency’s governing board 
o Integrity and ethical values 
o Promotion of ethics and appropriate conduct 
o Organizational structure 
o Assignment of authority and responsibility 
o Workforce competence and human resource development 

 
(See Appendix A – Internal Control Assessment Guide, “Control Environment       
Assessment Tools”, pp. 40-45) 
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Risk Assessment 
 
“Risk Assessment” is the process of analyzing potential events and considering 
likelihood and impact to determine those events’ possible impact on achievement of 
objectives. 

 
In risk assessment, management considers the 
mix of potential events relevant to the agency and 
its activities in the context of the agency’s risk 
profile, which includes size, operational 
complexity, and regulatory restraints.   
Management must consider both expected and 
unexpected events.  Many events are routine, 
recurring, and already addressed in 
management’s programs and operating budgets.  
Management must assess the risk of unexpected 
potential events and any expected events that 
could have a significant impact.  Risk assessment 
is a continuous and repetitive interplay of actions 
occurring throughout an agency. 
 
Management should assess events from two 
perspectives – likelihood and impact.  The 
positive and negative impacts of potential events 
should be examined individually or by category.  
A visual matrix can be used to categorize events 
by risk level.   

 
 
Risks should be assessed on both an inherent and residual basis. 

 
• Inherent risk is the risk to an agency if management takes no action to reduce either the 

likelihood or impact of the event. 
 

• Likelihood is “the odds” that a given event will occur. 
 

• Impact is the measurement of the effect of the event in quantitative or qualitative terms. 
 

• Residual risk is the risk that remains after management’s risk response. 
 

1 1 2

1 2 3

332

Low 

Probability

Medium 

Probability

High 

Probability

Low 

Impact

Medium 

Impact

High 

Impact

Risk Map – An Example

Probability = The likelihood that a negative event will occur.

Impact = The severity of the consequences of a negative 

event.

3

2

1

Red Zone – high risk – mitigate or reduce the risks.

Yellow Zone – medium risk – manage the risks.

Green Zone – low risk – accept the risks.

For each event, determine the impact of that event 

occurring and the probability that it will occur.

This is just one of many formats that a risk matrix may take.  

-  19  - 



 

 

Agency Risk Management and Internal Control Standards 
Office of the Comptroller 

November 15, 2006, revised September 2015 

 
 

The Four Basic Risk Responses 
Often, likelihood and impact estimates are based on past events, offering some objectivity.  
Management first assesses inherent risk and decides how it will respond.  Responses to risk fall 
into four categories. 
 

• Avoiding risk means ending those activities that give rise to risk (for example, 
eliminating a service or division). 

 
• Reducing risk involves everyday management decisions, including the imposition of 

control activities.  For example, routine mechanical maintenance could decrease the 
likelihood of a major computer hardware failure, while routine backups could 
decrease the impact of technology equipment failure on the agency’s ability to 
provide services. 

 
• Sharing risk transfers a portion of likelihood or impact to another party.  Examples 

of sharing include acquiring insurance or outsourcing an activity. 
 

• Acceptance means taking no action in response to risk, within parameters dictated by 
state policy.  All risk cannot be eliminated.  Risk that remains after all possible risk 
responses have been taken is accepted.  

 
Exhibit 5 illustrates relationships between inherent risk, residual risk, and risk responses. 

Exhibit 5 – A Risk Equation 
       
 Inherent Risk – Risk Reduction via Control Activities = Residual Risk  
   risk responses:  avoid, reduce, share  risk response:  accept  

       

 
In considering how to respond to each risk, management should consider such factors as: 

• The effect of management’s response (control activity) on likelihood and impact. 

• Cost-versus-benefit – When considering cost-benefit and recognizing 
interrelationships among risks, management may pool agency risk responses across 
organizational units or programs. 

On one hand, risks in different units or activities may be within their respective managers’ 
acceptable risk levels but, taken together, may exceed the agency-wide acceptable risk level.  
In such cases, additional or different responses are needed to bring risk within the agency’s 
acceptable risk level.  Risks may naturally offset across an agency; for example, some units 
might have higher risk while others remain relatively risk-free, such that overall risk is within 
the agency’s acceptable risk level. 
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As chief executives of government agencies, agency heads are not authorized to take risks 
that would knowingly jeopardize their ability to meet obligations for financial 
management, financial reporting, or compliance with laws, regulations, policies, and 
procedures.  Financial and compliance objectives serve needs of both the agency and of the 
Commonwealth as a whole and are “not negotiable” when choosing strategies or tactics for 
achieving program objectives.  Agency heads may only accept reasonable risk that relates to 
operational objectives, not risk that relates to financial or compliance objectives. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Control Activities 
 
“Control Activities” are policies and procedures implemented to help ensure that risk 
responses are effectively completed.   Control activities occur across an organization, 
at all levels, and in all functions.   They include a range of activities such as approvals, 
authorizations, verifications, reconciliations, security over assets, and segregation of 
duties. 

 
Managers set up control activities to provide reasonable assurance that their objectives are met.  
A “control activity” could be as simple as listing tasks assigned to staff members and then 
occasionally checking the list to verify that assignments are completed on time. 

COMMONWEALTH OF VIRGINIA INTERNAL CONTROL STANDARDS 
MINIMUM REQUIREMENTS 
To demonstrate that the risk assessment internal control component is established and 
fully functioning, the agency must meet the following minimum requirements: 
 

• Conduct and document an agency-wide risk assessment.  This risk assessment 
should be coordinated with the strategic planning process overseen by the 
Department of Planning and Budget.  (See Appendix A – Internal Control 
Assessment, “Agency-Level Risk Assessment Tools”, 
pp. 46-48) 

• Conduct and document risk assessments of each agency fiscal process as part of 
the documentation and assessment of control activities.  (See Appendix A – 
Internal Control Assessment, “Process Control Assessment”, pp. 65) 
 

Note:  The risk of fraud must be included in the agency-level risk assessment and the 
transaction-level risk assessments of each agency fiscal process.  Fraud originating 
inside an agency, as well as fraud perpetrated by individuals outside of the agency, 
should be considered. 
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Control activities can be categorized by the nature of the objectives to which they relate.  These 
control objectives could include the following five types of objectives:   
 

1. Strategic – Activities designed to provide reasonable assurance that program goals 
and objectives are met 

2. Operational – Activities designed to make the most effective and efficient use of 
fiscal resources and other assets 

3. Reporting – Activities designed to provide reasonable assurance of the integrity and 
reliability of financial reporting 

4. Compliance – Activities designed to enhance compliance with applicable laws and 
regulations 

5. Stewardship – Activities designed to safeguard assets or to reduce fraud, waste and 
abuse in the use of assets 

 
Sometimes, control activities satisfy agency objectives in more than one category.  When 
management selects its risk responses, those responses result in control activities designed to 
help ensure that the risk responses are executed properly and on time.  In some cases, a single 
control activity will address multiple risk responses.  In other cases, multiple control activities 
will apply to one risk response.  Managers should consider cost-versus-benefit for control 
activities, but should keep in mind that cost-benefit analyses cannot be used to justify a lack of 
control activities over processes that are vital to achieving financial reporting or regulatory 
compliance objectives. 

Types of Control Activities 
Types of control activities include preventive, detective, manual, computer, and management 
controls.  Control activities can correspond to specified control objectives, such as ensuring 
completeness and accuracy of data processing.  Control activities can be classified in the 
following eight broad categories: 
 

• Authorization – Control activities in this category are designed to provide reasonable 
assurance that all transactions are within the limits set by policy or that exceptions to 
policy have been granted by the appropriate officials. 

 
• Review and Approval – Control activities in this category are designed to provide 

reasonable assurance that transactions have been reviewed for accuracy and completeness 
by appropriate personnel. 

 
• Verification – Control activities in this category could encompass a variety of computer 

and manual controls that are designed to provide reasonable assurance that all accounting 
information has been correctly captured. 
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• Reconciliation – Control activities in this category are designed to provide reasonable 
assurance of the accuracy of financial records through the periodic comparison of source 
documents to data recorded in accounting information systems. 

 
• Physical Security over Assets – Control activities in this category are designed to 

provide reasonable assurance that assets are safeguarded and protected from loss or 
damage due to accident, natural disaster, negligence or intentional acts of fraud, theft or 
abuse. 

 
• Segregation of Duties – Control activities in this category reduce the risk of error and 

fraud by requiring that more than one person complete a particular fiscal process. 
 
• Education, Training and Coaching – Control activities in this category reduce the risk 

of error and inefficiency in operations by ensuring that personnel have the proper 
education and training to perform their duties effectively.  Education and training 
programs should be periodically reviewed and updated to conform to any changes in the 
agency environment or fiscal processing procedures. 

 
• Performance Planning and Evaluation – Control activities in this category establish 

key performance indicators for the agency that may be used to identify unexpected results 
or unusual trends in data which could indicate situations that require further investigation 
and/or corrective action. 

 
Often, a combination of controls deals best with related risk responses.  Control activities include 
preventive controls to stop inappropriate transactions before execution, while detective controls 
identify, on a timely basis, error transactions after they have occurred.  The control activities 
combine computer and manual controls, including automated controls to ensure all information 
is correctly captured, and routing procedures enabling responsible individuals to authorize or 
approve decisions. 
 
Examples of a variety of preventive and detective control activities are shown below in Exhibit 6. 

Exhibit 6 – Examples of Control Activities 

• To reduce the impact of electric power failures on operations, an agency installs a backup electricity 
generator for its information systems.  To ensure that the generator operates when needed, facilities 
management performs routine maintenance and IT managers review the maintenance logs monthly. 

• To heighten safety for employees and security over cash, an agency installs protective counter-to-
ceiling glass partitions in its cashiering office between cashier stations and customers. 

• To ensure that pension obligations and costs are reported properly in financial statements, 
management reviews the state’s demographic data and the methods and assumptions used by the 
actuary, and compares amounts in the actuary’s report with those in the financial statements and 
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related footnotes. 

• To help ensure that the agency’s monthly income tax remittances comply with regulations, an 
electronic tickler file prompts staff with due dates for tax filings, and a supervisor verifies timely 
remittance. 

• To help ensure that computer interfaces between accounting systems operate to effect complete and 
accurate processing, transaction totals from subsidiary systems are compared with the balance in the 
general ledger control account, with any differences reported and resolved. 

• To help minimize inventory losses, the warehouse supervisor reviews and approves transfer 
documents before releasing goods. 

• To help ensure that only tested and accepted programs are transferred to production libraries, 
transfers are made only based on completion of testing and related approvals and authorization of the 
IT and user department managers. 

Control Activities over Automated Information Systems 
General controls include controls over information technology management, infrastructure, 
security management, and software acquisition, development, and maintenance.  For example: 
 

• Information Technology Management – A steering committee oversees, monitors, and 
reports on information technology activities and improvement initiatives. 

 
• Information Technology Infrastructure – Controls apply to system definition, 

acquisition, installation, configuration, integration, operation, and maintenance.  
Controls include continuity of operations (COOP) planning, scheduling of computer 
operations, restricting access to system configuration and operating system software, 
incident tracking, system logging, and monitoring use of data-altering utilities. 

 
• Security Management – Secure passwords restrict internal access to the network, 

database, and applications.  Firewalls and virtual private networks protect data from 
unauthorized external access. 

 
• Software Acquisition, Development, and Maintenance – Software acquisition and 

implementation controls are incorporated into a formal change management process.  
One control over development is allowing software developers to work only in 
segregated development environments with no access to the production environment.  
System change controls include authorizations, reviews, approvals, documentation, and 
testing. 

Application Software Controls 
Application controls focus directly on capture and processing of complete, accurate, authorized, 
and valid data.  They help ensure data are captured or generated when needed, supporting 
applications are available, and interface errors are corrected quickly.  Application controls help 
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to prevent, detect, and correct errors.  Controls (including edit checks for format, existence, 
reasonableness, and validity) are built into application software.  Examples follow: 
 

• Balancing and Reconciling – Reconciling amounts entered to a control total will help 
detect data capture errors. 

• Check Digits – Check digit logic helps detect and correct incomplete or inaccurate data. 

• Predefined Data Listings – For example, using drop-down lists of acceptable values. 

• Data Reasonableness Tests – Data captured is compared with a benchmark. 

• Logic Tests – Range limits, value, or alphanumeric tests can detect potential errors. 
 
As authorized by its enabling legislation, the Information Technology Investment Board and the 
Virginia Information Technologies Agency (VITA) promulgates policies, standards, and 
guidelines pertaining to internal control over information technology investments and 
infrastructure (hardware, software, networks, and other information technology resources).  
These documents can be found at the VITA website library 
http://www.vita.virginia.gov/docs/psg.cfm. 
 
Of special interest relative to controls and risk are the requirements contained in the 
Accessibility, Information Security, and Project Management areas.  However, agency heads 
and fiscal officers remain directly responsible for understanding and maintaining internal 
control over all fiscal processes, regardless of the infrastructure used to perform those 
processes.  Compliance with VITA requirements is just one part of overall internal controls and 
alone is not sufficient to ensure fiscal internal control needs or standards are adequate.  
Information technology personnel and the fiscal officer must collaborate and cooperate to 
provide assurance to the agency head that adequate internal controls are employed for all 
automated fiscal processes, documented in terms that both the fiscal officer and agency head can 
understand from a functional perspective. 

Attention To Soft Controls 
Traditional internal control processes focused on “hard” controls (such as physical or electronic 
controls).  Current standards also emphasize “soft control” activities.  Soft controls are 
intangibles that management emphasizes to direct the organization’s expectations and behavior. 
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Exhibit 7 – Soft Controls 
     

 Underlying Drivers  Examples of Soft Controls  
 • Integrity 

• Ethical values 

• Philosophy 

• Operating style 

• Communication principles 

• Commitment to competence 

• Commitment to performance 

• Commitment to public policy 

• Commitment to fiduciary responsibilities 

• Commitment to legal and regulatory compliance 

 • Performance incentives 

• Performance standards for hiring and promotion 

• Employee training and education programs 

• Encouragement of new ideas and methods 

• Periodic employee feedback and interview 
sessions 

• Response to client and supplier feedback 

• Review and investigation of exception reports 

• Effective employee suggestion programs that drive 
management action 

 

     

 

Attention to Significant Fiscal Processes 
 
Given limited resources of time, personnel, and funding, agency managers should optimize the 
effectiveness of their control assessments by concentrating on “significant” fiscal processes.  The 
definition of a significant fiscal process is affected by numerous factors such as organizational 
structure, program size, complexity and timing pressure, regulatory environment, etc. and will 
vary by agency.  Agency managers must use their experience and professional judgment in 
identifying significant processes for the assessment and should keep in mind that they are 
ultimately responsible for the final determination of significance.   
 
A fiscal process may be significant if it is associated with programs or activities that:  
 

• consume a proportionally large share of agency resources; 
• have a high-degree of public visibility; 
• represent areas of concern and high risk to mission-critical business processes for agency 

managers and stakeholders, or; 
• have a significant affect on general ledger account balances.  A fiscal process would have 

a significant effect if an error or misstatement generated by the process would impact 
management’s or other stakeholders’ decisions or conclusions about the activity. 

 
Decisions about significance should take into account not only quantitative, but also qualitative 
factors.  Transaction amounts for a given fiscal process may be insignificant either individually 
or in total, but some qualitative factor may nonetheless raise the importance of the process in 
terms of the need for stringent control activities.  For example, management should pay close 
attention to the design of control activities for any fiscal process that is particularly vulnerable to 
fraud regardless of the dollar amounts involved because any adverse incident could have a 
disproportionately bad effect upon agency management’s reputation for honesty and reliability.  
Likewise, managers should define any fiscal process as significant if errors or misstatements in 
the process could have adverse consequences for legal or regulatory obligations. 
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COMMONWEALTH OF VIRGINIA INTERNAL CONTROL STANDARDS 

 MINIMUM REQUIREMENTS 

 
To demonstrate that the control activity internal control component is established and 
fully functioning, the agency must meet the following minimum requirements: 
 

• Document and assess agency-level control activities applicable to: 
 

o All significant fiscal processes 
o Accounting administration 
o The general ledger 
o Information systems 
 

(See Appendix A – Internal Control Assessment Guide, “Agency-Level Control 
Activity Assessment Tools”, pp. 49–54) 

 
• Document all significant agency fiscal processes and assess the operation of 

their associated control activities.   
 

(See Appendix A – Internal Control Assessment Guide, “Process or 
Transaction-Level Control Activity Assessment”, pp. 60-67) 

 
Note:  Agencies that use another agency (Service Provider Agency) or a Third-Party 
Service Provider to perform significant processes or functions, must obtain internal 
control assurance from that provider.  See CAPP Topic No. 10305, Internal Control, for 
more guidance.  
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Information and Communication 
 
“Information and Communication” involves identifying, capturing and communicating 
relevant information in a form and timeframe that enables people to carry out their 
responsibilities.  Effective communication occurs down, across and up the agency.  An 
effective information and communication process will assure that all personnel receive 
a clear message from top management that internal control responsibilities must be 
taken seriously. 

 
The entire agency needs information to handle risks, provide services, and achieve objectives.  
Quantitative and qualitative information comes from many internal and external sources.  
Information enables change management, strategy, identifying events, analyzing risks, selecting 
risk responses, and performing other management activities.  However, information has no value 
without communication. 

Internal Communication 
Clear internal communication conveys the agency’s code of ethics, internal control philosophy 
and approach, and delegation of authority.  Communication about processes and procedures 
should include clear links to the mission and agency culture.  Communication should effectively 
convey the importance and relevance of internal control and the roles each person plays to 
support it. 
 
Front-line employees providing direct, daily public service are often in the best position to see 
new problems as they arise.  Communication channels should ensure that front-line and other 
personnel can communicate information across divisions and processes, as well as to their 
managers.  Communication breakdowns can occur when anyone is discouraged from or unable to 
provide important information to others. 
 
To avoid breakdowns, personnel must believe managers and agency heads truly want to know 
about problems and resolve them.  Usually, normal agency reporting lines are the appropriate 
channels for communication.  Sometimes, alternate communication lines are needed as a backup 
mechanism if normal channels do not work.  The Commonwealth’s “Fraud, Waste, and Abuse 
Hotline” is one such alternate channel.  This hotline provides a ready means for any employee to 
confidentially report illegal, unethical, or otherwise inappropriate behavior. 
 
Critical communication channels connect the agency head, cabinet secretary, and the agency’s 
governing board or commission (when applicable).  Quality communication to appointed 
officials makes them more effective in meeting their oversight responsibilities. 

External Communication 
Open external communication channels allow citizens, clients, and suppliers to provide 
valuable input on services quality and design.  This enables an agency to address evolving needs, 
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demands, and preferences.  Management should appropriately convert such input into continuous 
improvements in operations, reporting, and compliance.  Open external communications also 
allow citizens and clients to understand the agency’s service standards. 

Alternate Communication Channels 
Communication methods include a Code of Ethics, Internet sites, policy manuals, memos, e-
mails, and posted notices. Whenever messages travel orally — in large groups, smaller meetings, 
or one-on-one sessions — vocal tone and body language form part of the message.  Personnel 
management style sends a powerful message.  Managers should remember that actions speak 
louder than words.  Their actions are influenced by both the agency’s history and culture, 
including the managers’ past observations of how their mentors dealt with similar situations. 
 
To enhance regular communications channels, an agency may create supplemental employee 
communication channels.  These channels may be called “whistle blower” programs or “ethics 
hotlines” and can be voluntary or legally mandated.  An executive order has established the State 
Employee Fraud, Waste and Abuse Hotline for the use of all state employees.  This does not 
preclude an individual agency from establishing its own hotline or another confidential process 
for employees.  Exhibit 8 identifies items to be considered in establishing an ethics hotline. 

Exhibit 8 – Considerations for Ethics Hotlines 

• Are reporting mechanisms and protocols such that personnel will feel comfortable using the channel? 

• What procedures will ensure personnel trust the communication channel, without concern for reprisal? 

• Will the system be managed internally or by an external third party? 

• How will incidents be prioritized? 

• How will appropriate follow-up resources be identified? 

• What is the target response time? 

• What are documentation standards? 

• What monitoring processes should be in place? 

• Are technology and security resources sufficient to manage the system? 

• Who will perform any necessary investigations? 

• How will complaints be documented and tracked? 

• How will the employee reporting the information be advised of conclusions and actions taken? 

• What kinds of summary reports are needed and with what frequency? 

• What mechanisms will ensure that needed broad-based corrective and future preventive actions are taken? 

Information Technology and Communication 
Information systems architecture and technology acquisition are key elements of strategy.  IT 
selection and implementation depends on many factors, including organizational goals and the 
service expectations of stakeholders.  Information systems are fundamental to internal control; in 
turn, internal control needs and techniques assist in making technology decisions.  Usually, 
technology infrastructure (developed over time for operations, reporting, and compliance 
objectives) also generates information integral to the internal control program. 
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IT infrastructure should capture and convey timely, detailed, and reliable data sufficient to 
strengthen the control environment.  Information flow must respond to agency needs yet avoid 
“information overload”.  The next exhibit lists media that management may consider during 
technology planning, recognizing that each organization finds its own blend of electronic and 
non-electronic media. 

Exhibit 9 – Agency Communication Media 

• Broadcast e-mails 

• Broadcast voice mails 

• Agency newsletters 

• Databases supporting specific control issues 

• Letters from the agency head 

• E-mail discussion groups 

• Intranet sites 

• Organization, function, or location-wide web casts or conference calls 

• Posters or signs reinforcing key aspects of internal control 

• Regular face-to-face meetings among employees from a range of functions and organizational units 

• “Town-hall” meetings 

Parties to Communication 
Healthy communication results from continual interaction among all organizational stakeholders 
at all levels.  Exhibit 10 reflects many of the parties to healthy agency communication. 

Exhibit 10 – The Essence of Information and Communication 
External Parties Internal Parties 

•  Virginia’s Citizens •  Virginia’s Government 

•  Government Regulators •  All State Agencies 

•  Suppliers and Contractors •  Any Organizational Unit 

•  Clients and Customers •  Up the chain of command 

•  Regulated Individuals & Organizations •  Down the chain of command 

•  Agency Service Provider 

•  Third-Party Providers  

•  Executives and Managers 

•  Purchasers and Contract Managers 

 •  Those who deal with the public  

 •  Operational Personnel 

 •  Support and Administrative Personnel 

  

 
To maintain an adequate control environment, agency leadership must promote continual 
communication.  Exhibit 10 reminds us that communication involves everyone with a stake in 
agency activities and links them together in an extended organization of shared interests. 
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COMMONWEALTH OF VIRGINIA INTERNAL CONTROL STANDARDS 

 MINIMUM REQUIREMENTS 
To demonstrate that the information and communication internal control component 
is established and fully functioning, the agency must meet the following minimum 
requirement: 
 

• Document and assess how the agency gathers, uses and disseminates 
information.  

 
(See Appendix A – Internal Control Assessment Guide, “Information and 
Communication Assessment Tools, pp. 55-57) 
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Monitoring 
 
“Monitoring” is the process of assessing the presence, functioning, and continuous 
improvement of internal control components.  Monitoring is accomplished through 
ongoing management activities, separate evaluations, or both. 

 
Monitoring can be examined from three perspectives:  ongoing activities, separate 
comprehensive evaluations, and special ad hoc evaluations.   

Ongoing Monitoring 
Ongoing monitoring is built into normal, recurring operating activities, is performed on a real-
time basis, reacts dynamically to changing conditions, and is ingrained in the agency. Ongoing 
monitoring often stems from regular management activities, which might involve analysis, 
comparison of information from multiple sources, and dealing with unexpected occurrences. 
 
Managers, giving thoughtful consideration to implications of information they receive, generally 
perform ongoing monitoring activities.  By focusing on relationships, inconsistencies, or other 
relevant observations, they identify issues and follow up with others to determine whether or not 
action is necessary.  Activities required by operational processes are generally not considered 
monitoring activities.  For example, approvals of transactions, reconciliations of account 
balances, and verifying the accuracy of changes to master files, performed as required steps in 
information systems or accounting processes, are best defined as control activities.  Examples of 
ongoing monitoring activities include: 
 

• Managers reviewing operating reports. 
• Internal auditors, external auditors, and advisors regularly providing recommendations. 
• Training seminars, planning sessions and other meetings giving feedback to management. 

 
Many different activities performed in the ordinary course of operations serve to monitor the 
effectiveness of internal control components, as illustrated in Exhibit 11 on the next page. 
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Exhibit 11 – Examples of Ongoing Monitoring Activities 

• Management reviews reports of key activity indicators, including financial and operating statistics. 

• Operations managers compare productivity, inventory, quality measures, and other data gathered in the 
course of daily activities to systems-generated information, budget, and plans. 

• Management reviews performance against established limits, such as acceptable error rates, items in 
suspense, or reconciling items. 

• Management reviews key performance indicators such as trends in direction and magnitude of risks, status of 
strategic and tactical initiatives, or trends in actual results compared to budget or prior periods. 

Comprehensive Assessments 
In addition to ongoing monitoring, these Standards require agencies to perform and document a 
comprehensive assessment of internal control and control activities annually.  Documentation of 
internal control will vary with agency size, complexity, and management style, and may include: 
 

• Organization charts 
• Description of key roles, authorities, and responsibilities 
• Policy manuals 
• Operating procedures 
• Process flowcharts 
• Relevant controls and associated responsibilities 
• Key performance indicators 
• Key identified risks 

 
With regard to developing documentation of the assessment process itself, the fiscal officer 
might consider the extent to which documentation is expected to: 
 

• Provide an audit trail of the assessment 
• Communicate assessment results – findings, conclusions, and recommendations 
• Facilitate review by auditors and senior management 
• Facilitate assessments in subsequent periods 
• Identify and report broader issues 
• Identify individual roles and responsibilities in the assessment process 
• Supplement existing control documentation that may be deficient 

Ad Hoc Evaluations 
In addition to ongoing monitoring activities and comprehensive assessments, agency fiscal 
personnel should focus directly on internal control from time to time through ad hoc 
evaluations.  These provide a chance to consider the continued effectiveness of ongoing 
monitoring procedures.  Direct evaluations are control self-assessments, where persons 
responsible for a particular unit or function determine the effectiveness of internal control for 
their activities.  Internal auditors perform evaluations as part of their regular duties or by specific 
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request of senior management.  Management may use input from external auditors.  A 
combination of efforts may be used in conducting whatever evaluation procedures management 
deems necessary to determine the effectiveness of controls.  Tools used for monitoring may 
include checklists, questionnaires, and flow charts. 

Exhibit 12 – Routine Management Reports vs. Ad Hoc Control Evaluations 

 Monitoring Ongoing Operations Ad Hoc Internal Control Evaluations  

Evaluation 
Focus Routine programs and performance Internal control in one or more units or programs 

Internal 
Control One of many factors being monitored The primary factor being investigated 

Report 
Content 

Significant findings appear in periodic, 
routine management reports (for example, 
routine monthly management reports to the 
agency head) 

A “special project” report prepared by 
management, agency internal auditor, agency 
inspector general, APA, JLARC, State Internal 
Auditor, or a consultant 

 
Internal control documentation varies with such factors as agency size, programs, budget, and 
employment level, and is composed of two components.  The first component includes existing 
policies and procedures issued by central agencies, the agency itself, or other organizations that 
include (but may not be limited to): 
 

• DOA 
• DPB 
• Treasury 

 • VITA 
• DGS 
• DHRM 

 • Library of Virginia 
• Internal Revenue Service 
• Federal grantor agencies 

 
A review of existing documentation should clearly describe an organization's risks and 
responses.  Documentation takes these forms: 

Exhibit 13 – Control Activity Documentation – Some Examples 

• Budget-to-actual and exception reports 

• Completed Authorized Signatories forms 

• Completed Employee Work Profile forms 

• Delegations of authority 

• Descriptions of key roles, authorities, 
and responsibilities 

• Format of periodic management 
reports 

• Key identified risks 

• Key performance indicators 

• Key risk measures 

• Operating procedures 

• Organization charts 

• Policies and procedures manuals 

• Process flowcharts 

• Relevant controls and related 
responsibilities 

• Standardized forms (e.g., travel 
authorizations) 

• Strategic and operational plans 
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The second component of internal control documentation records review processes, including 
tests to determine whether control activities and their related policies and procedures are 
adequate and being followed.  The leader of an ad hoc internal control evaluation may develop 
documentation to achieve the following objectives: 
 

• Create a history of the team’s assessments and testing 
• Communicate evaluation results – findings, conclusions, and recommendations 
• Facilitate review by senior management 
• Facilitate future evaluations 
• Identify and report strategic issues 
• Identify individual roles and responsibilities in the ad hoc evaluation project 
• Supplement existing internal control documentation 

 
Control deficiencies may surface from many sources including an agency’s ongoing monitoring 
procedures, ad hoc evaluations, and information provided by external parties.  External sources 
include customers, vendors, external auditors, and regulators.  All identified deficiencies that 
affect the agency’s ability to implement its strategy and achieve its objectives should be reported 
to those positioned to make corrections.  Not only should reported deficiencies be investigated 
and corrected, but any underlying cause should be eliminated. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

COMMONWEALTH OF VIRGINIA INTERNAL CONTROL STANDARDS 

 MINIMUM REQUIREMENTS 
To demonstrate that the monitoring internal control component is established and 
fully functioning, the agency must meet the following minimum requirement: 
 

• Document and assess the effectiveness of the agency’s monitoring activities. 
 

(See Appendix A – Internal Control Assessment Guide, “Monitoring 
Assessment Tools”, pp. 58-59) 
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Internal Control Assessment 
The Commonwealth entrusts each agency head with a level of authority and control over 
monetary and other assets that are used to accomplish the agency’s mission.  In return, the 
Commonwealth requires agency heads to account for the use, care, and disposition of these 
assets by accountability mechanisms such as statewide accounting systems and formal financial 
statements.  To provide reasonable assurance that stewardship responsibilities are met and that 
agency accountability mechanisms function properly, agency heads must develop, implement, 
and maintain “internal control” over financial accountability processes.  In turn, state law 
requires the Comptroller to oversee, manage, and vouch for the sufficiency of internal control 
efforts in all agencies. 
 
In practice internal control relies on numerous individual control activities that many people 
have devised over the life of an organization.  As programs, services, and technology naturally 
evolve, agencies continually develop, implement, and update specific control activities.  In such 
an ever-changing environment, an agency must periodically and systematically assess internal 
control and all supporting control activities to ensure the ongoing sufficiency of internal control. 
 
Appendix A of this document provides detailed information and tools defining how to structure 
an internal control assessment or reassessment to meet the Commonwealth’s requirements. 
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Appendix A – Internal Control Assessment Guide 

Overview 
 
This guide describes the Comptroller’s specific minimum requirements for an agency’s 
assessment of internal control.  Agencies that follow this appendix’s procedures in good faith 
have taken the most essential step towards meeting the Commonwealth’s agency risk 
management and internal control standards.  This appendix requires professional judgment 
and thoughtful participation on the part of agency heads, fiscal officers, internal auditors, 
and all other agency personnel involved in the development, deployment, operation, and 
assessment of internal control and related control activities. 
 
Scope of the Assessment 
 
In order to comply with these Standards the design and operating effectiveness of agency-level 
controls must be assessed in addition to examining detailed process and transaction-level control 
activities.  Agency-level controls permeate the agency and have a significant impact on how it 
achieves its objectives relating to the recording of financial transactions, compliance with 
financial reporting requirements and stewardship over Commonwealth assets.  To assist in 
obtaining input on agency-level and process-level controls, assessment tools are provided in the 
following pages to provide a starting point in the evaluation of the control environment, agency-
level, process-level, and transaction-level control activities (including information system 
general controls), information and communication, and monitoring.  Agency heads and fiscal 
officers are cautioned that these checklists and questionnaires are not designed to be all-inclusive 
and that these tools cannot replace thorough analysis and informed professional judgment.  The 
checklists and questionnaires contained herein do not substitute for 1) verification of the 
existence of a control, or 2) testing to determine if a control is functioning properly.  
Agency fiscal personnel should customize these tools or develop alternate tools to fit the 
agency’s particular situation. 
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Stages of the Assessment 
 
A complete assessment of agency internal control should encompass the following three stages 
of activity.   
 

Stage 
 Assessment 

Guide  
Page # 

1 Agency-level assessment of the five components of internal 
control:  

 1.  Control Environment 40-45 
 2.  Risk Assessment 46-48 
 3.  Control Activities 49-54 
 4.  Information and Communication 55-57 
 5.  Monitoring 58-59 

2 Process and transaction-level control assessment 60-67 

3 Corrective action plan (if needed) 68 
 
Numeric Scoring for Surveys of Subjective Opinions 
 
Some of the following exhibits ask survey respondents to quantify how strongly they agree or 
disagree that specific controls are implemented and operating effectively.  For those exhibits, 
suggested descriptions for each score are: 
 

        Score                    Description    
           5          =           Strongly agree 
           4          =           Agree 
           3          =           Somewhat agree 
           2          =           Somewhat disagree 
           1          =           Strongly disagree 
         NA        =           Control does not exist or cannot exist due to agency circumstances 
 

The score assigned may sometimes be subjective but should be based on the knowledgeable and 
experienced respondent’s understanding about the control in question.  A more systematic 
method of defining what each score means based on the perceived reliability level of each 
control is useful.  Exhibit 14 assigns a “control reliability level” based on five factors: 
 

1.    Supporting documentation for the control’s design and its operation 
2.    Employee awareness and understanding of the control 
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3.    Perceived value of the control to employees 
4.    The extent to which the control procedure is formal and standardized 
5.    The extent to which the control is monitored 
 

Exhibit 14: Summary of Internal Control Reliability Model* 
 
 

 Characteristics of This Control Reliability Level 
Control 

Reliability 
Level 

Documentation Awareness and 
Understanding 

Perceived Value 
to Employees 

Control 
Procedures Monitoring 

Initial Very limited Basic awareness by 
management 

Unformed Ad hoc, unlinked No monitoring 

Informal Sporadic, inconsistent Understanding not 
communicated beyond 
management 

Controls are 
separate from 
business operations 

Intuitive, repeatable No monitoring 

Systematic Comprehensive and 
consistent 

Formal communication 
and some training 

Controls integral to 
operations 

Formal, 
standardized 

No monitoring 

Integrated Comprehensive and 
consistent 

Comprehensive training 
on control-related 
matters 

Control processes 
considered part of 
strategy 

Formal, 
standardized 

Periodic monitoring 
begins 

Optimized Comprehensive and 
consistent 

Comprehensive training 
on control-related 
matters 

Commitment to 
continuous 
improvement 

Formal, 
standardized 

Real-time 
monitoring 

* Adapted from How to Comply with Sarbanes-Oxley Section 404: Assessing the Effectiveness of Internal Control, by Michael 
Ramos, John Wiley & Sons, 2004. 

 
After assessing each control’s reliability level, the respondent would then “translate” that 
reliability level into a score, as shown in Exhibit 15 on page 40. 
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Exhibit 15: Translating “Reliability Level” into a Score for Each Control 
 

In our agency, this control condition’s reliability is......... “Optimized”............... so I strongly agree, giving a score of............. “5” 

In our agency, this control condition’s reliability is......... “Integrated”............... so I agree, giving a score of............................ “4” 

In our agency, this control condition’s reliability is......... “Systematic”............. so I somewhat agree, giving a score of…...... “3” 

In our agency, this control condition’s reliability is......... “Informal”................. so I somewhat disagree, giving a score of….. “2” 

In our agency, this control condition’s reliability is......... “Initial”...................... so I strongly disagree, giving a score of........ “1” 

In our agency, this control does not or cannot exist........................................ giving a score of............................................... “NA” 

 
This scoring method is not mandatory and appears here for management consideration.  
Management may devise alternate methods and modify the exhibits accordingly.  Whichever 
scoring or other answering scheme is used, management should take care to ensure that the 
assessment is done by someone with the appropriate background, experience, and training in the 
area under consideration and that instructions are clear so that respondents provide meaningful 
feedback. 
 
Agency-Level Internal Control Assessment 
 
Control Environment Assessment Tools 

Integrity and Ethical Values 
An agency’s strategy and objectives and the way they are implemented are based on preferences, 
value judgments, and management styles. Management’s integrity and commitment to ethical 
values influences these preferences and judgments, which are translated into standards of 
behavior. Because an agency’s good reputation is so valuable, the standards of behavior must 
extend beyond mere compliance with law and regulation. 

Exhibit 16:  Ethics Questionnaire 
 

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency’s Code of Ethics and other policies regarding 
acceptable business practice, conflicts of interest, and expected 
standards of ethical and moral behavior are comprehensive and 
relevant and address matters of significance. 

5  4  3  2  1  NA  

2. Employees fully and clearly understand what behavior is acceptable 
and unacceptable under the agency’s Code of Ethics and know 
what to do when they encounter improper behavior. 

5  4  3  2  1 NA  
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This Control Implemented and Operating Effectively Agree/Disagree Comments 

3. Management frequently and clearly communicates the importance 
of integrity and ethical behavior during staff meetings, one-on-one 
discussions, training and periodic written statements of compliance 
from key employees. 

5  4  3  2  1  NA  

4. Management demonstrates a commitment to integrity and ethical 
behavior by example in their day-to-day activities. 

5  4  3  2  1  NA  

5. Employees are generally inclined to do the “right thing” when faced 
with pressures to cut corners with regard to policies and procedures. 

5  4  3  2  1 NA  

6. Management addresses and resolves violations of behavioral and 
ethical standards consistently, timely, and equitably in accordance 
with the provisions of the agency’s Code of Ethics. 

5  4  3  2  1 NA  

7. The existence of the agency’s Code of Ethics and the 
consequences of its breach are an effective deterrent to unethical 
behavior. 

5  4  3  2  1 NA  

8. Management strictly prohibits circumvention of established policies 
and procedures, except where specific guidance has been provided, 
and demonstrates commitment to this principle. 

5  4  3  2  1 NA  

9. Performance targets are reasonable and realistic and do not create 
undue pressure on achievement of short-term results. 

5  4  3  2  1 NA  

10. Ethics are woven into criteria used to evaluate individual or 
division’s performance. 

5  4  3  2  1 NA  

11. Management reacts appropriately when receiving bad news from 
subordinates and divisions. 

5  4  3  2  1 NA  

Conclusions Reached and Actions Needed: 
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Commitment to Competence 
Competence reflects the knowledge and skills needed to perform assigned tasks. Management 
decides how well these tasks need to be accomplished, weighing the agency’s strategy and 
objectives against plans for their implementation and achievement. 
 

Exhibit 17:  Management’s Commitment to Professional and Technical 
Competence Questionnaire 

 
This Control Implemented and Operating 

Effectively 
Agree/Disagree Comments 

1. Job descriptions (and other documents that 
define key position duties/requirements) are 
current, accurate, and understood.  

5  4  3  2  1 NA  

2. There is a mechanism in place to keep the job 
descriptions current, accurate, and understood. 

5  4  3  2  1 NA  

3. Job knowledge/skill requirements realistically 
match the organization and position’s needs. 

5  4  3  2  1  NA  

4. Management has the specialized knowledge, 
experience, and training required to perform their 
duties and does not rely extensively on technical 
specialists or outside consultants. 

5  4  3  2  1 NA  

5. Employees are properly trained and are capable 
of performing all jobs within your division. 

5  4  3  2  1 NA  

6. Employees are committed to excellence in 
performing their jobs. 

5  4  3  2  1 NA  

7. Individual performance targets focus on both the 
long- and short-term and address a broad 
spectrum of criteria (e.g., quality, productivity, 
leadership, teamwork, and self-development). 

5  4  3  2  1 NA  

Conclusions Reached and Actions Needed: 
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Organizational Structure 
An agency’s organizational structure provides the framework to plan, execute, control, and 
monitor its activities. A relevant organizational structure includes defining key areas of authority 
and responsibility and establishing appropriate lines of reporting. 
 

Exhibit 18:  Organizational Structure Questionnaire 
   

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency’s organizational structure is appropriate to carry out its 
mission and manage its activities. 

5  4  3  2  1 NA  

2. Management treats your division as an integral part of the agency’s 
overall operations. 

5  4  3  2  1 NA  

3. The current organizational structure facilitates the flow of information 
both up and down within your division and across to other 
divisions/functions. 

5  4  3  2  1 NA  

4. Reporting relationships provide managers with the information 
appropriate to their responsibility and authority. 

5  4  3  2  1 NA  

5. Managers and process owners in your division have ready access to 
senior management in addressing significant issues. 

5  4  3  2  1  NA  

6. The organizational structure in your division provides adequate 
supervisory and managerial oversight. 

5  4  3  2  1 NA  

7. Management periodically evaluates the organizational structure 
relevant to your division in light of changes in the scope, nature, or 
extent of your operations. 

5  4  3  2  1 NA  

8. The agency has the appropriate number of people and resources 
allocated to key functions/activities. 

5  4  3  2  1 NA  

9. Employees do not work excessive overtime and do not fulfill the 
responsibilities of more than one employee. 

5  4  3  2  1  NA 

 

 

Conclusions Reached and Actions Needed: 
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Assignment of Authority and Responsibility 
Assignment of authority and responsibility involves the degree to which individuals and teams 
are authorized and encouraged to use initiative to address issues and solve problems, as well as 
limits to their authority. It includes establishing reporting relationships and authorization 
procedures, as well as policies that describe appropriate business practices, knowledge and 
experience of key personnel, and resources provided for carrying out duties. 
 

Exhibit 19:  Assignment of Authority and Responsibility Questionnaire 
   

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Management designates who is responsible for committing your 
division to financial or contractual obligations through a formal 
delegation of authority. 

5  4  3  2  1  NA 

 

 

2. Specific limits are established for certain types of transactions and 
delegations are clearly communicated and understood by 
employees within your division. 

5  4  3  2  1  NA 

 

 

3. Job descriptions for your division’s personnel include specific 
references to control related responsibilities. 

5  4  3  2  1  NA 

 

 

4. Management accepts responsibility for information generated within 
your division and on reported results. 

5  4  3  2  1  NA 

 

 

5. Managers in your division are appropriately empowered to correct 
problems and implement improvements. 

5  4  3  2  1  NA 

 

 

6. The current level of delegation of duties balances empowerment 
and “getting the job done” with management involvement and 
authority levels. 

5  4  3  2  1  NA 

 

 

Conclusions Reached and Actions Needed: 
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Standards for Managing Human Resources 
Human resource practices pertaining to hiring, orientation, training, evaluating, counseling, 
promoting, compensating, and taking remedial actions send messages to employees regarding 
expected levels of integrity, ethical behavior, and competence. Training policies can reinforce 
expected levels of performance and behavior by communicating prospective roles and 
responsibilities. It is essential that employees be equipped to tackle new challenges as issues and 
risks through the agency change and become more complex—driven in part by rapidly changing 
technologies. Education and training (whether classroom instruction, self-study, or on-the-job 
training) must help personnel keep pace and deal effectively with the evolving environment. 
 

Exhibit 20:  Human Resources Standards Questionnaire 
   

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Existing personnel policies and procedures facilitate recruiting and 
developing competent and trustworthy personnel necessary to 
achieve the agency’s objectives. 

5  4  3  2  1  NA 

 

 

2. Employees new to your division’s activities are made aware of their 
responsibilities and management’s expectations. 

5  4  3  2  1  NA 

 

 

3. Supervisory personnel meet periodically with employees in your 
division to review job performance and discuss opportunities for 
improvement. 

5  4  3  2  1  NA 

 

 

4. Performance appraisals adequately address internal control 
responsibilities and set forth criteria for integrity and ethical 
behavior. 

5  4  3  2  1  NA 

 

 

5. Management takes the appropriate remedial action for departures 
from approved policies and procedures. 

5  4  3  2  1  NA 

 

 

Conclusions Reached and Actions Needed: 
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Agency-Level Risk Assessment Tools 
 
In conducting an agency-level risk assessment, managers should carefully consider the likelihood 
and effect of potential events, both positive and negative.  Events originating from both within 
and outside of the agency should be identified and addressed if the events could have a 
significant impact upon the achievement of agency objectives.  The risk assessment 
questionnaire below provides some suggested areas to consider in assessing an agency’s overall 
approach to risk management.  It is followed by a discussion of SWOT (strengths, weaknesses, 
opportunities and threats) analysis, a tool that may be used to analyze an agency’s internal and 
external risk factors in relation to its objectives.  Agencies should coordinate the risk assessment 
component of these Standards with the risk assessment and objective setting efforts required by 
the Department of Planning and Budget’s strategic planning process. 

Exhibit 21: Risk Assessment 
 

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Formal or informal mechanisms exist to inform management of 
events that are considered risks; i.e., events that may adversely 
affect the achievement of agency-wide or division objectives.   

5  4  3  2  1  NA 

 

 

2. Management identifies correlations between events or events that 
combine and interact to create significantly different probabilities or 
impacts.  

5  4  3  2  1  NA 

 

 

3. Management assesses for inherent risk, each event or combination 
of events that represents a risk, considering both likelihood and 
impact, and then develops a risk response. 

5  4  3  2  1  NA 

 

 

4. Once a risk response is developed for each risk, management 
considers residual risk. 

5  4  3  2  1  NA 

 

 

5. Management uses an appropriate blend of quantitative or qualitative 
techniques across the various divisions/functions such that sufficient 
consistency exists to assess risks agency-wide. 

5  4  3  2  1  NA 

 

 

6. The process used to analyze risks in each division is clearly 
understood and includes estimating the significance or risks and 
assessing the likelihood of their occurring. 

5  4  3  2  1  NA 
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Exhibit 22: Risk Response 
 

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The process used to analyze risks in your division is clearly 
understood and includes determining steps needed to mitigate risks. 

5  4  3  2  1  NA 

 

 

2. In determining risk response, management considers the effects of 
potential responses on risk likelihood and impact because a 
response may affect the likelihood and impact differently. 

5  4  3  2  1  NA 

 

 

3. Management considers the relative costs and benefits of alternative 
risk response options. 

5  4  3  2  1  NA 

 

 

4. When considering cost-benefit relationships, management looks at 
risks as interrelated and pools the agency’s risk reduction and risk 
sharing responses. 

5  4  3  2  1  NA 

 

 

5. The agency’s risk response considerations are not limited solely to 
reducing identified risks, but also include consideration of new 
opportunities. 

5  4  3  2  1  NA 

 

 

6. Once management has selected a response, management 
determines whether an implementation plan is needed. 

5  4  3  2  1  NA 

 

 

7. If an implementation plan is needed, management establishes the 
necessary control activities to ensure the risk response is carried 
out. 

5  4  3  2  1  NA  

8. The agency evaluates risk from an ARM/agency-wide/portfolio 
perspective. 

5  4  3  2  1  NA  

Risk Assessment Component Summary – Conclusions Reached and Actions Needed: 
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Strengths, Weaknesses, Opportunities and Threats (SWOT) Analysis 
Strengths, weaknesses, opportunities and threats (SWOT) analysis is a strategic planning 
technique used to assess an organization and how its individual characteristics may help or 
hinder it in meeting key goals and objectives.   SWOT analysis takes a holistic approach, 
analyzing not only the organization itself, but also its larger environment.  The process moves 
from an assessment (“scan”) of the environment in which the organization operates and any 
opportunities or threats that may be present in that environment to an assessment of the 
organization’s strengths and weaknesses. (See Exhibit 23.) 

Exhibit 23 – SWOT Analysis Framework 

 
 
The internal analysis component of SWOT seeks to assess an organization’s strengths and 
weaknesses.  A strength is any resource or capability that assists an organization in achieving its 
objectives.  A weakness is a negative trait or the absence of a resource or capability that may 
hinder the organization in meeting its goals.  The same trait could be both a strength and a 
weakness when viewed from different perspectives.  For example, an organization with many 
long-tenured employees may view the experience that they have accumulated over many years as 
a strength, but career longevity could also be a weakness if those many years of service now 
make it a possibility that the organization could soon face many vacancies due to retirements. 
 
The external analysis component of SWOT identifies the opportunities and threats present in the 
environment.  Opportunities are potential favorable conditions that could aid the organization in 
meeting its goals.  Threats are potential unfavorable conditions that could prevent the 
organization from achieving its objectives.  The organization does not usually have much 
influence or control over the opportunities or threats that are present, but good outcomes in all 
situations can be maximized by being aware of and prepared for likely external situations. 
 
Proper use of SWOT analysis can aid an organization in optimizing its strengths so that it is 
better able to take advantage of available opportunities.  Likewise, the technique also benefits the 
organization by identifying potential obstacles or weaknesses that should be addressed if the 
organization is to achieve its goals.   
 

Environmental 
Scan 

Internal Analysis External Analysis 

Opportunities Threats Strengths Weaknesses 
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Agency-Level Control Activity Assessment Tools 
 
Control activities occur throughout the organization, at all levels and in all functions. They 
include a range of activities—as diverse as approvals, authorizations, verifications, 
reconciliations, reviews of operating performance, security of assets, and segregation of duties.  
Control activities can be categorized based on the nature of the agency’s objectives to which they 
relate: strategic, operations, reporting, and compliance. They provide reasonable assurance that 
objectives are being achieved in the areas of effectiveness and efficiency of operations, reliability 
of financial reporting, and compliance with applicable laws and regulations. 
 
In selecting control activities, management considers how control activities are related to one 
another. In some instances, a single control activity addresses multiple risk responses. In other 
instances, multiple control activities are needed for one risk response. In still others, management 
might find that existing control activities are sufficient to provide reasonable assurance that new 
risk responses are executed effectively. 
 

Exhibit 24 – Control Activities – Applicable to All Fiscal Processes 

 
This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Appropriate policies and procedures have been developed and 
implemented for each of division’s major processes. 

5  4  3  2  1  NA 

 

 

2. Appropriate and timely actions are taken on exceptions to each 
division’s policies and procedures. 

5  4  3  2  1  NA 

 

 

3. Policies and procedures identify how processes are to be performed 
and monitored and who is responsible for carrying them out. 

5  4  3  2  1  NA 

 

 

4. Control activities described in policy and procedure manuals are 
actually applied the way they are intended to be applied and clearly 
relate to designated risks. 

5  4  3  2  1  NA 

 

 

5. Management clearly assigns responsibilities for training and 
monitoring of internal controls. 

5  4  3  2  1  NA 

 

 

6. Controls are in place to provide reasonable assurance that 
management decisions are properly carried out. 

5  4  3  2  1  NA 

 

 

7. Supervisory personnel with appropriate responsibilities, 
organizational experience, and knowledge of the organization’s 
affairs periodically review and document the functioning and overall 
effectiveness of controls. 

5  4  3  2  1  NA 
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This Control Implemented and Operating Effectively Agree/Disagree Comments 

8. Appropriate criteria are established to evaluate controls. 5  4  3  2  1  NA 

 

 

9. Responsibilities in each division have been assigned in a manner 
that precludes any individual from processing data transactions in 
their entirety or from maintaining records for transactions in which 
the individual participated. 

5  4  3  2  1  NA 

 

 

10. Effective procedures have been established for the routine 
verification of the accuracy of data when it is entered, processed, 
generated, distributed, or transferred. 

5  4  3  2  1  NA 

 

 

11. Individuals from a division/ function have appropriately segregated 
responsibility for control over assets and data and the processing of 
transactions. 

5  4  3  2  1  NA 

 

 

12. Effective contingency plans have been developed and documented 
for each division to deal with service interruptions if they occur. 

5  4  3  2  1  NA 

 

 

13. Periodic tests of contingency and disaster recovery plans take place 
to make sure they are current, operational, and effective. 

5  4  3  2  1  NA 

 

 

14. Appropriate controls are built-in as new information systems are 
designed and integrated into the agency. 

5  4  3  2  1  NA 

 

 

Conclusions Reached and Actions Needed:  [enter here] 

 

Exhibit 25 – Control Activities – Applicable to Accounting Administration 

 
This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency has adequately detailed accounting policies and 
procedures. 

5  4  3  2  1  NA 

 

 

2. Accounting policies and procedures manuals are updated timely. 5  4  3  2  1  NA 

 

 

3. Manuals are distributed or made available to appropriate personnel. 5  4  3  2  1  NA 
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This Control Implemented and Operating Effectively Agree/Disagree Comments 

4. The principal accounting officer of the agency has adequate 
authority over accounting employees and principal accounting 
records at all locations. 

5  4  3  2  1  NA 

 

 

Accounting Administration – Conclusions Reached and Actions Needed:  [enter here] 

 

Exhibit 26 – Control Activities – Applicable to Any General Ledger 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Access to the general ledger and related records is restricted to 
those who are assigned general ledger responsibilities. 

5  4  3  2  1  NA 

 

 

2. The responsibilities for maintaining the general ledger and custody 
of assets are segregated. 

5  4  3  2  1  NA 

 

 

General Ledger – Conclusions Reached and Actions Needed:  [enter here] 

 

Exhibit 27 – Control Activities – Information System General Controls – System 
Risk Assessment 

 
This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Risk assessments are performed and documented regularly and 
whenever systems, facilities, or other conditions change. 

5  4  3  2  1  NA 

 

 

2. Risk assessments consider data sensitivity and integrity. 5  4  3  2  1  NA 

 

 

3. Final risk determinations and managerial approvals are 
documented and kept on file. 

5  4  3  2  1  NA 
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Exhibit 28 – Control Activities – Information System General Controls –        
Agency-wide Security Management Program 

 
This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency has developed a plan that clearly describes the 
agency-wide security program and policies and procedures that 
support it. 

5  4  3  2  1  NA 

 

 

2. Senior management has established a structure to implement and 
manage the security program throughout the agency, and security 
responsibilities are clearly defined. 

5  4  3  2  1  NA 

 

 

3. The agency has implemented effective security-related personnel 
policies. 

5  4  3  2  1  NA 

 

 

4. Management monitors the security program’s effectiveness and 
periodically assesses the appropriateness of security policies and 
compliance with them. 

5  4  3  2  1  NA 

 

 

5. If weaknesses in the security program are identified, corrective 
actions are promptly and effectively implemented and tested, and 
they are continually monitored. 

5  4  3  2  1  NA 

 

 

6. Agency information technology policies and procedures are in 
accordance with VITA policies, standards and guidelines 
pertaining to internal control over information technology 
investments and infrastructure. 

5  4  3  2  1  NA  

 

Exhibit 29 – Control Activities – Information System General Controls – Access 
Control       

 
This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency classifies information resources according to their 
criticality and sensitivity.  Consider the following:  

• Resource classifications and related criteria have been 
established and communicated to resource owners. 

• Resource owners have classified their information 
resources based on the approved criteria and with regard 
to risk determinations and assessments and have 
documented those classifications. 

5  4  3  2  1  NA 
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This Control Implemented and Operating Effectively Agree/Disagree Comments 

2. Resource owners have identified authorized users, and their 
access to the information has been formally authorized. 

5  4  3  2  1  NA 

 

 

3. The agency has established physical and logical controls to 
prevent or detect unauthorized access. 

5  4  3  2  1  NA 

 

 

4. The agency monitors information systems access, investigates 
apparent violations, and takes appropriate remedial and 
disciplinary action. 

5  4  3  2  1  NA 

 

 

 

Exhibit 30 – Control Activities – Information System General Controls – 
Application Software Development & Change Control 

 
This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Information system processing features and program 
modifications are properly authorized. 

5  4  3  2  1  NA 

 

 

2. All new or revised software is thoroughly tested and approved. 5  4  3  2  1  NA 

 

 

3. The agency has established procedures to ensure control of its 
software libraries, including labeling, access restrictions, and use 
of inventories and separate libraries. 

5  4  3  2  1  NA 

 

 

 

Exhibit 31 – Control Activities – Information System General Controls – System 
Software Control 

 
This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency limits access to system software based on job 
responsibilities, and access authorization is documented. 

5  4  3  2  1  NA 

 

 

2. Access to and uses of system software are controlled and 
monitored. 

5  4  3  2  1  NA 

 

 

3. The agency controls changes made to the system software. 5  4  3  2  1  NA 
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Exhibit 32 – Control Activities – Information System General Controls – 
Segregation of Duties 

 
This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Incompatible duties have been identified and policies implemented 
to segregate those duties. 

5  4  3  2  1  NA 

 

 

2. Access controls have been established to enforce segregation of 
duties. 

5  4  3  2  1  NA 

 

 

3. The agency exercises control over personnel activities through the 
use of formal operating procedures, supervision, and review. 

5  4  3  2  1  NA 

 

 

 

Exhibit 33 – Control Activities – Information System General Controls – Service 
Continuity 

 
This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The criticality and sensitivity of computerized operations have 
been assessed and prioritized, and supporting resources have 
been identified. 

5  4  3  2  1  NA 

 

 

2. The agency has taken steps to prevent and minimize potential 
damage and interruption through the use of data and program 
backup procedures including off-site storage of backup data as 
well as environmental controls, staff training, and hardware 
maintenance and management. 

5  4  3  2  1  NA 

 

 

3. Management has developed and documented a comprehensive 
contingency plan. 

5  4  3  2  1  NA 

 

 

4. The agency periodically tests the contingency plan and adjusts it 
as appropriate. 

5  4  3  2  1  NA 

 

 

Information Systems General Controls – Conclusions Reached and Actions Needed:  [enter here] 
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Information and Communication Assessment Tools 
 
Information is needed at all levels of an organization to identify, assess, and respond to risks, 
and to otherwise run the agency and achieve its objectives. Operating information from both 
internal and external sources and both financial and non-financial, is essential for developing 
financial, compliance, and other reports. 

Exhibit 34 – Information Questionnaire 
   

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Adequate information gathering mechanisms are in place to provide 
information to appropriate personnel so that they can carry out their 
operating, reporting, and compliance responsibilities.   

5  4  3  2  1  NA 

 

 

2. Reports generated or used by each division are adequate and 
contain sufficient and meaningful information. 

5  4  3  2  1  NA 

 

 

3. Mechanisms exist for identifying emerging information needs. 5  4  3  2  1  NA 

 

 

4. An information technology plan has been developed for each 
division that is linked to achieving the division’s objectives. 

5  4  3  2  1  NA 

 

 

5. Information technology plans are modified as needed to support 
new objectives. 

5  4  3  2  1  NA 

 

 

Conclusions Reached and Actions Needed: 

 

 

 
Communication not only provides information to appropriate personnel to carry out their 
responsibilities but communication also takes place when dealing with expectations, 
responsibilities of individuals and groups, and other important matters. 
 
Management provides specific and directed communication that addresses behavioral 
expectations and the responsibilities of personnel.  This includes a clear statement of the 
agency’s risk management philosophy and approach and a clear delegation of authority.  
Communication about processes and procedures should align with, and underpin, the desired 
culture.  Communication should effectively convey the importance and relevance of internal 
control and the roles and responsibilities of personnel in affecting and supporting the 
components of internal control. Personnel must know what is deemed acceptable and 
unacceptable behavior. 
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Front-line employees who deal with critical operating issues every day are often in the best 
position to recognize problems as they arise, and communications channels should ensure 
personnel can communicate risk-based information across divisions and processes as well as to 
their managers.  Communication breakdowns can occur when individuals or units are 
discouraged from providing information important to others or do not have a vehicle to provide 
it.  Personnel must believe their managers truly want to know about problems and will deal with 
them effectively.  A relevant and comprehensive code of conduct, coupled with employee 
training sessions, and ongoing corporate communications and feedback mechanisms, along with 
the right example set by the actions of senior management, can reinforce these important 
messages. 

Exhibit 35 – Communication Questionnaire 
   

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Management clearly and effectively communicates employees’ 
internal control and risk assessment duties and responsibilities and 
these roles and responsibilities are uniformly understood. 

5  4  3  2  1  NA 

 

 

2. Communication channels exist for employees to effectively 
communicate up, down and across within an agency. 

5  4  3  2  1  NA 

 

 

3. Computer information/analytical reports are provided to the right 
people, with the right level of detail, at the right time. 

5  4  3  2  1  NA 

 

 

4. Mechanisms are in place to identify emerging technology needs, 
establish priorities, and provide feedback on system performance. 

5  4  3  2  1  NA 

 

 

5. A clear communication channel is available to report suspected 
improprieties. 

5  4  3  2  1  NA 

 

 

6. Persons who report suspected improprieties are provided feedback 
and are immune from reprisals. 

5  4  3  2  1  NA 

 

 

7. Realistic mechanisms are in place for employees to provide 
recommendations for improvement. 

5  4  3  2  1  NA 

 

 

8. Good employee suggestions are acknowledged by providing 
incentives or other meaningful recognition. 

5  4  3  2  1  NA 

 

 

9. Changes with respect to agency-wide objectives and strategies are 
communicated timely and effectively to all affected personnel. 

5  4  3  2  1  NA 
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This Control Implemented and Operating Effectively Agree/Disagree Comments 

10. Outside parties understand the agency’s ethical and behavioral 
standards and expectations regarding dealings with the agency. 

5  4  3  2  1  NA 

 

 

11. Management is receptive to comments by internal and external 
auditors regarding control deficiencies or suggestions for process 
improvement. Appropriate actions are taken and documented. 

5  4  3  2  1  NA 

 

 

Conclusions Reached and Actions Needed: 

 

 

 

-  57  - 



 

 

Agency Risk Management and Internal Control Standards 
Office of the Comptroller 

November 15, 2006, revised September 2015 

 
 
Monitoring Assessment Tools 
 
Monitoring of the effectiveness of an agency’s internal control can be done in two ways: through 
ongoing activities or separate evaluations. Ongoing monitoring is built into the normal, recurring 
operating activities of an agency, is performed on a real-time basis, reacts dynamically to 
changing conditions, and is ingrained in the agency. Ongoing monitoring often stems from 
regular management activities, which might involve analysis, comparison of information from 
disparate sources, and dealing with unexpected occurrences. 

Exhibit 36 – Monitoring Questionnaire 
   

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Management has established performance measures for processes 
in a division and receives periodic reports of results against those 
measures. 

5  4  3  2  1  NA 

 

 

2. Personnel responsible for reports in a division are required to “sign 
off” on their accuracy and integrity and are held accountable if errors 
are discovered. 

5  4  3  2  1  NA 

 

 

3. In the event of known control breakdowns or deficiencies, controls 
that should have prevented or detected problems are reassessed 
and modified as appropriate. 

5  4  3  2  1  NA 

 

 

4. Controls most critical to mitigating high priority risks in your function 
are evaluated with appropriate frequency. 

5  4  3  2  1  NA 

 

 

5. Evaluations of the entire internal control system are performed when 
there are major strategy changes, major acquisitions or dispositions, 
or operations and methods of processing financial information are 
changed. 

5  4  3  2  1  NA 

 

 

6. An appropriate level of documentation is developed by your function 
to facilitate the understanding of how your internal control system 
works. 

5  4  3  2  1  NA 

 

 

7. Employees are provided with sufficient control and compliance 
training sessions and feedback opportunities. 

5  4  3  2  1  NA 

 

 

8. Control deficiencies are identified by on-going monitoring activities 
of the agency, including managerial activities and everyday 
supervision of employees. 

5  4  3  2  1  NA 

 

 

9. Control deficiencies are identified during separate evaluations of the 
agency’s internal control system. 

5  4  3  2  1  NA 
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This Control Implemented and Operating Effectively Agree/Disagree Comments 

10. Internal control deficiencies are reported to the person directly 
responsible for the activity and to a person at least one level higher. 

5  4  3  2  1  NA 

 

 

11. Specifications have been established for deficiencies that should be 
reported to more senior management and to the board. 

5  4  3  2  1  NA 

 

 

12. Senior management ensures that the necessary follow-up actions 
are taken in response to reported control deficiencies. 

5  4  3  2  1  NA 

 

 

13. Current audit/compliance reporting procedures are timely and 
effective. 

5  4  3  2  1  NA 

 

 

Conclusions Reached and Actions Needed: 
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Process or Transaction-Level Control Activity Assessment 
 
Once the assessment of agency-level control activities has been performed and documented, 
agency management must evaluate the control activities related to the individual fiscal processes 
that generate transactions in CARS or in agency-based systems that transfer information to 
CARS.  The first step in assessing the control activities involves identifying all significant 
agency fiscal processes.  As shown in Exhibit 37 below, the recommended method of identifying 
fiscal processes begins with their “end product”, the Commonwealth’s Comprehensive Annual 
Financial Report (CAFR), and works backwards.   

Exhibit 37 – CAFR Links to Agency Internal Control 

 

 
  

To systematically assess internal control, reverse the process that reports agency transactions in 
the Commonwealth’s CAFR: 
 
 Step 1. List every CARS general ledger account into which the agency posts transactions.  

(See Exhibit 38, Sample List of CARS GLAs Posted) 
 
 Step 2. List every deliverable required for compliance with financial statement directives.  

(See Exhibit 39, Sample List of Financial Statement Deliverables) 
 
 Step 3. Identify all of the fiscal processes that affect or should affect CARS GLA 

postings or financial statement directive submissions.   
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 Step 4. Perform a risk assessment of each fiscal process identified in Step 3.  Use the 

questionnaires in Appendix A-1 to gain input on the processes. 
 
 Step 5. Identify the control activities and control objectives for each fiscal process. 
 
 Step 6. Test the effectiveness of control activities and document the results. 
 
A detailed description of the process-level control activity assessment methodology is provided 
in the following sections.   

Process Control Assessment Step 1 – List the CARS GLAs Posted 
 
This information appears in CARS Report ACTR0402.  It also is available from FINDS 
downloads and other reports drawn from the CARS Fund Ledger File. 

Exhibit 38 – Step 1 – Sample List of CARS GLAs Posted 
 

GLA No. General Ledger Account 

101 Cash with the Treasurer of Virginia 

102 Allotments 

103 Petty Cash Advances 

122 Parking Fee Suspense Account 

370 Equipment 

371 
Accumulated Depreciation – 
Equipment 

703 Reserve for Allotments 

798 Investment in General Fixed Assets 

800 Fund Balance 

801 Surplus Appropriated 

892 Central / Outside Budget – Original 

893 Central / Outside Budget – Adjusted 

899 Contra Statistical Records 

900 Appropriations 

901 Expenditures 

902 Expenditure Refunds 

960 Estimated Revenue 

961 Revenue 

996 Cash Transfer In – General Fund 
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Process Control Assessment Step 2 – List Deliverables Required by Financial 
Statement Directive 

 
Each agency prepares and submits a list (similar to Exhibit 39, below) to DOA as part of 
complying with financial statement directive requirements.  Exhibit 39 is only an example.  The 
answers to Financial Reporting Directive Attachment One will depend upon whether an agency 
needs to complete the listed attachments. 

Exhibit 39 – Step 2 – Sample List of Financial Statement Deliverables 

Document or File 
Submission 
Required? 

Comprehensive Annual Financial Report (CAFR) No 

Fund Descriptions Yes 

Revenue Classification Table Yes 

Attachment 1 – Checklist to Determine Information Required by Comptroller's Directive Yes 

Attachment 2 – Contact Survey Yes 

Attachment 3 – GASBS No. 14 Checklist – Modified to Reflect GASBS No. 39 No 

Attachment 4 – Energy Efficiency Performance Contracts Yes 

Attachment 5 – Leave Liability Statement – CIPPS and Non-CIPPS Users No 

Attachment 6 – Schedule of Outstanding Installment Purchase Obligations No 

Attachment 7 – Schedule of Inventory on Hand at June 30 No 

Attachment 8 – Governmental Fund Financial Statement Template No 

Attachment 9 – Enterprise Fund Financial Statement Template No 

Attachment 10 – Internal Service Fund Financial Statement Template No 

Attachment 11 – Private-Purpose Trust Fund Financial Statement Template No 

Attachment 12 – Agency Fund Financial Statement Template No 

Attachment 13 – Fixed Asset Accounting and Control System (FAACS) Analysis Yes 

Attachment 13A – GASBS No. 42 – Impairment of Capital Assets and Insurance Recoveries Yes 

Attachment 14 – Federal Schedules – Word Attachment Yes 

Attachment 14 – Federal Schedules – Federal Schedules No 

Attachment 14 – Federal Schedules – Reconciliation No 

Attachment 14 – Federal Schedules – Footnotes No 

Attachment 15 – GASBS No. 33 – Expenditure and Revenue Analysis Yes 

Attachment 16 – GASBS No. 38 – Short-term Debt No 

Attachment 17 – Internal Service Funds – Conversion to Government-wide Statement of Activities No 

Attachment 18 – Receivables as of June 30 No 

Attachment 19 – Schedule of Retainage Payable No 

Attachment 20 – Schedule of Cash, Cash Equivalents, and Investments at June 30 Yes 

Attachment 21 – Donor-Restricted Endowments No 

Attachment 22 – GASBS No. 33 Federal Fund Analysis – Advance Funded / Block Grants No 

Attachment 23 – Government-Wide Payables and Other Accruals at June 30 Yes 

Attachment 24 – Direct Billed Central Services No 

Attachment 25 – Management Discussion and Analysis No 

Attachment 26 – Internal Control Statement Yes 

Attachment 27 – Adjustments Yes 

Attachment 28 – Report of Financial Condition – Submit to APA only No 

Attachment 29 – Supplementary – Revision Control Log No 
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Process Control Assessment Step 3 – Identify and Document Significant Fiscal 
Processes  

Once the CARS GLAs that the agency posts to have been listed, the fiscal processes that affect 
those postings need to be identified.  Fiscal officers may do this by querying their CARS data 
through the use of FINDS or an agency-based accounting system.  A review of the transaction 
codes, batch types, and batch agencies embedded in CARS transactions should reveal the agency 
fiscal processes that generated the CARS entries.  For agencies that do not have access to FINDS 
or another query system, DOA will query CARS history to produce a list of the GLAs posted to 
by the agency with related data (transaction agency, batch agency, batch type, and transaction 
code) that form an audit trail back from CARS to the agency fiscal processes that created the 
CARS transactions (see Exhibit 41).  DOA will distribute this list in electronic format on an as-
needed basis. 
 
Similarly, fiscal officers should review their financial statement directive deliverables to identify 
each fiscal process that is associated with the creation of the deliverable data.  Exhibit 40 shows 
an example of how data from CARS transactions and financial statement deliverables has been 
associated with agency fiscal processes.  

Exhibit 40 – Step 3 – Identification of Fiscal Processes 
DATA FROM DOA  INFORMATION FROM FISCAL OFFICER 

GLA 
Batch 
Type 

Trans 
Code 

Batch 
Agency  Agency Fiscal Process 

101 3 324 151  Accounts Payable Processing (Richmond and 
Northern Virginia offices process accounts payable for 
all locations) 

Directive – Attachment 7 – 
Schedule of Inventory on Hand 
at June 30  

 Physical Count of Inventory 

 
Agency fiscal personnel should keep in mind that more than one fiscal process could be 
associated with a particular GLA/Trans Code combination or financial statement directive 
deliverable.  For example, the GLA 101/Trans Code 324 combination might identify accounts 
payable fiscal processes at two different agency locations.  If the accounts payable process 
differs at each location, the procedures used at each location must be separately documented and 
assessed.  Likewise, if differing procedures exist for a particular code combination based on 
fund, program, project or other coding detail, all associated fiscal processes must be identified 
and documented.   
 
Documentation of a process could include a step-by-step description of the process including 
examples of the process documents, the policies and procedures governing the process, or a 
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process flow diagram.  Process flow diagrams provide a standardized methodology for 
graphically illustrating the steps of a process. 
 

Exhibit 41 – Data Linking CARS GLAs to Agency Fiscal Processes 

GLA 
 Batch 
Type 

Trans 
Code 

Batch 
Agency  GLA 

 Batch 
Type 

Trans 
Code 

Batch 
Agency  GLA 

 Batch 
Type 

Trans 
Code 

Batch 
Agency  GLA 

 Batch 
Type 

Trans 
Code 

Batch 
Agency 

101 2 332 151  101 5 200 997  800 5 714 997  901 4 180 158 

101 2 468 151  101 5 380 997  801 5 008 997  901 4 180 161 

101 3 149 151  101 5 710 997  801 5 022 997  901 4 180 182 

101 3 324 151  101 5 711 997  801 5 200 997  901 4 180 194 

101 3 334 151  101 6 180 151  801 8 020 122  901 4 180 199 

101 3 342 997  101 6 193 151  801 8 024 122  901 4 180 201 

101 3 935 151  101 6 230 151  801 8 028 122  901 4 180 212 

101 4 136 143  101 6 340 151  801 8 034 122  901 4 180 245 

101 4 180 111  101 6 380 151  801 8 038 122  901 4 180 261 

101 4 180 136  101 7 001 151  892 O 879 122  901 4 180 409 

101 4 180 152  101 7 002 151  892 O 880 122  901 4 180 501 

101 4 180 154  101 7 003 151  893 O 881 122  901 4 180 601 

101 4 180 156  101 7 003 997  899 O 879 122  901 4 180 701 

101 4 180 158  101 8 038 122  899 O 880 122  901 4 180 750 

101 4 180 161  101 9 228 997  899 O 881 122  901 4 180 765 

101 4 180 182  101 9 246 997  900 5 022 997  901 4 180 777 

101 4 180 194  101 9 252 997  900 8 020 122  901 4 180 999 

101 4 180 199  101 P 334 151  900 8 024 122  901 4 380 151 

101 4 180 201  101 X 334 151  900 8 028 122  901 4 380 194 

101 4 180 212  102 8 051 122  900 8 034 122  901 5 180 997 

101 4 180 245  103 7 002 151  900 8 038 122  901 5 380 997 

101 4 180 261  122 6 230 151  901 P 334 151  901 6 180 151 

101 4 180 409  122 9 228 997  901 X 334 151  901 6 380 151 

101 4 180 501  370 5 713 997  901 2 332 151  901 9 246 997 

101 4 180 601  370 F 619 997  901 2 468 151  901 9 252 997 

101 4 180 701  371 F 625 997  901 3 149 151  902 4 193 239 

101 4 180 750  371 5 714 997  901 3 324 151  902 6 193 151 

101 4 180 765  371 F 640 997  901 3 334 151  902 7 003 151 

101 4 180 777  703 8 051 122  901 3 342 997  902 7 003 997 

101 4 180 999  798 F 619 997  901 3 935 151  960 5 008 997 

101 4 193 239  798 F 625 997  901 4 180 111  961 4 136 143 

101 4 380 151  798 F 640 997  901 4 180 136  961 5 136 997 

101 4 380 194  800 5 710 997  901 4 180 152  961 6 340 151 

101 5 136 997  800 5 711 997  901 4 180 154  961 7 001 151 

101 5 180 997  800 5 713 997  901 4 180 156  996 8 038 122 

 
Note – This exhibit is an example of a global chart of accounts for an agency.  DOA will produce this 
information at the agency’s request.  The chart is intended to be useful to the agency in determining 
the fiscal processes used to generate and record financial activity in CARS.  
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 Process Control Assessment Step 4 – Perform a Risk Assessment of Each Fiscal 
Process 

 
Performing a risk assessment for each fiscal process involves identifying potential events or 
conditions that could have an impact on the functioning or outcome of the process.  SWOT 
analysis should be employed again here at the process-level to classify events or conditions as 
either strengths, weaknesses, opportunities or threats.  Once relevant events or conditions have 
been identified and classified, the next step is to assess the likelihood that the event(s) will occur 
and the impact that the occurrence would have on the agency.  Agencies should then detail how 
they will respond to the risks associated with the fiscal process.  Possible responses are to avoid, 
reduce, share or accept the risk.  Details of how the particular risk response will be implemented 
should be provided.  If acceptance of the risk is chosen as a risk response, an explanation should 
be provided to show that either the likelihood of the occurrence of the risk is sufficiently low or 
that the impact of it is of such a magnitude that it would pose little threat to the achievement of 
agency objectives.  Please keep in mind that risks which jeopardize the agency’s ability to 
meet obligations for financial management, financial reporting or compliance with laws 
and regulations cannot be accepted.  Plans to eliminate such risks must be detailed and 
implemented as soon as possible. 
 
Detailed questionnaires that can be used to identify common areas of risk and recommended 
controls by fiscal process are provided in Appendix A-1.  The questionnaires are organized 
around the Commonwealth Accounting Policies and Procedures Manual (CAPP Manual) and 
highlight the required or recommended procedures for all types of fiscal processes.  An example 
illustrating the completion of a risk assessment for a cash receipts fiscal process is shown in 
Appendix A-2.  The example contains a sample completed questionnaire for the cash receipts 
accounting CAPP Topic 20205, Deposits.  
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Process Control Assessment Step 5 – Identify Control Activities and Control 
Objectives for Each Fiscal Process 

 
Control activities are policies and procedures that are established and implemented to provide 
reasonable assurance that the risk responses identified in Step 4 are effectively carried out.  A 
control activity may be classified in one of the following eight broad categories as defined in the 
“Types of Control Activities” section of the Standards on pages 22-23:  
 

• Authorization 
• Review and approval 
• Verification 
• Reconciliation 
• Physical security over assets 
• Segregation of duties 
• Education, training and coaching 
• Performance planning and evaluation 

 
A fiscal process may have several associated control activities in multiple categories.  In 
performing the assessment document all control activities that apply.   
 
In addition to classifying the control activities, the assessment should also identify the 
operational and/or compliance objectives that the control activities are designed to achieve.  
Examples of the control activities and objectives associated with a cash receipts fiscal process 
are shown in Appendix A-2. 
 

Process Control Assessment Step 6 – Test the Effectiveness of Control Activities 
and Document the Results 

 
Once the control activities have been identified for each fiscal process, agency fiscal personnel 
should proceed to test them to ascertain if the activities are operating effectively and as intended.  
Professional judgment should be used to ascertain how best to test controls.  Possible testing 
methods include: 
 

1. Inquiry and observation of personnel performing the controls 
2. Inspection of relevant documentation 
3. Walkthroughs of the fiscal process by the examiner 
4. Re-performance of the control by the examiner 

 
The testing methods used and the results of the tests of controls should be documented.  If a 
control is found to be working in a less than an optimal manner, reasons for the deficiency 

-  66  - 



Agency Risk Management and Internal Control Standards 
Office of the Comptroller 
November 15, 2006, revised September 2015 

 

 
 
should be investigated.  If the deficiency is deemed to be an internal control weakness, a 
corrective action plan must also be developed and documented.   
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Corrective Action Plans 
 
Significant weaknesses in internal control that are identified through either the agency-level or 
process-level assessments must be documented and a corrective action plan developed.  A 
corrective action plan must include at a minimum the following elements: 

 
• Summary description of the deficiency in internal control. 
• When the deficiency was identified. 
• A target date for the completion of corrective action.  The date of completion should be 

within the next fiscal year following the date of the assessment. 
• Agency personnel responsible for monitoring progress.   
• Indicators or statistics used to gauge resolution progress. 
• A quantifiable target or qualitative characteristic that will indicate that the deficiency in 

internal control has been corrected. 
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Appendix A-1 – Process or Transaction-Level Control 
Questionnaires  

 
The following exhibits contain questionnaires to aid in obtaining input on fiscal process or 
transaction-level controls.  These questionnaires link back to the Commonwealth Accounting 
Policies and Procedures Manual (CAPP Manual), the main source of fiscal policy for the 
Commonwealth.  Agency fiscal personnel should review the topics addressed to ensure that 
adequate controls are in place to meet agency objectives in the areas of effectiveness and 
efficiency of operations, reliability of financial reporting, compliance with applicable laws and 
regulations, and safeguarding of assets.  These questionnaires are not designed to be inclusive of 
all possible fiscal processes and financial management situations and agency fiscal personnel are 
expected to use their professional judgment in modifying the material accordingly.  
 

Exhibit 42 – CAPP 20105 – Appropriations – Appropriations, Allotments, and 
Transfers 

    
This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency does not expend funds against any appropriation until 
they have received an allotment of funds. 

2. The agency monitors expenditures to ensure that appropriation, 
allotment and cash balances are not exceeded. 

3. The agency does not expend appropriated or allotted funds for 
purposes that are not authorized by the Appropriation Act. 

5  4  3  2  1  NA 

 

5  4  3  2  1  NA 

 

5  4  3  2  1  NA 

 

 

Exhibit 43 – CAPP 20110 – Appropriations – Operating Expenditure Plan 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency has implemented procedures to ensure that the total of 
the agency’s expenditure operating plans equals the total of the 
DPB operating plan. 

5  4  3  2  1  NA 

 

 

Appropriations – Conclusions Reached and Actions Needed:  [enter here] 
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Exhibit 44 – CAPP 20205 – Cash Receipts – Deposits 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency has developed internal processing systems capable of 
separating payments received from the related accounting 
documents at the earliest possible processing point. 

5  4  3  2  1  NA 

 

 

2. The agency analyzes the full range of cash management techniques 
and banking services available to determine what benefit can be 
derived from their use. 

5  4  3  2  1  NA 

 

 

3. Deposit policies and procedures are in accordance with federal and 
state requirements, clearly stated, and systematically communicated 
through manuals, handbooks, or other media. 

5  4  3  2  1  NA 

 

 

4. All deposits are properly and accurately recorded and accounted for 
in CARS in a timely manner. 

5  4  3  2  1  NA 

 

 

5. Check endorsements meet Federal Reserve requirements and 
include the phrase “For Deposit Only.” 

5  4  3  2  1  NA 

 

 

6. Responsibilities for collection and deposit preparation functions are 
segregated from those for recording cash receipts and general 
ledger entries. 

5  4  3  2  1  NA 

 

 

7. Responsibilities for cash receipts functions are segregated from 
those for cash disbursements. 

5  4  3  2  1  NA 

 

 

8. “Non sufficient funds” checks are delivered to someone independent 
of processing and recording of cash receipts. 

5  4  3  2  1  NA 

 

 

9. Procedures exist for follow-up of “non sufficient funds” checks. 5  4  3  2  1  NA 

 

 

10. Receipts are controlled by cash register, prenumbered receipts, or 
other equivalent means if payments are made in person. 

5  4  3  2  1  NA 

 

 

11. Receipts are accounted for and balanced to collections on a daily 
basis. 

5  4  3  2  1  NA 

 

 

12. Facilities exist for protecting undeposited cash receipts. 5  4  3  2  1  NA 

 

 

Cash Receipts Accounting – Conclusions Reached and Actions Needed:  [enter here] 
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Exhibit 45 – CAPP 20305 – Cash Disbursements – Receiving Reports 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency documents unacceptable materials and incomplete 
services on the receiving report and takes the appropriate corrective 
action with the vendor. 

5  4  3  2  1  NA 

NA 

 

2. The agency ensures that the requisition and purchase order and 
vendor invoice are compared to the receiving report prior to 
approval and payment processing. 

5  4  3  2  1  NA 

 

 

3. A designated individual who is not also authorized to make 
payments pursuant to the purchase order or contract authorizes 
receiving reports. 

5  4  3  2  1  NA 

 

 

 

Exhibit 46 – CAPP 20310 – Cash Disbursements – Expenditures 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Responsibilities for initiating a purchase are separate from 
responsibility for approving a payment. 

5  4  3  2  1  NA 

 

 

2. Responsibilities for the invoice processing and accounts payable 
functions are adequately segregated from those for the general 
ledger functions. 

5  4  3  2  1  NA 

 

 

3. The agency calculates and assigns the “required” payment due date 
in accordance with the Prompt Payment Requirements. 

5  4  3  2  1  NA 

 

 

4. If the agency is decentralized, the payment processing documents 
are retained on file at the agency for the required retention period as 
specified in regulations promulgated by the Library of Virginia.   

5  4  3  2  1  NA 

 

 

5. The agency has procedures to ensure the proper use of funds for all 
State expenditures. 

5  4  3  2  1  NA 
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Exhibit 47 – CAPP 20315 – Cash Disbursements – Prompt Payment 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency reviews the CARS ACTR1305, Payments Made After 
the Due Date Report, and the ACTR1306, Due Date Monitoring 
Report, for compliance with the Prompt Payment Requirements. 

5  4  3  2  1  NA 

 

 

2. The agency documents unacceptable materials and incomplete 
services on the receiving report and takes the appropriate corrective 
action with the vendor. 

5  4  3  2  1  NA 

 

 

3. The agency ensures that the requisition and purchase order and 
vendor invoice are compared to the receiving report prior to 
approval and payment processing. 

5  4  3  2  1  NA 

 

 

4. The agency calculates and assigns the “required” payment due date 
in accordance with the Prompt Payment Requirements. 

5  4  3  2  1  NA 

 

 

 

Exhibit 48 – CAPP 20325 – Cash Disbursements – Revenue Refunds 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. An authorized individual on the agency’s signatory form approves 
revenue refunds to ensure refunds are made in accordance with 
State regulations. 

5  4  3  2  1  NA 

 

 

 

Exhibit 49 – CAPP 20330 – Cash Disbursements – Petty Cash 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. There are at least two people (a cashier and an authorizing official) 
handling petty cash. 

5  4  3  2  1  NA 

 

 

2. The bank statement is delivered unopened, directly to the person 
performing the reconciliation. 

5  4  3  2  1  NA 

 

 

3. Someone other than the cashier or authorizing official reconciles the 
monthly petty cash bank statement. 

5  4  3  2  1  NA 

 

 

4. The agency has a petty cash checking account where funds exceed 
$200. 

5  4  3  2  1  NA 
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This Control Implemented and Operating Effectively Agree/Disagree Comments 

5. Interest earned on the petty cash checking account is deposited at 
least quarterly with the Treasurer of Virginia. 

5  4  3  2  1  NA 

 

 

6. The petty cash account is in the name of the agency. 5  4  3  2  1  NA 

 

 

7. All checks are serially prenumbered and imprinted with “Petty Cash 
Fund” and the name of the agency. 

5  4  3  2  1  NA 

 

 

8. Checks are only signed upon presentation of satisfactory 
documentary evidence that the disbursement is proper.  

5  4  3  2  1  NA 

 

 

9. The check register lists every check issued and provides date 
issued, check number, name of payee, amount disbursed, and the 
account to be charged. 

5  4  3  2  1  NA 

 

 

10. When the monthly bank statement is received, the register is 
updated to reflect the checks that have been paid by the bank. 

5  4  3  2  1  NA 

 

 

11. Cancelled checks or carbon copies of the checks and bank 
statements are maintained for audit by internal auditors and APA. 

5  4  3  2  1  NA 

 

 

12. Spoiled checks are marked “VOID” and the signature line obliterated 
or mutilated. 

5  4  3  2  1  NA 

 

 

13. Voided checks are filed in numerical sequence with cancelled 
checks. 

5  4  3  2  1  NA 

 

 

14. The check register shows every bad check and provides the check 
date, name of maker, amount, and status of collection. 

5  4  3  2  1  NA 

 

 

15. A record is made of every advance payment in a listing or the check 
register and the record provides the type of advance, the date 
issued, name of payee, amount disbursed, and date advance was 
repaid. 

5  4  3  2  1  NA 

 

 

16. The different types of advances (temporary travel, permanent travel, 
salary, etc.) are recorded on separate pages of the register. 

5  4  3  2  1  NA 

 

 

17. Receipts for all disbursements accompany the request for 
reimbursement. 

5  4  3  2  1  NA 
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Exhibit 50 – CAPP 20340 – Cash Disbursements – Capital Outlay 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Actual expenditures are compared to planned amounts by project. 
5  4  3  2  1  NA 

 
 

2. Capital outlay plans are updated to reflect approved change orders 
affecting the original budget. 

5  4  3  2  1  NA 

 
 

3. Plans are set up at only one level (project, task, or phase) for the 
same project. 

5  4  3  2  1  NA 

 
 

4. The total of the budgeted items at all levels does not exceed the 
amount fixed for the project plus any change order adjustments. 

5  4  3  2  1  NA 

 
 

 

Exhibit 51 – CAPP 20345 – Cash Disbursements – Moving and Relocation 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Agency moving and relocation rules, policies, and procedures are 
not in conflict with the CAPP Manual regulations. 

5  4  3  2  1  NA 

 

 

2. Agency rules, policies, and procedures are submitted to the State 
Comptroller for review before becoming effective. 

5  4  3  2  1  NA 

 

 

 

Exhibit 52 – CAPP 20350 – Cash Disbursements – Non-State Funds 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency has developed procedures governing the processing of 
non-state fund reimbursements. 

5  4  3  2  1  NA 

 

 

2. Goods and services procured are in accordance with the Virginia 
Public Procurement Act. 

5  4  3  2  1  NA 

 

 

-  74  - 



Agency Risk Management and Internal Control Standards 
Office of the Comptroller 
November 15, 2006, revised September 2015 

 

 
 

    
This Control Implemented and Operating Effectively Agree/Disagree Comments 

3. Expenditures submitted for reimbursement are properly charged 
against non-state funds and processed in accordance with statewide 
disbursement guidelines. 

5  4  3  2  1  NA 

 

 

4. Duties are segregated between the individuals processing the 
reimbursement batches and the individuals performing the non-state 
fund payment review and approval processes. 

5  4  3  2  1  NA 

 

 

5. Each reimbursement voucher is properly completed and the 
appropriate authorizing signature obtained. 

5  4  3  2  1  NA 

 

 

6. An acceptable receipt such as the vendor’s sales document 
evidencing the purchase/receiving date and the amount paid 
supports all disbursements in the reimbursement batch. 

5  4  3  2  1  NA 

 

 

7. All payments contained in the reimbursement batch are processed 
in accordance with the statewide policies and laws governing 
disbursements. 

5  4  3  2  1  NA 

 

 

 

Exhibit 53 – CAPP 20355 – Cash Disbursements – Purchase Charge Cards 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency has developed and documented internal control 
procedures for the purchasing charge card activities that comply 
with CAPP Manual Topics 20310, Expenditures; 20315, Prompt 
Payment; 20320, Information Returns Reporting; 20335, State 
Travel Regulations; 20350, Non-State Funds; 20355, Purchasing 
Charge Card; and 30105, Fixed Assets. 

5  4  3  2  1  NA 

 
 

2. The agency has developed and documented internal control 
procedures that are in compliance with Commonwealth procurement 
rules and regulations. 

5  4  3  2  1  NA 

 
 

3. The agency has developed and documented internal control 
procedures that are in compliance with Corporate Purchasing Card 
contract provisions. 

5  4  3  2  1  NA 

 
 

4. All payments to the Purchase Charge Card Vendor are made by the 
corresponding due date. 

5  4  3  2  1  NA 

 
 

-  75  - 



 

 

Agency Risk Management and Internal Control Standards 
Office of the Comptroller 

November 15, 2006, revised September 2015 

 
 

    
This Control Implemented and Operating Effectively Agree/Disagree Comments 

5. Purchase logs and cardholder statements are obtained and 
reconciled with the corresponding purchase charge card vendor 
statement prior to receipt of the next purchase charge card vendor 
statement. 

5  4  3  2  1  NA 

 
 

6. Reconciled statements are reviewed and approved in writing by the 
cardholder’s supervisor. 

5  4  3  2  1  NA 

 
 

7. Unacceptable materials and incomplete services are documented 
and the purchaser takes the appropriate corrective action with the 
vendor. 

5  4  3  2  1  NA 

 
 

8. Original payment processing documents are maintained in an 
agency file for audit purposes. 

5  4  3  2  1  NA 

 
 

Cash Disbursements Accounting – Conclusions Reached and Actions Needed:  [enter here] 

 

Exhibit 54 – CAPP 20405 – Inter-Agency Transactions 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Before processing IATs, the agency ensures that the IAT is properly 
completed by the originating agency or returns the IAT to that 
agency. 

5  4  3  2  1  NA 

 

 

2. An individual authorized on the agency’s signatory form approves 
interagency transfers. 

5  4  3  2  1  NA 

 

 

Exhibit 55 – CAPP 20410 – Intra-Agency Transactions 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The preparation and approval functions of journal entries are 
segregated. 

5  4  3  2  1  NA 

 

 

2. All journal entries are adequately explained and supported. 5  4  3  2  1  NA 

 

 

3. The approving officer reviews supporting documentation to ensure 
the journal entry contains proper coding for the adjustment. 

5  4  3  2  1  NA 
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This Control Implemented and Operating Effectively Agree/Disagree Comments 

4. An authorized individual in the agency approves all ATVs. 5  4  3  2  1  NA 

 

 

Inter-Agency and Intra-Agency Transactions – Conclusions Reached and Actions Needed:  [enter 
here] 

 

Exhibit 56 - CAPP 20505 – Accounts Receivable 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Accounts receivable policies and procedures are in accordance with 
Attorney General and Comptroller requirements, clearly stated, and 
systematically communicated through manuals, handbooks, or other 
media. 

5  4  3  2  1  NA 

 

 

2. All receivable transactions are properly and accurately recorded, 
aged, and accounted for in the agency-based accounting system. 

5  4  3  2  1  NA 

 

 

3. Billings are timely and accurately recorded and documented on the 
date the revenue transaction is completed, or on the nearest normal 
billing cycle date. 

5  4  3  2  1  NA 

 

 

4. All collections on accounts receivable are deposited and the source 
and date of payment are recorded in a timely manner. 

5  4  3  2  1  NA 

 

 

5. Responsibilities for billing for services and fees are adequately 
segregated from those for collection and accounting. 

5  4  3  2  1  NA 

 

 

6. Responsibilities for maintaining detailed accounts receivable records 
are adequately segregated from those for collection, deposit, and 
general ledger posting. 

5  4  3  2  1  NA 

 

 

7. All adjustments, write-offs, and discharges are properly authorized, 
documented, and made in accordance with established policies, 
procedures and legal requirements. 

5  4  3  2  1  NA 

 

 

8. Uncollected accounts are periodically reviewed and collection 
actions taken in accordance with established policies, procedures, 
and legal requirements. 

5  4  3  2  1  NA 

 

 

9. Account balances are aged periodically and reviewed by an official 
not involved in cash receipts and disbursements. 

5  4  3  2  1  NA 
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This Control Implemented and Operating Effectively Agree/Disagree Comments 

10. Recorded balances of receipts and accounts receivable and related 
transaction activity are periodically substantiated and evaluated. 

5  4  3  2  1  NA 

 

 

11. Required report information is accurately prepared, keyed, and 
transmitted to the DOA web-based Accounts Receivable Data Entry 
system by the due date. 

5  4  3  2  1  NA 

 

 

Accounts Receivable – Conclusions Reached and Actions Needed:  [enter here] 

Exhibit 57 – CAPP 20605 – Federal Grants Management 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Federal grant acquisition and management policies and procedures 
are in accordance with federal and State requirements, clearly 
stated and systematically communicated through manuals, 
handbooks, or other media. 

5  4  3  2  1  NA 

 

 

2. Required federal reports are accurately prepared and submitted by 
the required due date. 

5  4  3  2  1  NA 

 

 

3. All grant transactions are properly and accurately recorded and 
accounted for in CARS, either through direct input or interface of an 
agency-based accounting system, with subsequent reconciliation or 
correction, as needed. 

5  4  3  2  1  NA 

 

 

4. Requests for advance or reimbursement funds are submitted on a 
timely basis with accurate and appropriate documentation, 
minimizing the amount and time federal funds are held. 

5  4  3  2  1  NA 

 

 

Federal Grants Management – Conclusions Reached and Actions Needed:  [enter here] 

 

Exhibit 58 – CAPP 20705 – Indirect Cost Recovery 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Unallowable costs are not charged to federal awards either directly 
or indirectly. 

5  4  3  2  1  NA 

 

 

2. The agency’s organizational structure has been reviewed to 
determine the appropriate proposal methodology. 

5  4  3  2  1  NA 
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This Control Implemented and Operating Effectively Agree/Disagree Comments 

3. An indirect cost rate proposal or cost allocation plan has been 
prepared according to requirements set forth in OMB Circular A-87, 
Cost Principles for State and Local Governments, or OMB Circular 
A-21, Cost Principles for Educational Institutions. 

5  4  3  2  1  NA 

 

 

4. The completed indirect cost rate proposal or cost allocation plan has 
been submitted, negotiated and approved by the cognizant agency 
in a timely manner. 

5  4  3  2  1  NA 

 

 

5. The approved indirect cost rate or amount has been applied against 
grant awards. 

5  4  3  2  1  NA 

 

 

Indirect Cost Recovery – Conclusions Reached and Actions Needed:  [enter here] 

Exhibit 59 – CAPP 20805 – Loans Payable 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Treasury loan application, use, accounting and reporting, and 
repayment policies and procedures are in accordance with State 
requirements, clearly stated, and systematically communicated 
through manuals, handbooks or other media. 

5  4  3  2  1  NA 

 

 

2. All loan transactions are properly and accurately recorded and 
accounted for in the agency-based accounting system. 

5  4  3  2  1  NA 

 

 

3. Required reports are accurately prepared and submitted by the due 
date. 

5  4  3  2  1  NA 

 

 

Loans – Conclusions Reached and Actions Needed:  [enter here] 

 

Exhibit 60 – CAPP 20905 – CARS Reconciliation Procedures 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Agency procedures for reconciliation of internally prepared 
accounting records, data submission logs and other accounting data 
to reports produced by CARS are fully documented. 

5  4  3  2  1  NA 

 

 

-  79  - 



 

 

Agency Risk Management and Internal Control Standards 
Office of the Comptroller 

November 15, 2006, revised September 2015 

 
 

    
This Control Implemented and Operating Effectively Agree/Disagree Comments 

2. Reconciliation procedures that differ from those in CAPP Topic 
20905, CARS Reconciliation Procedures, are fully documented and 
have been approved by the Director of the Department of Accounts 
General Accounting Unit. 

 

 5  4  3  2  1  NA 

 

 

3. A CARS Transaction and Batch Control Log of all CARS 
transactions is maintained. 

5  4  3  2  1  NA 
 

4. Source document detail is reconciled to the agency internal 
accounting system (if applicable) and to the CARS ACTR0401 
report on a weekly basis. 

5  4  3  2  1  NA 
 

5. Corrections to CARS via ATV or IAT or corrections to internal 
accounting systems via adjusting journal entries are made on a 
timely basis. 

5  4  3  2  1  NA 
 

6. The CARS Error File is cleared each day. 5  4  3  2  1  NA  

7. The monthly Confirmation of Agency Reconciliation to CARS 
Reports (Exception Register) is submitted by the fiscal officer 
through the Internet-based system by the due date. 

5  4  3  2  1  NA 
 

8. Annual certification by the agency head and fiscal officer that all 
CARS general ledger account balances for the agency as of June 
30 final close are correct is submitted by the due date. 

5  4  3  2  1  NA 
 

CARS Reconciliation Procedures – Conclusions Reached and Actions Needed:  [enter here] 

 

Exhibit 61 – CAPP 70220 – CARS Security 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency has controls over access to CARS. 5  4  3  2  1  NA 

 

 

2. Access to CARS is limited to individuals who need the access to 
perform their job responsibilities. 

5  4  3  2  1  NA 

 

 

3. The agency has assigned a CARS Security Officer. 5  4  3  2  1  NA 
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This Control Implemented and Operating Effectively Agree/Disagree Comments 

4. The CARS Security Officer is responsible for the comprehensive 
system of internal control over both on-line and off-line access to 
CARS tables and files. 

5  4  3  2  1  NA 

 

 

CARS Security – Conclusions Reached and Actions Needed:  [enter here] 

 

Exhibit 62 – CAPP 30105 – Fixed Assets – FAACS Overview 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Access to FAACS is limited to those individuals who need the 
access to perform their job responsibilities. 

5  4  3  2  1  NA 

 

 

2. Fixed assets are only acquired for use in furthering the agency’s 
programs and missions. 

5  4  3  2  1  NA 

 

 

3. All assets within the required capitalization or control limits are 
recorded in FAACS. 

5  4  3  2  1  NA 

 

 

4. Proper stewardship and control over assets is carried out, including 
periodic inventories. 

5  4  3  2  1  NA 

 

 

5. Financial records and reports properly reflect fixed asset balances. 5  4  3  2  1  NA 

 

 

6. Assets are reasonably protected from theft. 5  4  3  2  1  NA 

 

 

7. Internal procedures are documented in writing. 5  4  3  2  1  NA 

 

 

8. Proper segregation of duties is maintained between recording of 
fixed assets in FAACS and the purchase and disposal of fixed 
assets. 

5  4  3  2  1  NA 

 

 

FAACS Overview – Conclusions Reached and Actions Needed:  [enter here] 
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Exhibit 63 – CAPP 30205 – Fixed Assets – Fixed Assets Acquisition Method 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. All assets are acquired using an acceptable method of acquisition. 5  4  3  2  1  NA 

 

 

2. All assets are recorded in a timely manner. 5  4  3  2  1  NA 

 

 

3. All assets are properly accounted for. 5  4  3  2  1  NA 

 

 

 

Exhibit 64 – CAPP 30210 – Fixed Assets – Fixed Assets Acquisition Valuation 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. All assets are recorded at their proper value. 5  4  3  2  1  NA 

 

 

2. The method of valuation is properly documented. 5  4  3  2  1  NA 

 

 

3. All assets are periodically reviewed to avoid material overstatement. 5  4  3  2  1  NA 

 

 

Asset Acquisition and Valuation – Conclusions Reached and Actions Needed:  [enter here] 

 

Exhibit 65 – CAPP 30305 – Fixed Assets – Classification – Capitalized or 
Controlled Fixed Assets 

    
This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Fixed assets purchased with federal grant funds are recorded 
appropriately in FAACS. 

5  4  3  2  1  NA 

 

 

2. Controls are in place to exclude the depreciation of capitalized fixed 
assets purchased with Federal grant funds from the indirect cost 
recovery plan. 

5  4  3  2  1  NA 
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This Control Implemented and Operating Effectively Agree/Disagree Comments 

3. Assets are properly classified for financial reporting purposes. 5  4  3  2  1  NA 

 

 

4. Record keeping procedures exist that account for excludable assets. 5  4  3  2  1  NA 

 

 

5. Excludable assets are safeguarded against damage or theft. 5  4  3  2  1  NA 

 

 

6. A periodic inventory is performed of excludable assets. 5  4  3  2  1  NA 

 

 

7. Assets are recorded in FAACS in a timely manner. 5  4  3  2  1  NA 

 

 

8. Assets are adequately safeguarded and controlled. 5  4  3  2  1  NA 

 

 

Exhibit 66 – CAPP 30310 – Fixed Assets – Classification – Fixed Asset 
Categorization 

    
This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Assets are properly categorized into the prescribed major asset 
categories. 

5  4  3  2  1  NA 

 

 

2. All expenditures are properly recorded in CARS to ensure 
completeness of data for review and evaluation. 

5  4  3  2  1  NA 

 

 

3. All asset expenditures are recorded in a timely and accurate manner 
and supported by detail documentation. 

5  4  3  2  1  NA 

 

 

4. All assets are further categorized, as appropriate, into more detailed 
categories necessary for various programmatic cost recoveries. 

5  4  3  2  1  NA 

 

 

5. Appropriate detail is maintained to reconcile data in FAACS with 
data maintained in the Real Property Management System (RPMS) 
maintained by the Bureau of Real Property Management (BRPM). 

5  4  3  2  1  NA 
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Exhibit 67 – CAPP 30315 – Fixed Assets – Classification – Nomenclature Codes 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Assets are assigned the appropriate nomenclature code. 5  4  3  2  1  NA 

 

 

2. Assets are assigned the correct depreciation type. 5  4  3  2  1  NA 

 

 

3. Form 83, “Nomenclature Table Specification,” is submitted to DOA 
for assets requiring a new nomenclature code or changes to an 
existing nomenclature code. 

5  4  3  2  1  NA 

 

 

Asset Classification – Conclusions Reached and Actions Needed:  [enter here] 

 

Exhibit 68 – CAPP 30405 – Fixed Assets – Asset Revaluations – Additions, 
Renovations, and Repairs 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. All transactions involving additions, renovations, and repairs are 
evaluated on a case-by-case basis to determine whether costs 
should or should not be entered on FAACS. 

5  4  3  2  1  NA 

 

 

2. Costs to be entered into FAACS are properly referenced against the 
underlying original asset. 

5  4  3  2  1  NA 

 

 

3. Proper transaction dates are used for financial reporting and 
depreciation calculations. 

5  4  3  2  1  NA 

 

 

Asset Revaluations – Conclusions Reached and Actions Needed:  [enter here] 
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Exhibit 69 – CAPP 30505 – Fixed Assets – Asset Control and Management – 
Physical Inventory 

    
This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. All asset transactions are entered into FAACS in a timely manner. 5  4  3  2  1  NA 

 

 

2. A responsible person whose duties encompass property 
management approves all adjustments to FAACS data. 

5  4  3  2  1  NA 

 

 

3. All FAACS reports are reviewed in a timely manner for accuracy and 
completeness. 

5  4  3  2  1  NA 

 

 

4. Discrepancies are thoroughly researched and brought to 
management’s attention. 

5  4  3  2  1  NA 

 

 

5. Inventories are taken at least once every two years. 5  4  3  2  1  NA 

 

 

 

Exhibit 70 – CAPP 30510 – Fixed Assets – Asset Control and Management – 
Maintenance 

    
This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. All pertinent maintenance information and costs are entered in 
FAACS in a timely manner.  

5  4  3  2  1  NA 

 

 

2. Maintenance costs are periodically reviewed and analyzed. 5  4  3  2  1  NA 

 

 

3. Maintenance contracts are current and cover only assets approved 
by management. 

5  4  3  2  1  NA 

 

 

4. Maintenance costs are not incurred for assets covered under 
comparable warranties. 

5  4  3  2  1  NA 

 

 

5. Warranty expirations are reviewed so maintenance can be 
continued, when and where necessary. 

5  4  3  2  1  NA 

 

 

Asset Control and Management – Conclusions Reached and Actions Needed:  [enter here] 
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Exhibit 71 – CAPP 30605 – Fixed Assets – Asset Depreciation – Useful Life 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. A realistic useful life is assigned to all depreciable assets.  5  4  3  2  1  NA 

 

 

2. Major assets are periodically examined for major occurrences, 
which may increase or decrease the existing useful life. 

5  4  3  2  1  NA 

 

 

3. Assets are properly revalued and updated on a timely basis so that 
proper costs exist for depreciation calculation. 

5  4  3  2  1  NA 

 

 

 

Exhibit 72 – CAPP 30610 – Fixed Assets – Asset Depreciation – Methods and 
Calculations 

    
This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Asset acquisition cost, acquisition date, and useful life are properly 
recorded so that accurate depreciation is calculated. 

5  4  3  2  1  NA 

 

 

2. Reconciliations are performed in a timely manner between FAACS 
straight-line depreciation and any other depreciation method used 
by the agency. 

5  4  3  2  1  NA 

 

 

3. Depreciation is reviewed for accuracy for inclusion in the financial 
records and reports. 

5  4  3  2  1  NA 

 

 

Asset Depreciation – Conclusions Reached and Actions Needed:  [enter here] 

 

Exhibit 73 – CAPP 30705 – Fixed Assets – Surplus Property – Surplus Property 
Management 

    
This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. All assets are periodically reviewed as to proper status of available, 
unavailable or surplus. 

5  4  3  2  1  NA 

 

 

2. All surplus items, which are sold or transferred, are properly 
recorded as disposals. 

5  4  3  2  1  NA 
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This Control Implemented and Operating Effectively Agree/Disagree Comments 

3. Depreciation on surplus assets is not included in the overhead pool 
for federal indirect cost recovery. 

5  4  3  2  1  NA 

 

 

4. Depreciation on all assets, including those that are surplus, are 
accounted for in the agency financial records and reports, where 
required. 

5  4  3  2  1  NA 

 

 

Surplus Property – Conclusions Reached and Actions Needed:  [enter here] 

Exhibit 74 – CAPP 30805 – Fixed Assets – Asset Disposal – Disposal Management 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Disposal reports are reviewed to detect the existence of poor asset 
control. 

5  4  3  2  1  NA  

2. Adequate segregation of duties exists between asset physical 
control and disposal approval. 

5  4  3  2  1  NA 

 

 

3. Procedures exist for the identification and evaluation of disposals of 
a suspicious nature. 

5  4  3  2  1  NA 

 

 

4. Disposal reports are reviewed to provide more precise definitions of 
an asset’s useful life. 

5  4  3  2  1  NA 

 

 

5. The proper condition exists for the disposal action to occur. 5  4  3  2  1  NA 

 

 

6. The disposed asset is removed from FAACS in a timely manner. 5  4  3  2  1  NA 

 

 

7. The effective date of the transaction posted in FAACS is the actual 
date the condition occurred. 

5  4  3  2  1  NA 

 

 

8. Stolen property is removed from FAACS or reported to security in a 
timely manner. 

5  4  3  2  1  NA 

 

 

9. If assets are transferred to another agency, all required IATs are 
issued and appropriate FAACS disposal entries are made.  

5  4  3  2  1  NA 

 

 

Asset Disposal – Conclusions Reached and Actions Needed:  [enter here] 
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Exhibit 75 – CAPP 30905 – Fixed Assets – Reconciliation and Error Correction 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Controls are maintained over all transactions that affect the fixed 
assets of the agency as recorded in central FAACS. 

5  4  3  2  1  NA 

 

 

2. Timely and accurate property management and financial information 
are provided through FAACS reports for agency management 
decisions. 

5  4  3  2  1  NA 

 

 

3. Clear audit trails from source documents are provided to FAACS 
accounts for all agency fixed asset transactions. 

5  4  3  2  1  NA 

 

 

4. The reconciliation and error correction processes are well 
documented and reviewed periodically by senior management. 

5  4  3  2  1  NA 

 

 

Reconciliation and Error Correction – Conclusions Reached and Actions Needed:  [enter here] 

 

Exhibit 76 – CAPP 31005 – Fixed Assets – Fiscal Year-End Reporting 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. All changes to fixed assets are reviewed for reasonableness. 5  4  3  2  1  NA 

 

 

2. All reporting requirements set in the Comptroller’s annual financial 
statement directive are met. 

5  4  3  2  1  NA 

 

 

3. All federal reporting requirements are met. 5  4  3  2  1  NA 

 

 

4. Procedures exist to ensure depreciation on federally funded assets 
is excluded for indirect cost recovery. 

5  4  3  2  1  NA 

 

 

5. All amounts reported in financial records and reports are fully 
reconciled to FAACS and CARS. 

5  4  3  2  1  NA 
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Exhibit 77 – CAPP 31010 – Fixed Assets – Summary User Reporting 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Assets are adequately controlled and safeguarded. 5  4  3  2  1  NA 

 

 

2. Proper reconciliation procedures are in effect and corrections made 
in a timely manner. 

5  4  3  2  1  NA 

 

 

3. All necessary financial reporting for both state and federal 
requirements are done in a timely and accurate manner. 

5  4  3  2  1  NA 

 

 

4. All depreciation, where appropriate, is calculated, summarized and 
reported on a basis consistent with GAAP. 

5  4  3  2  1  NA 

 

 

5. Internal controls are established which satisfy the requirements of 
APA. 

5  4  3  2  1  NA 

 

 

Reporting – Conclusions Reached and Actions Needed:  [enter here] 

Exhibit 78 – CAPP 31105 – Fixed Assets – Federal Fixed Asset Accounting 
Requirements 

    
This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency ensures that assets purchased with federal grant funds 
conform to State and federal rules and regulations. 

5  4  3  2  1  NA 

 

 

2. Cost principles and administrative requirements pertaining to 
federally funded assets are followed. 

5  4  3  2  1  NA 

 

 

3. Depreciation is computed using a generally accepted method and 
consistently applied for a particular class of assets. 

5  4  3  2  1  NA 

 

 

4. Controls are in place to exclude the depreciation on capitalized fixed 
assets purchased with federal grant funds and on surplus property 
from the indirect cost pool. 

5  4  3  2  1  NA 

 

 

5. The grantor is notified when capitalized assets acquired with grant 
funds are no longer used in the grant program. 

5  4  3  2  1  NA 

 

 

Federal Asset Accounting – Conclusions Reached and Actions Needed:  [enter here] 
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Exhibit 79 – CAPP 70305 – Fixed Assets – Online FAACS Overview 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Procedures are in place to ensure that data element field coding 
defaults are identified and changes to these fields are made when 
necessary. 

5  4  3  2  1  NA 

 

 

2. Procedures are in place to ensure the proper identification of data 
element fields entered in FAACS. 

5  4  3  2  1  NA 

 

 

3. Procedures are in place regarding appropriate reviews and 
reconciliations to ensure that actual data input to FAACS is accurate 
and correct. 

5  4  3  2  1  NA 

 

 

 

Exhibit 80 – CAPP 70310 – Fixed Assets – Online FAACS Security 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency has developed internal procedures to ensure assets are 
properly recorded in FAACS and verification of data on the 
MASTER FILE is made with the source documents. 

5  4  3  2  1  NA 

 

 

2. The security officer reminds users about the importance of 
maintaining secret passwords to restrict access to Online FAACS to 
only authorized personnel. 

5  4  3  2  1  NA 

 

 

 

Exhibit 81 – CAPP 70360 – Fixed Assets – Online FAACS Interface Requirements 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency has procedures to ensure that accurate, uniform and 
timely information is reported and interfaced. 

5  4  3  2  1  NA 

 

 

2. FAACS and CARS reconciliation procedures are followed. 5  4  3  2  1  NA 

 

 

Online FAACS – Conclusions Reached and Actions Needed:  [enter here] 
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Exhibit 82 – CAPP 31210 – Lease Accounting – Economic Analysis 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Procedures exist to identify when an economic analysis should be 
performed. 

5  4  3  2  1  NA 

 

 

2. Every effort is made to obtain favorable rates of interest in the lease 
or installment purchase. 

5  4  3  2  1  NA 

 

 

3. The agency head or designee approval is obtained for all leases 
shown to have unfavorable terms. 

5  4  3  2  1  NA 

 

 

4. Interest rates are compared to incremental borrowing rates and 
Treasury Board Financing Program rates. 

5  4  3  2  1  NA 

 

 

5. Treasury Board approval is obtained for alternative financing 
arrangements for items exceeding prescribed limits. 

5  4  3  2  1  NA 

 

 

Exhibit 83 – CAPP 31215 – Lease Accounting – LAS Transactions 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Access to the lease accounting system is limited to individuals who 
need the access to perform their job responsibilities. 

5  4  3  2  1  NA 

 

 

2. Potential agreements to acquire property, plant and equipment are 
properly evaluated to determine if the transaction is truly a lease. 

5  4  3  2  1  NA 

 

 

3. All leases are properly classified as either operating or capital. 
5  4  3  2  1  NA 

 

 

4. All leasehold improvements are properly evaluated for inclusion in 
FAACS. 

5  4  3  2  1  NA 

 

 

Exhibit 84 – CAPP 31220 – Lease Accounting – LAS Reporting 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. All leases are properly classified and included in LAS. 5  4  3  2  1  NA 
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This Control Implemented and Operating Effectively Agree/Disagree Comments 

2. All rental expense and income transactions are posted in CARS. 5  4  3  2  1  NA 

 

 

3. Assets included in the lease accounting system which are also 
included in FAACS are properly coded to eliminate duplicate 
reporting. 

5  4  3  2  1  NA 

 

 

4. Rent expense is reviewed and reconciled for proper disclosure. 5  4  3  2  1  NA 

 

 

5. The agency ensures familiarity with the FASB and GASB 
statements and compliance with the Comptroller’s Directive on 
Financial Statement Preparation. 

5  4  3  2  1  NA 

 

 

Lease Accounting – Conclusions Reached and Actions Needed:  [enter here] 

 

Exhibit 85 – CAPP 70605 – Lease Accounting – LAS Input Documents 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. All lease activity is properly controlled by the submission of 
appropriate lease input documents. 

5  4  3  2  1  NA 

 

 

2. Lease input documents are prepared in a timely and accurate 
manner. 

5  4  3  2  1  NA 

 

 

3. Lease input documents are reviewed and approved by authorized 
personnel. 

5  4  3  2  1  NA 

 

 

4. Lease data entered into the system is reconciled to source 
documentation. 

5  4  3  2  1  NA 

 

 

 

Exhibit 86 – CAPP 70610 – Lease Accounting – LAS Reports 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Files of all active leases are maintained and include LAS reports on 
each lease and agency-wide “roll up” reports for the most recent 
fiscal year. 

5  4  3  2  1  NA 
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This Control Implemented and Operating Effectively Agree/Disagree Comments 

Lease Accounting System – Conclusions Reached and Actions Needed:  [enter here] 

 

Exhibit 87 – CAPP 40105, 40205, 40210, 40305, 40405 – CIPPS Leave Accounting 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency has established procedures to ensure accurate leave 
balances are available to employees each payday. 

5  4  3  2  1  NA 

 

 

2. The agency has established appropriate processes governing leave 
form preparation, authorization, submission, data entry, and 
reconciliation. 

5  4  3  2  1  NA 

 

 

3. The agency retains documentation supporting entries establishing 
leave balances. 

5  4  3  2  1  NA 

 

 

4. The agency ensures that maintenance transactions are authorized 
and entered on a timely basis. 

5  4  3  2  1  NA 

 

 

5. The agency has ensured that employee leave documents are stored 
in a secure location to maintain the confidentiality of the data. 

5  4  3  2  1  NA 

 

 

6. The agency has appropriately separated tasks related to leave 
activity to ensure that no one person has control of a transaction 
from beginning to end. 

5  4  3  2  1  NA 

 

 

Leave Accounting – Conclusions Reached and Actions Needed:  [enter here] 

Exhibit 88 – CAPP 50105 – Introduction to CIPPS 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency ensures that employees comply with work schedules. 5  4  3  2  1  NA 

 

 

2. Overtime is properly authorized. 5  4  3  2  1  NA 
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This Control Implemented and Operating Effectively Agree/Disagree Comments 

3. Proper tax withholdings are based on accurate employee 
information. 

5  4  3  2  1  NA 

 

 

4. The agency has ensured that management and staff are properly 
trained in the use of CIPPS and the controls available within the 
system. 

5  4  3  2  1  NA 

 

 

5. The agency has appropriately segregated payroll-processing tasks 
to ensure that no one person has control of a transaction from 
beginning to end. 

5  4  3  2  1  NA 

 

 

6. The agency has policies in place to ensure that only authorized 
persons have access to essential data and are able to make 
changes to employee pay records. 

5  4  3  2  1  NA 

 

 

7. The agency has policies in place to ensure that paychecks are not 
distributed prior to payday. 

5  4  3  2  1  NA 

 

 

Exhibit 89 – CAPP 50115 – CIPPS Menu and Link Functions 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Proper paperwork and authorizations are in place prior to entering 
payroll data. 

5  4  3  2  1  NA 

 

 

2. Payroll and fiscal officers review data entry prior to certification. 5  4  3  2  1  NA 

 

 

3. All applicable forms/applications used to establish an employee 
record or to make a change to the current information are 
maintained by the agency for audit purposes. 

5  4  3  2  1  NA 

 

 

 

Exhibit 90 – CAPP 50120 – CIPPS Automated Changes 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. All reports generated from the use of mass transactions and 
automated interface processes are reviewed to verify accuracy of 
master file changes and updates. 

5  4  3  2  1  NA 
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Exhibit 91 – CAPP 50125 – CIPPS Programmatic Data 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. All funding information is approved and established for agency use 
in CARS prior to entry into CIPPS. 

5  4  3  2  1  NA  

 

Exhibit 92 – CAPP 50130 – CIPPS Batch Processing and Balancing 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. All batch transactions are complete, properly authorized, and 
accurately entered into CIPPS. 

5  4  3  2  1  NA 

 

 

2. Out-of-balance payroll batches are reviewed and evaluated to 
ensure proper payroll processing. 

5  4  3  2  1  NA 

 

 

3. Documentation supporting the batch data entry is available for 
review during the pre- and post-certification process and is retained 
for audit purposes. 

5  4  3  2  1  NA 

 

 

 

Exhibit 93 – CAPP 50135 – CIPPS Pending File 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Documentation and authorization exists for all employee record 
changes and payroll transactions and is retained for audit purposes. 

5  4  3  2  1  NA 

 

 

2. Pending file reports are reviewed routinely and all outdated or 
unnecessary transactions are deleted. 

5  4  3  2  1  NA 

 

 

CIPPS Conclusions Reached and Actions Needed:  [enter here] 

Exhibit 94 – CAPP 50205 – CIPPS Agency Profiles – Agency Information 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Agency management obtains the appropriate federal and state 
employer identification numbers required to withhold payroll taxes. 

5  4  3  2  1  NA 
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This Control Implemented and Operating Effectively Agree/Disagree Comments 

2. The agency sends employer name/address changes and key 
personnel changes timely to ensure no disruption in 
communications or payroll reporting.  

5  4  3  2  1  NA 

 

 

3. The agency researches and corrects charges made to the default 
expenditure coding for the CIPPS general ledger interface and the 
automated healthcare reconciliation. 

5  4  3  2  1  NA 

 

 

4. The agency reviews Report 59, Gross Pay Limit Exceeded, and all 
payments or hours paid in a particular pay period that exceed 
agency default values are researched and verified for accuracy. 

5  4  3  2  1  NA 

 

 

 

Exhibit 95 – CAPP 50210 – CIPPS Agency Profiles – User Security 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency CIPPS Security Officer verifies the appropriateness of 
security actions and levels prior to the submission of the CIPPS 
Security Authorization Request form to DOA. 

5  4  3  2  1  NA 

 

 

2. The agency has developed procedures governing the levels of 
security requested. 

5  4  3  2  1  NA 

 

 

3. The agency requires the timely submission of requests to delete 
access for terminated/transferred employees so as to safeguard the 
assets of the Commonwealth. 

5  4  3  2  1  NA 

 

 

4. All copies of the CIPPS Security Authorization Requests and agency 
Security Spreadsheets are maintained by the agency for audit 
purposes. 

5  4  3  2  1  NA 

 

 

5. The agency responds timely to the annual distribution of the security 
verification report, noting required changes or acceptance of existing 
security. 

5  4  3  2  1  NA 

 

 

6. The agency has policies in place to ensure that Individuals with 
Certification access do not have access to Update Payroll. 

5  4  3  2  1  NA 

 

 

Maintain Agency Profile Information – Conclusions Reached and Actions Needed:  [enter here] 
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Exhibit 96 – CAPP 50305 – CIPPS Employee Profiles – New Employee Add 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The documentation supporting the hiring of employees is properly 
completed and authorized before processing. 

5  4  3  2  1  NA 

 

 

2. Prior to certification, a review of all information pertaining to the new 
hires is performed to ensure the correctness of the data entry. 

5  4  3  2  1  NA 

 

 

3. The agency has developed policies and procedures concerning the 
data entry and review processes. 

5  4  3  2  1  NA 

 

 

4. The agency maintains, for audit purposes, all applicable 
forms/applications used to establish an employee record or to make 
a change to the current information. 

5  4  3  2  1  NA 

 

 

Exhibit 97 – CAPP 50310 – CIPPS Employee Profiles – Rehires and Employee 
Data Changes 

    
This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Documentation supporting rehires and employee maintenance is 
completed and authorized prior to data entry. 

5  4  3  2  1  NA 

 

 

2. Agency management ensures the correctness of data entry by 
reviewing information pertaining to rehires and employee master file 
changes. 

5  4  3  2  1  NA 

 

 

3. The agency has developed policies and procedures concerning the 
data entry and review processes. 

5  4  3  2  1  NA 

 

 

4. The agency maintains for audit purposes all applicable 
forms/applications used to establish an employee record or to make 
a change to the current information. 

5  4  3  2  1  NA 

 

 

 

Exhibit 98 – CAPP 50315 – CIPPS Employee Profiles – Employee Tax Maintenance 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency ensures that all employees complete both federal and 
state withholding forms. 

5  4  3  2  1  NA 
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This Control Implemented and Operating Effectively Agree/Disagree Comments 

2. The agency withholds the allowances claimed by the employee on 
Form W-4s and any additional amount requested on both the federal 
and state withholding forms. 

5  4  3  2  1  NA 

 

 

3. The agency ensures that all reciprocal tax agreements with other 
states are honored and taxes are withheld and reported to those 
states. 

5  4  3  2  1  NA 

 

 

4. The agency sends copies of W-4s to the IRS on a quarterly basis 
when the employee claims more than ten exemptions. 

5  4  3  2  1  NA 

 

 

5. The agency requires eligible employees to complete a new W-5, 
Earned Income Credit form, by certification of the first pay period of 
the new calendar year. 

5  4  3  2  1  NA 

 

 

6. The agency ensures that Local Income Taxes are withheld as 
required. 

5  4  3  2  1  NA 

 

 

 

Exhibit 99 – CAPP 50320 – CIPPS Employee Profiles – Terminations 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency verifies that CIPPS information concerning terminating 
employees is complete, properly authorized, and entered accurately 
into CIPPS. 

5  4  3  2  1  NA 

 

 

2. The agency’s fiscal officer ensures that all payments have been 
properly and accurately issued and that any outstanding advances 
or agency property have been recovered prior to the final payment 
issued to the employee. 

5  4  3  2  1  NA 

 

 

3. The agency ensures that all benefit deductions are adjusted as 
required prior to final payment to the employee. 

5  4  3  2  1  NA 

 

 

4. The agency ensures that all debt-set off amounts have been 
recovered and processed. 

5  4  3  2  1  NA 

 

 

CIPPS Employee Profiles – Conclusions Reached and Actions Needed:  [enter here] 
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Exhibit 100 – CAPP 50405 – CIPPS Deductions – Court-Ordered Withholdings 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency ensures that third-party payments are deducted in 
accordance with the Court Order or levy and applicable laws 
governing debt collections. 

5  4  3  2  1  NA 

 

 

2. Third-party payments are forwarded to the creditor by the due date. 5  4  3  2  1  NA 

 

 

3. The agency ensures that processing fees are withheld as 
appropriate. 

5  4  3  2  1  NA 

 

 

4. The agency ensures that deductions for third-party payments are 
turned off in compliance with return dates. 

5  4  3  2  1  NA 

 

 

 

Exhibit 101 – CAPP 50410 – CIPPS Deductions – Retirement – VRS and ORP 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Retirement, retirement credit, group insurance, and long-term 
disability and other corresponding retirement plan deductions are 
established properly in CIPPS. 

5  4  3  2  1  NA 

 

 

2. The monthly reconciliation of retirement plan contributions is 
performed timely and any IAT or 1501 adjustments are processed 
promptly. 

5  4  3  2  1  NA 

 

 

3. Employee enrollment information and any supporting documentation 
are maintained for audit purposes. 

5  4  3  2  1  NA 
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Exhibit 102 – CAPP 50415 – CIPPS Deductions – Retirement – Salary Reduction 
Plans 

    
This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Proper documentation exists prior to initiating any change to an 
employee master file and changes are made accurately and timely. 

5  4  3  2  1  NA 

 

 

2. Reports 855 or 857 (Deferred Compensation/Annuity Excess 
Deduction Reports) are used to assist in identifying employees who 
may be approaching or exceeding plan contribution limits. 

5  4  3  2  1  NA 

 

 

Exhibit 103 – CAPP 50420 – CIPPS Deductions – Cash Match Plans 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency uses the Report 906 to identify potential exceptions for 
the cash match. 

5  4  3  2  1  NA 

 

 

2. For employees reported on Report 906, the agency verifies the 
accuracy of the Cash Match deduction amounts and makes any 
necessary changes to the amounts to be in compliance with the 
rules of the Cash Match program. 

5  4  3  2  1  NA 

 

 

Exhibit 104 – CAPP 50425 – CIPPS Deductions – Group and Optional Life 
Insurance 

    
This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency ensures that group and optional group life plan 
deductions are established properly in CIPPS. 

5  4  3  2  1  NA 

 

 

2. A monthly reconciliation of group and optional group life 
contributions is performed and any adjustments to correct employee 
records are performed timely. 

5  4  3  2  1  NA 

 

 

3. Employee enrollment information and any supporting documentation 
are maintained for audit purposes. 

5  4  3  2  1  NA 

 

 

4. The agency ensures that Imputed Life is accurately entered in 
CIPPS. 

5  4  3  2  1  NA 
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Exhibit 105 – CAPP 50430 – CIPPS Deductions – Health Insurance 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency ensures that all employee and agency premiums due 
according to BES are paid. 

5  4  3  2  1  NA 

NA 

 

2. The monthly reconciliation of health care premiums collected 
through payroll to authorization in BES is performed timely and any 
IAT adjustments processed. 

5  4  3  2  1  NA 

NA 

 

3. The agency ensures that applicable forms affecting employee 
healthcare plan eligibility and the related payroll deductions are 
maintained for audit. 

5  4  3  2  1  NA 

 

 

Exhibit 106 – CAPP 50435 – CIPPS Deductions – Flexible Spending Accounts 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency ensures that there is proper documentation (e.g. BES 
turnaround document) prior to initiating any change to an 
employee’s reimbursement account. 

5  4  3  2  1  NA 

 

 

2. Maximum deferral amounts are not exceeded. 5  4  3  2  1  NA 

 

 

3. The agency ensures that deductions are processed appropriately for 
terminated employees or employees on LWOP. 

5  4  3  2  1  NA 

 

 

 

Exhibit 107 – CAPP 50440 – CIPPS Deductions – Savings Bonds 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency verifies that CIPPS bonds information is complete, 
properly authorized, and entered accurately into the system. 

5  4  3  2  1  NA 
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Exhibit 108 – CAPP 50445 – CIPPS Deductions – Direct Deposit 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Direct deposit payments are made to the correct employee bank 
account. 

5  4  3  2  1  NA 

 

 

2. Any stop payment/reversal required is communicated immediately to 
DOA to enable a successful retrieval of funds. 

5  4  3  2  1  NA 

 

 

3. The agency maintains copies of employee direct deposit enrollment 
applications. 

5  4  3  2  1  NA 

 

 

Exhibit 109 – CAPP 50450 – CIPPS Deductions – Parking and Transportation 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency ensures that employees pay for assigned parking 
spaces and obtain appropriate salary reduction agreements for pre-
tax deductions. 

5  4  3  2  1  NA 

 

 

2. The agency reconciles the DGS Parking Fee Suspense Account 
monthly. 

5  4  3  2  1  NA 

 

 

3. The agency retains supporting payroll documents for audit 
purposes. 

5  4  3  2  1  NA 

 

 

 

Exhibit 110 – CAPP 50455 – CIPPS Deductions – Miscellaneous Employee 
Deductions 

    
This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency ensures that all required employee authorizations are 
obtained before the deduction is established in CIPPS. 

5  4  3  2  1  NA 

 

 

2. The agency retains supporting payroll documents for audit 
purposes. 

5  4  3  2  1  NA 

 

 

CIPPS Deductions – Conclusions Reached and Actions Needed:  [enter here] 
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Exhibit 111 – CAPP 50505 – CIPPS Employee Pay – Time and Attendance 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency verifies that all source documents such as timecards, 
timesheets, or any other authorization used to pay or adjust an 
employee’s pay, have been properly completed, authorized by the 
appropriate party, and entered accurately into CIPPS. 

5  4  3  2  1  NA 

 

 

2. CIPPS payroll duties are segregated between the person who 
collects and processes the source documents and the fiscal 
manager who oversees the payroll operations to ensure consistent 
application of internal control procedures. 

5  4  3  2  1  NA 

 

 

3. Proper source documentation is maintained and accessible for 
current or future review. 

5  4  3  2  1  NA 

 

 

4. The agency reviews the DOA centralized post audit of all CIPPS 
payments under the CIPPS/PMIS compare program and 
researches, explains and takes corrective action where necessary. 

5  4  3  2  1  NA 

 

 

Exhibit 112 – CAPP 50510 – CIPPS Employee Pay – Unpaid Leaves of Absence 
and Overpayments 

    
This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Accurate and complete timekeeping is performed to ensure that all 
periods of LWOP are reported and salary payments docked 
accordingly. 

5  4  3  2  1  NA 

 

 

2. The agency has implemented policies and procedures concerning 
LWOP and overpayments. 

5  4  3  2  1  NA 

 

 

3. All reductions in an employee’s salary are properly authorized and 
entered into CIPPS correctly and timely. 

5  4  3  2  1  NA 

 

 

4. The agency retains supporting payroll documents for audit 
purposes. 

5  4  3  2  1  NA 

 

 

5. The agency has procedures in place to ensure that benefits are 
adjusted appropriately. 

5  4  3  2  1  NA 
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Exhibit 113 – CAPP 50515 – CIPPS Employee Pay – Special Payments 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency verifies that information pertaining to special payments 
is complete, properly authorized, and entered accurately into 
CIPPS. 

5  4  3  2  1  NA 

 

 

2. Policies and procedures have been established to ensure the proper 
review of information entered into CIPPS before the certification 
process. 

5  4  3  2  1  NA 

 

 

3. CIPPS payroll duties are segregated between the person who 
collects and processes the source documents and the fiscal 
manager who oversees the payroll operations to ensure consistent 
application of internal control procedures. 

5  4  3  2  1  NA 

 

 

Exhibit 114 – CAPP 50520 – CIPPS Employee Pay – Workers’ Compensation 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency has established and maintained consistent standards 
and procedures for the payment of workers’ compensation awards 
and the calculation of related pay, fringe benefits, and leave. 

5  4  3  2  1  NA 

 

 

2. The agency verifies that the information processed is complete, 
properly authorized, and entered accurately into CIPPS. 

5  4  3  2  1  NA 

 

 

3. Payroll actions made to CIPPS are segregated between the person 
who collects and processes the source documents and the fiscal 
manager who oversees the payroll operations to ensure consistent 
application of internal control procedures. 

5  4  3  2  1  NA 

 

 

4. The agency retains supporting payroll documents for audit 
purposes. 

5  4  3  2  1  NA 

 

 

 

Exhibit 115 – CAPP 50525 – CIPPS Employee Pay – Virginia Sickness and 
Disability Program 

    
This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency has policies and procedures in place governing VSDP 
claim payment processing. 

5  4  3  2  1  NA 
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This Control Implemented and Operating Effectively Agree/Disagree Comments 

2. The procedures incorporate employee notification, receipt of VSDP 
TPA action reports, compliance with the VSDP program guidelines, 
and employee leave usage. 

5  4  3  2  1  NA 

 

 

3. Agency payroll personnel, fiscal officers, and human resource 
personnel coordinate effectively to ensure proper payment to 
employees. 

5  4  3  2  1  NA 

 

 

 

Exhibit 116 – CAPP 50530 – CIPPS Employee Pay – Void Payments 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. All voids submitted to DOA for processing are properly prepared by 
the payroll technician and reviewed by the fiscal manager to ensure 
validity. 

5  4  3  2  1  NA 

 

 

2. The fiscal manager documents evidence of the review of the 
appropriate documents and reports by providing a signature and 
date of the review. 

5  4  3  2  1  NA 

 

 

3. The agency has procedures in place to ensure that void checks are 
processed within 45 days from the check date. 

5  4  3  2  1  NA 

 

 

CIPPS Employee Pay– Conclusions Reached and Actions Needed:  [enter here] 

 

Exhibit 117 – CAPP 50605 – CIPPS Tax and Deduction Adjustments and Overrides 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency verifies that changes to employee and tax master files 
have been properly authorized and entered accurately into CIPPS. 

5  4  3  2  1  NA 

 

 

CIPPS Tax and Deduction Adjustments – Conclusions Reached and Actions Needed:  [enter here] 
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Exhibit 118 – CAPP 50705 – CIPPS Employee and Tax Master File Updates 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Before entering a manual pay set, the agency ensures that proper 
documentation (i.e. memorandums, authorizations) has been 
received and approved by appropriate parties. 

5  4  3  2  1  NA 

 

 

2. After entering a manual pay set, the agency verifies the results to 
ensure the entries are processed as expected. 

5  4  3  2  1  NA 

 

 

CIPPS Master File Updates – Conclusions Reached and Actions Needed:  [enter here] 

 

Exhibit 119 – CAPP 50805, 50810, 50815 – CIPPS Payroll Certification 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency has policies and procedures governing the certification 
process. 

5  4  3  2  1  NA 

 

 

2. The person responsible for data entry of the payroll is not the person 
responsible for certification of payroll. 

5  4  3  2  1  NA 

 

 

3. There is an assigned primary certifier and backup in cases when the 
primary certifier is not available. 

5  4  3  2  1  NA 

 

 

4. There are procedures in place to ensure that unauthorized 
personnel do not breach the certification security. 

5  4  3  2  1  NA 

 

 

5. There are procedures in place to ensure that security is continuously 
updated. 

5  4  3  2  1  NA 

 

 

 

Exhibit 120 – CAPP 50820 – CIPPS Payroll Certification – Post-Certification 
Activities 

    
This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency has policies and procedures governing the post-
certification process. 

5  4  3  2  1  NA 
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This Control Implemented and Operating Effectively Agree/Disagree Comments 

2. Procedures are in place to ensure that unauthorized personnel do 
not breach the certification security. 

5  4  3  2  1  NA 

 

 

3. Procedures are in place to reconcile the pre- and post-certification 
amounts and resolve any discrepancies that may exist. 

5  4  3  2  1  NA 

 

 

4. Procedures are in place to ensure employees are not paid more 
than they are entitled to or paid less than they are entitled to. 

5  4  3  2  1  NA 

 

 

CIPPS Payroll Certification – Conclusions Reached and Actions Needed:  [enter here] 

 

Exhibit 121 – CAPP 50905 – CIPPS Reconciliation – Monthly Reconciliation 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency completes and submits required reconciliations in a 
timely manner. 

5  4  3  2  1  NA 

 

 

2. The agency ensures that all records are maintained accurately and 
completely. 

5  4  3  2  1  NA 

 

 

 

Exhibit 122 – CAPP 50910 - CIPPS Reconciliation - Quarterly Reconciliation and 
Certification 

    
This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Fiscal management ensures that all quarterly reports have been 
reviewed and audited. 

5  4  3  2  1  NA 

 

 

2. Fiscal management ensures that all appropriate adjustments have 
been made prior to the certification of the final year-to-date totals on 
the quarterly report. 

5  4  3  2  1  NA 
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Exhibit 123 – CAPP 50915 – CIPPS Reconciliation – Calendar Year-End 
Reconciliation and Certification 

    
This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Fiscal management ensures that year-end reports have been 
reviewed and audited. 

5  4  3  2  1  NA 

 

 

2. Fiscal management ensures that all appropriate adjustments have 
been made prior to the certification of final year-to-date totals. 

5  4  3  2  1  NA 

 

 

3. Fiscal management ensures that all deadlines are adhered to and 
W-2s issued in compliance with all regulations. 

5  4  3  2  1  NA 

 

 

CIPPS Reconciliation – Conclusions Reached and Actions Needed:  [enter here] 

 

Exhibit 124 – CAPP 70510 – CIPPS Magnetic Media Interface Requirements 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Batch transactions procedures ensure valid transactions are 
properly recorded and executed. 

5  4  3  2  1  NA 

 

 

2. The agency has procedures to ensure batches are not duplicated. 5  4  3  2  1  NA 

 

 

3. Fiscal positions, responsible for approving and releasing 
transactions to DOA, are defined within the agency. 

5  4  3  2  1  NA 

 

 

4. Adequate security measures are followed to ensure confidentiality of 
data being transmitted. 

5  4  3  2  1  NA 

 

 

5. Agency procedures pertaining to the transaction approval process, 
submission of batch transactions, and the assignment of CIPPS 
access capabilities and user levels for agency personnel are 
developed and documented in such a manner that they can audited 
by APA. 

5  4  3  2  1  NA 

 

 

Payroll Accounting – CIPPS Magnetic Media Interface Requirements – Conclusions Reached and 
Actions Needed:  [enter here] 
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Exhibit 125 – CAPP 70735 – CIPPS FINDS Payroll Audit Tool 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. Policies and procedures specify how PAT Reports will be used for 
general information, payroll certification, budgeting, or other 
processes internally. 

5  4  3  2  1  NA 

 

 

FINDS CIPPS Payroll Audit Tool – Conclusions Reached and Actions Needed:  [enter here] 

 
CONTROL ACTIVITIES COMPONENT SUMMARY – Conclusions Reached and Actions Needed:  
[enter here] 

Exhibit 126 – CAPP 70105 – Agency-Based Automated Accounting Systems 
    

This Control Implemented and Operating Effectively Agree/Disagree Comments 

1. The agency planned and conducted the design, development, 
implementation, operation, or modification of automated accounting 
systems in accordance with the information systems security, 
development and maintenance policies and regulations of the 
Virginia Information Technologies Agency. 

5  4  3  2  1  NA 

 

 

2. The agency has procedures in place to reconcile records in agency 
systems to central systems. 

5  4  3  2  1  NA 

 

 

Agency-Based Automated Accounting Systems – Conclusions Reached and Actions Needed:  
[enter here] 
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Appendix A-2 – Process Control Assessment Example 
 
An example of the assessment of the control activities associated with a cash receipts process for 
checks follows.  In this example agency fiscal personnel have analyzed the agency’s CARS GLA 
postings as described in Appendix A – Process or Transaction-Level Control Activity 
Assessment, Steps 1-3, pp. 61-64, and have found that the code combination of Fund 09XX, GLA 
101, Trans Code 001 relates to its cash-received-on-account fiscal process.  The agency receives 
payments by check through the mail from customers who have previously been billed for 
services.  After the fiscal process has been identified, the process control activity assessment 
continues with the process documentation portion of Step 3 and with the remaining steps of the 
process control assessment as follows: 
 
Steps  3) Documentation of the process 

4) Risk assessment of the process 
5) Identification of control activities for the process 
6) Control activity testing 

 

Step 3 – Documentation of the Process 
Documentation of the process should begin with a review of the existing written procedures for 
the process.  A current walk-through of the process should also be performed to ascertain if any 
procedures have changed since the written procedures were last updated.  The tasks involved in 
the current process consist of the following: 
 

Task 1. The mailroom clerk opens the mail and separates the checks and remittance 
advices received from customers.  The checks are restrictively endorsed and 
totaled.  The remittance advices are date stamped, and a list of the remittances is 
prepared.  The remittance list and advices are forwarded to Accounts Receivable.  
The checks, a copy of the remittance list, and the control total are forwarded to 
Cash Receipts. 

 
Task 2. The cash receipts clerk receives the checks and assembles the bank deposit, 

preparing the deposit slip in triplicate.  The clerk’s supervisor approves the 
deposit slip after making sure that the remittance list and control totals match the 
deposit total.  The cash receipts clerk forwards the deposit receipts and two copies 
of the deposit slip to the bank.  A validated copy of the deposit slip is returned 
from the bank and filed. 

 
Task 3.   The cash receipts clerk uses the remittance list to post the receipts to the cash 

receipts journal.  The clerk also prepares a deposit certificate (DC) for entry to 
CARS.  The DC is forwarded to the CARS data entry clerk. 

Task 4.  The validated deposit slips, remittance lists, cash receipts journal and DCs are 
reconciled to the CARS ACTR0401 report on a weekly basis. 
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Once the tasks of the process are documented in narrative form, process flow analysis can be 
used to diagram the process to better understand interrelationships among process inputs, tasks, 
outputs, and responsibilities.  In order to diagram the process, the entities and documents 
involved in the process must be identified.  In this case the entities are the mailroom clerk, the 
cash receipts clerk, the accounts receivable clerk and the CARS data entry clerk.  The input 
documents for the process are the remittance advices and checks.  There are numerous output 
documents including the deposit slip, remittance list and CARS deposit certificate.  The analysis 
follows the flow of events from inputs to outputs, connecting the two through the appropriate 
processes.  Standard symbols for the elements of a process are shown in Exhibit 127. 
 

Exhibit 127 – Symbols for Flowcharting a Process  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
A process flow diagram for part of the cash receipts process is shown on the next page.  Tasks 2 
and 3 are diagrammed.  The lettered circles are connectors that represent either preceding or 
succeeding tasks or tasks performed by others that are outside of the scope of the analysis.  The 
circle labeled “A” represents Task 1 of the process that occurs in the mailroom.  In a full analysis 
there would be another diagram of the mailroom portion of the cash receipts process.  The circle 
labeled “C” refers to succeeding processes such as CARS data entry of the DCs and CARS 
reconciliations.  The circle labeled “B” represents the bank’s processing of the deposit, but 
because the bank is an outside entity, its process is not analyzed. 
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Exhibit 128 – Process Flow Diagram for the Cash Receipts Process 
 

 
 
 

-  112  - 



Agency Risk Management and Internal Control Standards 
Office of the Comptroller 
November 15, 2006, revised September 2015 

 

 
 

Steps 4 and 5 – Risk Assessment and Identification of Control Activities  
 
Once the steps of a fiscal process are documented, agency fiscal personnel can proceed to 
analyzing the risks involved in the process.  Potential adverse events or breakdowns in the 
process should be identified and classified as to their likelihood of occurrence and potential 
impact on the achievement of the agency’s objectives.  Control activities designed to prevent or 
detect these potential risk events are then identified.  At this point gaps in control activities 
should be readily apparent.  If a control gap relates to a highly likely and/or high impact risk 
event, measures for remedying the deficiency should be outlined in a corrective action plan. 
 
The process control activity questionnaires provided in Appendix A-1 can be used to gain 
additional input on a process during the risk assessment.   The questionnaires are intended to 
highlight typical areas of concern for a particular process.  Answering the questions could 
pinpoint areas where controls are weak or where more extensive testing may need to be done to 
determine the exact level of effectiveness of the control.   A completed questionnaire (Exhibit 
129) and a matrix relating fiscal process tasks to risk events and control activities and objectives 
(Exhibit 130) for the cash receipts for checks process example are provided starting on page 114. 
 

Step 6 – Control Activity Testing 
 
Completing the risk assessment for a fiscal process will aid in determining the nature and extent 
of the testing of controls.  Control activities associated with tasks with a high likelihood of 
misstatement or whose potential risk events would have a high impact should receive more 
extensive testing.  The testing program and results should be thoroughly documented.  In the 
cash receipts for checks process example the Process Control Assessment matrix contains 
columns for documenting how the control was tested and what the results of the test were. 
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Exhibit 129 – Completed Cash Receipts Process Questionnaire 
    

This Control Implemented and Operating 
Effectively 

Agree/Disagree Comments 

1. The agency has developed internal 
processing systems capable of 
separating payments received from the 
related accounting documents at the 
earliest possible processing point. 

5  4  3  2  1  NA 

Answer – 5 
Strongly Agree 

 

Checks are separated from 
remittance documents as soon as 
the mail is opened. 

2. The agency analyzes the full range of 
cash management techniques and 
banking services available to determine 
what benefit can be derived from their 
use. 

5  4  3  2  1  NA 

Answer – 3 
Somewhat Agree 

Agency has not investigated 
alternate processing services in 
some time. 

3. Deposit policies and procedures are in 
accordance with federal and state 
requirements, clearly stated, and 
systematically communicated through 
manuals, handbooks, or other media. 

5  4  3  2  1  NA 

Answer – 5  
Strongly Agree 

Deposit policies and procedures are 
fully documented and in accordance 
with state policies. 

4. All deposits are properly and accurately 
recorded and accounted for in CARS in a 
timely manner. 

5  4  3  2  1  NA 

Answer – 3 
Somewhat Agree 

During periods of high receipt 
activity checks are not always 
deposited within two banking days 
as required by state policy. 

5. Check endorsements meet Federal 
Reserve requirements and include the 
phrase “For Deposit Only.” 

5  4  3  2  1  NA 

Answer – 5 
Strongly Agree 

All checks are restrictively endorsed 
as soon as received. 

6. Responsibilities for collection and deposit 
preparation functions are segregated 
from those for recording cash receipts 
and general ledger entries. 

5  4  3  2  1  NA 

Answer – 5 
Strongly Agree 

The clerk who prepares the deposit 
has no responsibilities for recording 
deposit certificates in CARS. 

7. Responsibilities for cash receipts 
functions are segregated from those for 
cash disbursements. 

5  4  3  2  1  NA 

Answer – 5 
Strongly Agree 

Clerks who are responsible for cash 
receipts functions do not prepare 
cash disbursements. 

8. Receipts are accounted for and balanced 
to collections on a daily basis. 

5  4  3  2  1  NA 

Answer – 5 
Strongly Agree 

Remittance lists are reconciled to 
deposits on a daily basis.  Cash 
Receipts Journals are reconciled to 
CARS general ledger reports on a 
weekly basis. 
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This Control Implemented and Operating 

Effectively 
Agree/Disagree Comments 

9. Facilities exist for protecting undeposited 
cash receipts. 

5  4  3  2  1  NA 

Answer – 5 
Strongly Agree 

Undeposited cash receipts are 
stored in a secure area. 

Cash Receipts Accounting – Conclusions Reached and Actions Needed:   

Tests should be performed to ensure that the controls identified through questions 1, 5, 8 and 9 are 
operating effectively and as intended.  The results of the tests of controls should be thoroughly 
documented.  (See Exhibit 130, Process Control Activity Assessment for tests of controls and test results) 

Personnel testing controls over the cash receipts process should pay particular attention to controls 
related to the timeliness of deposits (Question 4) to determine how often deposits are not made within two 
banking days of the receipt of checks.  If tests of these controls yield unacceptable results, a plan for 
improvement should be made.   

It would also be advisable for the agency to investigate alternate cash management techniques, such as 
the use of lockbox services that could improve receipt processing efficiency and timeliness. 

 

-  115  - 



 

 

Agency Risk Management and Internal Control Standards 
Office of the Comptroller 

November 15, 2006, revised September 2015 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

This page intentionally left blank 
 
 
 

-  116  - 



Agency Risk Management and Internal Control Standards 
Office of the Comptroller 
November 15, 2006, revised September 2015 

 

 

 
 

Exhibit 130 - PROCESS CONTROL ACTIVITY ASSESSMENT – CASH RECEIPTS PROCESS FOR CHECKS 

Task Potential Risk 
Event 

Potential 
Problem or 

Misstatement 

Risk Event 
Likelihood & 

Response 
Control 

Activities  
Control 

Objectives Test of Control  Control Test 
Results 

1.  Mailroom 
Clerk stamps 
checks with 
restrictive 
endorsement and 
remittances 
advices with 
date. 

• Mailroom 
Clerk fails to 
stamp check. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
• Mailroom 

Clerk fails to 
stamp remit-
tance advice. 

• Check is 
credited to 
incorrect 
account by 
bank. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
• Incorrect 

receipt date is 
recorded in 
Accounts 
Receivable 
subsidiary 
ledger. 

• Low – Reduce 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
• Low – Reduce 
 

Verification – 
Cash Receipts 
Clerk verifies 
that checks have 
been stamped 
with a restrictive 
endorsement. 
 
 
 
 
 
 
 
 
 
 
 
 
 
Verification - 
A/R clerk 
verifies that 
remittance 
advices have 
been date 
stamped. 

Stewardship over 
assets 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Reliability of 
financial records 
– Receipt 
transactions 
should be 
recorded 
accurately in the 
correct period. 

Make inquiries of 
staff and observe 
immediate 
restrictive 
endorsement of 
incoming checks. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Obtain sample of 
remittance 
advices from file 
and examine for 
date stamp. 
 
 

Cash Receipts 
Clerk reports that 
the Mailroom 
Clerk sometimes 
fails to stamp 
checks with the 
restrictive 
endorsement. 
Compensating 
control – Cash 
Receipts Clerk 
stamps any 
checks that are 
missing the 
endorsement. 
Reiterate to 
Mailroom Clerk 
the importance 
of stamping 
checks. 
Control is 
effective. 
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Exhibit 130 - PROCESS CONTROL ACTIVITY ASSESSMENT – CASH RECEIPTS PROCESS FOR CHECKS 

Task Potential Risk 
Event 

Potential 
Problem or 

Misstatement 

Risk Event 
Likelihood & 

Response 
Control 

Activities  
Control 

Objectives Test of Control  Control Test 
Results 

 
2.  Mailroom 
clerk prepares a 
remittance list 
and check 
control total and 
forwards the list 
and remittance 
advices to 
Accounts 
Receivable.  A 
copy of the 
remittance list 
and the check 
control total are 
forwarded to 
Cash Receipts. 

 
• Mailroom 

Clerk fails to 
record check 
details. 

 
 
• Mailroom 

Clerk 
records 
incorrect 
check 
details. 

 

 
• Incorrect 

amount is 
credited to 
customer 
account. 

 
• Amount is 

credited to 
incorrect 
account. 

 
• Low - Reduce 

 
Review and 
Approval – A/R 
Clerk reviews 
remittance list 
for accuracy and 
completeness 
before entry into 
A/R subsidiary 
ledger. 

 
Reliability of 
financial records 
– Receipt 
transactions 
should be 
recorded 
accurately in the 
correct period. 

 
Trace from 
remittance list to 
cash receipts 
journal. 
 
Examine 
remittance list for 
indication of 
internal 
verification by 
A/R Clerk. 

 
Control is 
effective. 
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Exhibit 130 - PROCESS CONTROL ACTIVITY ASSESSMENT – CASH RECEIPTS PROCESS FOR CHECKS 

Task Potential Risk 
Event 

Potential 
Problem or 

Misstatement 

Risk Event 
Likelihood & 

Response 
Control 

Activities  
Control 

Objectives Test of Control  Control Test 
Results 

3.  Cash Receipts 
Clerk prepares 
deposit. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

• Cash 
Receipts 
Clerk totals 
deposit 
incorrectly. 

 
 
 
 
 
 
 
 
 
 
 
 
• Cash 

Receipts 
Clerk 
misappro-
priates 
check. 

• Incorrect 
deposit 
amount is 
recorded by 
bank. 

 
 
 
 
 
 
 
 
 
 
 
 
• Embezzlement 

of public 
funds is not 
prevented. 

• Low –Reduce 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
• Medium - 

Reduce 
 

• Review and 
Approval – 
Cash Receipts 
Supervisor 
approves 
deposit slip by 
verifying 
deposit total 
against 
remittance list 
and check 
control total 
prepared by 
Mailroom 
Clerk. 

 
 
• Safeguarding 

of Assets – 
Checks are 
restrictively 
endorsed 
immediately 
upon receipt. 

Reliability of 
financial records 
– Receipt 
transactions 
should be 
recorded 
accurately in the 
correct period. 
 
 
 
 
 
 
 
 
 
Stewardship over 
assets 

Trace filed check 
control totals to 
deposit records. 
 
Examine filed 
deposit slips for 
indication of 
internal 
verification by 
Cash Receipts 
Supervisor. 
 
 
 
 
 
 
Make inquiries of 
staff and observe 
immediate 
restrictive 
endorsement of 
incoming checks. 
 
 
 

Control is 
effective. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
See control test 
results for  
Task 1. 
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Exhibit 130 - PROCESS CONTROL ACTIVITY ASSESSMENT – CASH RECEIPTS PROCESS FOR CHECKS 

Task Potential Risk 
Event 

Potential 
Problem or 

Misstatement 

Risk Event 
Likelihood & 

Response 
Control 

Activities  
Control 

Objectives Test of Control  Control Test 
Results 

4. Checks are 
deposited.  
Validated copy 
of deposit slip is 
filed. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

• Check is lost 
while in 
route to 
bank.  

 
 
 
 
• Checks are 

not 
deposited on 
a timely 
basis. 

 
 
 
 
 
 
 
 
 
 
 
 
• Stamped 

deposit slip 
lost. 

• Recorded 
receipts do not 
match cash 
deposited. 

 
 
 
 
• Agency fails 

to meet state 
policy to 
deposit funds 
within two 
banking days 
of receipt. 

 
 
 
 

 
 
 
 
 
 
• Verification of 

deposit is lost. 

• Low – Reduce 
 
 
 
 
 
 
 
• Medium – 

Reduce 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
• Low - Accept 

• Safeguarding 
of Assets – 
Checks to be 
deposited are 
placed in a 
sealed 
envelope. 

 
• Review and 

Approval – 
Cash Receipts 
Supervisor 
reviews 
workflow to 
ensure that 
receipts are 
processed 
promptly. 

• Safeguarding 
of assets – 
Undeposited 
cash receipts 
are stored in a 
secure area. 

 
N/A 

Stewardship over 
assets 
 
Reliability of 
financial records  
 
 
 
Compliance with 
laws and  
regulations 

 
 
 
 
 
 
 

Stewardship over 
assets 
 
 
 
 
 
N/A 

Observe 
preparation of 
deposit. 
 
 
 
 
 
Compare dates of 
deposits with 
dates in the cash 
receipts journal 
and remittance 
listings. 
 
 
 
 
Observe handling 
of undeposited 
checks.  Make 
inquiries as to 
how checks are 
secured. 
 
If needed, deposit 
can be verified 
through the bank. 

Control is 
effective. 
 
 
 
 
 
 
Not always 
effective during 
periods of high 
receipt activity.  
Review staffing 
levels and 
procedures to 
improve 
compliance. 
 
Control is 
effective. 
 
 
 
 
 
N/A 
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Exhibit 130 - PROCESS CONTROL ACTIVITY ASSESSMENT – CASH RECEIPTS PROCESS FOR CHECKS 

Task Potential Risk 
Event 

Potential 
Problem or 

Misstatement 

Risk Event 
Likelihood & 

Response 
Control 

Activities  
Control 

Objectives Test of Control  Control Test 
Results 

5.  Cash Receipts 
Clerk posts 
remittances to 
Cash Receipts 
Journal. 

• Cash 
Receipts 
Clerk fails to 
record check 
details. 

 
• Cash 

Receipts 
Clerk 
records 
incorrect 
check 
details. 

• Accounting 
records are 
inaccurate or 
incomplete. 

• Medium –  
Reduce 

 

• Reconciliation 
– Source 
documents and 
Cash Receipts 
Journal are 
reconciled to 
CARS reports 
on a weekly 
basis. 

Reliability of 
financial records 
– Receipt 
transactions 
should be 
recorded 
accurately in the 
correct period. 

Review 
documentation of 
reconciliation of 
source 
documents and 
Cash Receipts 
Journal to CARS 
reports. 

Control is 
effective. 
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Exhibit 130 - PROCESS CONTROL ACTIVITY ASSESSMENT – CASH RECEIPTS PROCESS FOR CHECKS 

Task Potential Risk 
Event 

Potential 
Problem or 

Misstatement 

Risk Event 
Likelihood & 

Response 
Control 

Activities  
Control 

Objectives Test of Control  Control Test 
Results 

6.  Cash Receipts 
Clerk prepares 
Deposit 
Certificate (DC) 
and forwards it 
to CARS Data 
Entry Clerk. 
 
 
 
 
 
 
 
 
 
 
 

• DC batch total 
or coding is 
incorrect. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
• Cash Receipts 

Clerk alters 
accounting 
records to 
cover 
defalcation of 
funds. 

• Accounting 
records are 
inaccurate or 
incomplete. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
Embezzlement of 
public funds is not 
prevented. 

• Medium – 
Reduce 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
• Medium - 

Avoid 

• Review and 
Approval – 
Cash Receipts 
Supervisor 
reviews DC 
batches before 
they are 
released in 
CARS. 

• Reconciliation 
– Source 
documents and 
Cash Receipts 
Journal are 
reconciled to 
CARS reports 
on a weekly 
basis. 

• Segregation of 
Duties – No 
individual has 
uncontrolled 
access to both 
cash receipts 
and the 
accounting 
records for 
those receipts. 

Reliability of 
financial records 
– Receipt 
transactions 
should be 
recorded 
accurately in the 
correct period. 
 
 
 
 
 
 
 
 
 
 
Stewardship over 
assets 
 
Reliability of 
financial records 

Examine DC 
batches for 
indication of 
supervisory 
approval. 
 
 
 
 
Review 
documentation of 
reconciliation of 
source 
documents and 
Cash Receipts 
Journal to CARS 
reports. 
 
Observe 
segregation of 
duties. 

Control is 
effective. 
 
 
 
 
 
 
 
Control is 
effective. 
 
 
 
 
 
 
 
Control is 
effective. 
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Responsible for Maintenance: Chief of Police

Mission

The mission of the Richard Bland College (RBC) Department of Campus Safety & Police (“Department”) is to

provide a safe and secure living, learning, and working environment for the students, faculty, staff, and

visitors of the College by actively pursuing a positive relationship with the campus community, preserving

public order, , protecting the life and property of all, and providing education and training to law enforcement

personnel and the College community. The Department is staffed by certified police officers 24 hours a day,

seven days a week. The Department enforces all traffic, parking, and criminal laws on campus and provides

initial emergency medical response to medical emergencies. The Department should be the first contact for

any emergency and for assistance involving any criminal or policy violation. If counseling is needed after an

incident, the police will connect the student with the appropriate counseling service. There are several

emergency call boxes located at various sites across campus.

Contact the RBC Department of Campus Safety & Police at 804-862-6111 for all fire, medical, and police

related emergencies. The department is located at 510 Carson Drive, next to the facilities building.

Emergency Call Boxes

Emergency call boxes are located strategically across campus. They are relatively simple to use and may be

activated to request any type of assistance. Once a person presses the red button, the call box sends a

message to the police officer’s radio from the particular call box that was activated. The police officer may

communicate with the person via police radio until they arrive at the location.

Press and hold the red button to talk and then release the button to hear the police officer. If a student has

any questions concerning the call boxes, please call Campus Safety and Police at (804) 862-6111.

IN THIS SECTION:
O

Richard Bland College > Student Handbook > XVI. College Department Of Campus Safety And Police

QUESTIONS? ASK STATESMAN

https://www.rbc.edu/
https://www.rbc.edu/student-handbook/


Medical Needs

A student in need of medical attention should use the medical guide found in Appendix VIII for reference.

Campus Parking, Vehicle Registration, and Traffic Rules

This policy establishes parking and traffic rules and imposes the requirement of vehicle registration for

faculty, students, and staff to park their vehicles on the College campus. All motor vehicles are subject to

College traffic rules and Virginia traffic laws while on campus. The College assumes no responsibility for loss

or damage to private property. All traffic signs must be obeyed. The operation of any motor vehicle in such a

manner as to create excessive noise or smoke, or operation of any vehicle in a parking lot in an unsafe

manner, will result in revocation of parking privileges. Pedestrians shall have the right-of-way at all times, on

campus. The maximum speed for a vehicle on Johnson Road and Carson Drive is 25 miles per hour when

classes are in-session.

The College parking and traffic rules are designed to allow safe pedestrian and vehicular movement, to

ensure emergency vehicles and personnel access to buildings and spaces, to provide orderly parking of

vehicles on campus, and to provide for an equitable distribution of parking spaces with appropriate

priorities.

All information regarding these rules can be found in the Richard Bland College Policy Manual at

https://www.rbc.edu/policy-manual-2019/campus-safety-and-police-policies/.

Campus Safety & Security

Students are urged to be cognizant of their safety and security needs while on and off campus. An escort

service is available by contacting Richard Bland College (RBC) Police at 804-862-6111.

Students and other authorized personnel must utilize their RBC Identification Card (herein referred to as

the “RBC Card”) issued by RBC. The RBC Card is issued to each student during their initial registration, and is

valid their entire stay at RBC. The RBC Card provides access to services offered by the cafeteria, the

Department of Athletics, the bookstore, and the library, as well as to the front door entrance to the

residence halls. All cards will be deactivated at the close of each semester to ensure the residents’ safety and

security. Carry your RBC Card with you at all times. There is a $20.00 fee for replacing a lost card. Please

take note of the following:

Though RBC takes all reasonable precautions, our campus is a public area and therefore not immune to

the dangers of modern society. Therefore, as RBC cannot absolutely guarantee the safety and security of

the premises at all times, the College expects students to take reasonable precautions to protect

themselves and their property.

Residents may not lend their RBC Card to anyone; your RBC Card is for your use only.

https://www.rbc.edu/policy-manual-2019/campus-safety-and-police-policies/


Failure to comply with this requirement will result in immediate disciplinary action as it endangers the safety

of all residents.

Do not hold the front door open for other people. All authorized residents have an access card.

Do not prop doors open. For safety and security reasons, exterior, stairwell, and fire doors should never

be propped or intentionally unsecured at any time.

Keep your residential room door locked at all times.

Immediately report a lost key or lost access card to the Office of Residence Life or the Department of

Campus Safety & Police.

Do not allow other students to borrow your key or access card.

Report doors that do not close and/or lock, lights that do not work, or any other safety or security problem

in your academic building or residential building to the Office of Residence Life or the Department of

Campus Safety & Police.

Report suspicious circumstances (people or events) to the residence hall staff or RBC Department of

Campus Safety & Police.

The roofs, attics, and mechanical equipment rooms of all college buildings are restricted areas and may not

be entered.

Bomb Threats

All bomb threats will be considered real. The person receiving the bomb threat call should then immediately

call the Department of Campus Safety & Police at 804-862-6111. Similarly, suspicious packages, boxes, or

other containers containing possible explosive devices or contaminants should not be handled by students

and police should be contacted immediately.

Fire Evacuation Procedures

Students are required to know and understand the following procedure for evacuating a campus building

when the fire alarm is activated. Richard Bland College will not be held liable for students demonstrating

noncompliant evacuation behaviors.

General rules for fire evacuation

1. When the fire alarm sounds, all occupants must leave the building immediately.

2. No one is to return to the building until the RBC Campus Police or designees give permission.

3. All persons should proceed to the nearest parking area and must stand at least 50 feet away from the

buildings.

4. All persons must stand clear of roadways to allow firefighting equipment to reach buildings.

In case of an actual fire

1. Pull alarm and evacuate the building.



2. Call Campus Police at 804-862-61111.

3. Fire alarm pull stations are to be used only for fire and fire drills.

Bicycle Policy

All bicycle users must adhere to the Virginia laws relating to bicycles. Bicycle racks are provided by the

College for students to secure their bikes. Locking or leaning bicycles against poles, buildings, benches, trees,

signs, porch railings, and other college property is prohibited.

Skateboard Policy

Richard Bland College does not authorize activities that have the potential to create excessive noise or inflict

damage upon college property or cause physical injury. Students are expected to use good judgment and

common sense when riding bicycles, skateboards, longboards, scooters, and rollerblades on

campus. Hoverboards are banned from campus due to fire hazards. The College permits the use of

skateboards on the campus sidewalks only. Skateboards may not be used on the streets, campus roads,

buildings, the building porches, or on the walkway between the campus and the Student Village.

Fire Safety

Richard Bland College places high importance on promoting fire safety and encouraging all students to take

personal responsibility in this area. Students will participate in regular fire drills and attend periodic fire

safety programs in order to understand how to manage the risks and respond appropriately in case of

emergency. Students living on campus must exercise care and caution to prevent fires. All students and

visitors must abide by all fire safety regulations. Fire safety equipment is installed in each building on

campus. Students or guests are not permitted to tamper with fire safety equipment, including fire

extinguishers, smoke detectors, sprinklers, and fire exit doors. Setting off false alarms or discharging fire

extinguishers are serious violations. Students and guests are not permitted to have in campus buildings items

with open flames, including, but not limited to candles, hot plates, grills, and space heaters. Residential

students should review the non-permitted items list for a complete listing. The Office of Residence Life

reserves the right to reject any electrical appliance that it considers as potentially hazardous to the safety of

students and others. All students are expected to observe the following regulations critical to the prevention

of residence hall fires:

1. The use or possession of any dangerous chemical or explosive material, such as fireworks, gun powder,

gasoline, etc., is prohibited within the residence halls.

2. The integrity of all ceilings, floors, and walls must remain intact and not be disturbed. Light fixtures must

have a proper globe or deflector in place. Any open bulb fixtures are a fire hazard and must be reported to

ORL.

3. The possession or use of halogen lamps is prohibited.

4. The possession, lighting, or burning of candles, incense, oil lamps, gas lanterns, outdoor grills, or any device

capable of producing an open or enclosed flame or odor is prohibited in all student residences.



5. Students found to be tampering with fire alarms, smoke detectors, or fire extinguishers are subject to RBC

disciplinary action and legal prosecution. The same sanctions apply for calling an ambulance or firefighting

apparatus without just cause.

6. Window decorations other than college furnished shades, drapes, or blinds may be used but must carry a

recognized fire rating and be constructed of fire retardant material.

7. According to the International Fire Code 805.1.2, adopted as law by the Commonwealth of Virginia, no

more than 10% of a residence hall room’s wall surface area may be covered by potentially flammable

objects. This includes but is not limited to posters, framed pictures, photos, flags, tapestries, or any other

decorative object that that is mounted on the wall. Residents in residence hall rooms that approach or

surpass this 10% level may be required to remove items as necessary to comply with fire safety

requirements. Additional wall coverings (e.g. paneling, wallpaper, tapestries, etc.) may not be installed by

occupants. In addition, wall hangings should not come into contact with electrical outlets or come closer

than 12 inches to the heating unit. Hanging any object or item from ceilings or fire sprinkler heads is

prohibited.

8. Room doors, corridors, stairways, and building exits must be kept clear of obstructions at all times. Fire

doors on corridors and in stairways must be kept closed at all times.

9. All residents and guests must evacuate any building in which a fire alarm sounds. Persons refusing to

evacuate constitute a hazard to fire officials and will be subject to disciplinary action.



Responsible for Maintenance: Student Conduct Coordinator

Student Code of Conduct

The Richard Bland College (RBC) community shares a commitment to achieving our educational mission,

vision, and strategic goals. The William & Mary Board of Visitors and the RBC President bear ultimate

responsibility and authority; however, faculty, staff, and students share a responsibility to help maintain on

campus, in the classrooms, and in the residence halls, an environment that supports the pursuit of academic

learning and activities, respect for others, and the opportunity for personal growth and development. The

College expects students and student organizations to abide by the Student Code of Conduct both on and off

campus. The Student Code of Conduct for students applies to conduct that occurs on college property, at

college sponsored events and activities, and to off-campus conduct when the conduct adversely affects the

College community and the pursuit of its objectives. This Student Code of Conduct exists to provide an

environment conducive to the mission, vision, and values of the institution. Through this Code, the College

seeks to guide the development of personal responsibility, respect for others, and mature behavior. The

students’ observance of college regulations and policies is important, as is the observance of public laws.

The Code of Virginia contains public laws governing the conduct of all citizens and also contains specific

provisions relating to colleges and universities. Violations of the Code of Virginia may result in the

application of the College’s Student Code of Conduct procedures, which may result in a student’s expulsion

from RBC.

For misconduct involving student or employee discrimination, harassment or retaliation pursuant to the

College’s Policy Prohibiting Discrimination, Harassment and Retaliation (Non-Title IX), please refer to

the RBC Policy Manual for applicable policies and procedures.

For complaints involving student or employee sexual and/or gender-based harassment and other forms

of interpersonal violence, pursuant to Title IX, please refer to the RBC website

at https://www.rbc.edu/my-rbc/title-ix/ for applicable policies and procedures.

IN THIS SECTION:
O

Richard Bland College > Student Handbook > XIII. Student Code of Conduct

QUESTIONS? ASK STATESMAN

https://www.rbc.edu/my-rbc/title-ix/
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https://www.rbc.edu/student-handbook/
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Petersburg City Public Schools 

Code of Student Conduct 

 

Philosophy & Purpose 

 

Petersburg City Public Schools takes seriously its responsibility to provide a safe, supportive 

school environment for ALL students that enables them to graduate having met the profile of a 

Virginia Graduate as defined by the Virginia Department of Education (VDOE). We recognize 

that our students, families, and school personnel have rights as members of our school community, 

as well as a responsibility in providing a safe, supportive school environment that maximizes 

opportunities for both curricular and extracurricular success of PCPS students. Along with 

communicating the rights and responsibilities, it is important to establish and communicate clear 

expectations for student behavior across the division. As a cohort division implementing the 

VDOE’s Virginia Tiered Systems of Support (VTSS), each school has established age, 

developmentally, and contextually appropriate school-wide behavioral expectations that align with 

this Code of Student Conduct. We employ a proactive, preventative, instructional approach to 

addressing student behavior and providing support for students who need them in order to be 

successful. 

 

This PCPS Code of Student Conduct has been developed in alignment with the Virginia Board of 

Education’s Model Guidance for Positive and Preventative Code of Student Conduct Policy & 

Alternatives to Suspension. In addition to clearly defining behavioral expectations for students, 

this Code lists a menu of behavior interventions and responses to student behavior used by teachers 

and school administrators in equitably supporting students’ behavioral success. Disciplinary action 

will be determined based on the facts and context of each incident at the reasonable discretion of 

the school board and other appropriate school officials. Disciplinary responses to student behavior 

will be aligned with the Leveled Behavioral Interventions and Responses to Student Behavior 

established in this Code. 

 

This Code of Student Conduct applies to ALL Petersburg City Public Schools students when they 

are under the jurisdiction of the School Board. As such, students are subject to disciplinary action 

for misconduct that occurs: 

● In school or on school property 

● On vehicles owned by the School Board 

● On the way to and from school 

● Traveling to, at, and from bus stops 

● While participating in or attending any school-sponsored activity or trip 

● Off school property, when the acts lead to 

(i)   an adjudication of delinquency or a conviction for an offense listed in § 16.1-

305.1. of the Code of Virginia (unlawful purchase, possession or use of a weapon, 
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homicide, felonious assault and bodily wounding, criminal sexual assault, 

manufacture, sale, gift, distribution or possession of Schedule I or II controlled 

substances or marijuana, arson, and related crimes, and burglary and related 

offenses), criminal street gang activity or recruitment for such activity, or an act of 

violence by a mob, or a charge that would be a felony if committed by an adult. 

 

Rights & Responsibilities 

 

Parents/Guardians/Families 

 

These responsibilities of parents are included in the Parent Guide to Understanding Student 

Discipline Policies and Practices in Virginia Schools:  

● Support your school’s efforts to provide a safe, orderly environment conducive to learning 

for your child and all students.  

● Read carefully the school division’s standards of student conduct. If something is unclear 

or concerns you, talk with your child’s principal.  

● Review the standards of student conduct with your child to ensure that they understand the 

expectations and possible consequences for breaking them.  

● If your child does not follow a behavioral expectation and is disciplined, talk with your 

child to learn their version of what occurred. Meet with the teacher and school 

administrator immediately to talk about the incident and to develop strategies for 

preventing it from happening again.  

● Understand that Virginia law gives the local school board final administrative authority in 

all discipline matters.  

● Work with your child’s school to achieve the goal of responsible behavior. 

 

 

School Personnel 

 

According to the Standards of Accreditation 8VAC20-131220, “The professional teaching staff 

shall be responsible for providing instruction that is educationally sound in an atmosphere of 

mutual respect and courtesy….” Teachers are responsible for establishing and maintaining a safe, 

supportive environment that is developmentally and culturally appropriate and that promotes 

student academic, behavior, and social-emotional development.  Because there is a correlational 

link among student behaviors, positive school climate, and academic achievement, PCPS staff 

will: 

● Develop positive relationships; 

● Develop a safe and positive physical environment; 

● Teach (and re-teach when necessary) behavioral expectations;  

● Reinforce positive behavior;  
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● Provide instructional feedback on behaviors; 

● Utilize the school’s tiered framework of interventions and supports for students who are 

not meeting behavioral expectations; 

● Recognize personal stress, reactions that may escalate negative student behavior, and 

personal bias; and 

● Use individual and classroom data to progress monitor student behavior and the teacher’s 

responses to behavior. 

 

Students 

 

Every student shall be guaranteed all the rights and freedoms as are applicable and provided by 

the U.S. Constitution and the Virginia Constitution. These rights include but are not limited to  

● All students have the right to a free public school education from kindergarten to age 21.  

● Students have a right to be educated in a safe and supportive learning environment that is 

respectful of all persons safe from discrimination, harassment and bullying.  

● All students have the right to be treated fairly and to be given due process in all disciplinary 

situations in accordance with this document and the policies of this school division. 

 

These responsibilities of students are included in the Parent Guide to Understanding Student 

Discipline Policies and Practices in Virginia Schools: 

● To attend school and get to class on time.  

● To follow school behavioral expectations set forth in the school division.  

● To adhere to the standards of student conduct; these policies and rules apply when going 

to and returning from school, on the bus and at school-sponsored activities — even away 

from school and outside school hours. 

● To follow school and classroom expectations that are typically listed in school handbooks 

and posted in classrooms. 

● To show respect to other students and school staff.  

● To not bring to school, use or possess drugs, alcohol or tobacco products. 

● To not bring to school, use, or possess any weapon or other banned object.  

● To not participate in any gang or gang-related activity.  

● To not participate in fights or other forms of violence. 
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Search and Seizure 

 

A search involves an invasion of privacy. Whether a search of a student is permissible depends on 

a balancing of the student’s right to privacy and freedom from unreasonable search and seizure 

against the school division’s responsibility to protect the health, safety and welfare of all persons 

in the school community and to carry out its educational mission. To maintain order and discipline 

in the schools and to protect the health, safety and welfare of students and school personnel, school 

authorities may search a student, student belongings, student lockers, or student automobiles 

whenever the official has reasonable suspicion to believe that the student has violated or is about 

to violate the law or a school rule and that the search will yield evidence of the violation. School 

officials may seize any illegal, unauthorized, or contraband materials discovered in the search. 

 

Discipline of Students with Disabilities 

 

Disciplinary actions for students with disabilities will be determined in accordance with all 

relevant state and federal laws and regulations. Students with disabilities may be suspended out 

of school for ten days or less at a time in accordance with regular suspension procedures. The 

imposition of any additional short-term suspension after the first ten days cumulative in a school 

year must be reviewed to determine whether it will result in a change in placement. If it is found 

to result in a change in placement, then the discipline procedures for a suspension of greater than 

10 school days must be followed. Students with disabilities may also be long-term suspended or 

expelled in accordance with procedures governing such suspension and expulsion 

recommendations.  

 

Leveled Behavioral Interventions and Responses to Student Behavior 

 

Petersburg City Public Schools is committed to improving student behavior. In an effort to 

intervene early and support students who struggle displaying appropriate behavior, PCPS staff will 

teach appropriate behavior and provide opportunities for students to practice what they have 

learned and will use interventions and responses designed to improve student behavior and keep 

students in school before exclusionary practices are considered in situations where student and 

staff safety is not threatened. The family-school collaborative partnership is integral to the overall 

success of our students; as such, teachers and administrators will communicate and problem solve 

with families in order to provide behavioral interventions and support for students that are age, 

developmentally, and contextually appropriate. To implement a positive approach to student 

conduct, Petersburg City Public Schools will follow these levels of responses: 
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Level 1  Intended to prevent further behavioral issues while keeping the student in school 

 

● Re-teaching or modeling of desired 

behavior 

● Administrator-student conference 

and/or administrator-student-teacher 

conference 

● Written reflection or letter of apology 

● Peer mediation or conflict resolution 

● Behavior progress chart 

● School-based community service 

(appropriate to correct the behavior) 

● Restitution 

● Seat change 

● Loss of school privileges 

● Confiscation by the administration 

● Administrator-teacher-parent/guardian 

conference 

● Detention (before school, at lunch, 

after school) 

● RAM/MIP/HIP (up to two days) with 

behavioral instruction and academic 

support* 

● Student support plan  

 

*RAM: Reading and Math Intervention  

             Program 

 MIP: Middle School Intervention Program 

 HIP:  High School Intervention Program 
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Level 2  Designed to prevent further behavioral issues and keep the student in school; 

depending on the severity of the behavior, short-term removal of the student from the 

classroom may be appropriate. 

 

● Student conference 

● Administrator-teacher-counselor-

student conference (includes re-

teaching of expected behavior) 

● Administrator-teacher-parent/guardian 

conference 

● Check-in/check-out 

● Mediation or conflict resolution 

● Detention (before school, at lunch, 

after school) 

● Referral to support services (for 

example: school counselor, behavior 

specialist, mentor program, student 

support specialist, problem-solving 

team, substance use and intervention 

program) 

● Referral to individualized education 

program (IEP) team 

● Schedule change 

● School-based community service 

(appropriate to correct the behavior) 

● Referral for community-based services 

● Saturday school 

● Restitution 

● Confiscation 

● Temporary loss of privileges 

● RAM/MIP/HIP with behavioral 

interventions and/or restorative 

practices (one to three days) 

● Student support plan 
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Level 3  Depending on the severity, chronic nature of the behavior and/or safety concerns, 

Level 3 behaviors may result in the student’s short-term removal from school.  

 

● Administrator-teacher-parent/guardian 

conference 

● Detention 

● RAM/MIP/HIP with restorative 

practices (three-plus days not to exceed 

five days) 

● Referral to support services (for 

example: school counselor, behavior 

specialist, mentor program, student 

support specialist, problem solving 

team, therapeutic day treatment, 

substance use and intervention 

program) 

● Referral for community-based services 

● Functional behavioral assessment and 

behavior intervention plan 

development (special education 

students) 

● Functional behavioral assessment and 

behavior support plan development 

(general education students) 

● School-based community service 

● Revocation of privileges 

● Restitution 

● Referral to alternative education 

programs 

● Short-term out-of-school suspension 

(1-3 days for elementary students; 1-5 

days for secondary students) with a 

conference upon return 

● Behavior agreement (developed with 

and signed by the student, 

parent/guardian and school officials)* 

● Student support plan 

● Referral to law enforcement when 

required 

 

*A behavior agreement is not used in 

isolation; rather, it is one among several 

responses and should anchor those responses. 

 

 

Level 4  Some Level 4 behaviors require a report to the superintendent or superintendent’s 

designee as outlined in the Code of Virginia §22.1-279.3:1. Local school board 

policy may require additional reporting. A referral to the superintendent or 

superintendent’s designee does not automatically result in a long-term suspension, 

change of placement, or expulsion. After a review of the incident in context, the 

superintendent or designee may return the student to the comprehensive setting with 

additional supports and/or interventions.  

 

● Threat assessment as indicated by the 

behavior  

● Referral to law enforcement as 

required 

● Parent-administrator-teacher-student 

behavior agreement  

● Long-term revocation of privileges 

● Restitution via written agreement 

● Referral for community-based services 

● Schedule change 

● Student support plan 

● Short-term out-of-school suspension     

(1-3 days for PreK-3rd grade students; 

4-10 days for 4th-6th grade students;  

5-10 days for 7th -12th grade students)  

● Recommendation for a long-term 
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suspension as determined by local 

policy or by the Code of Virginia (11 to 

45 days as defined in §22.1-276.01) 

 

 

Level 5  Level 5 responses are reserved for behaviors that require a referral to the 

superintendent or designee. For prekindergarten to third-grade students, any 

suspension beyond three days must be referred to the superintendent. A referral to the 

superintendent or designee may not automatically result in an expulsion, alternative 

placement, school reassignment or long-term suspension.  

 

● Required school-based administrative 

responses to Level 5 behavior 

○ Threat assessment as indicated 

by the behavior 

○ Student support plan 

○ Referral to law enforcement as 

required 

○ Referral to superintendent or 

designee  

● Examples of superintendent or 

designee responses to Level 5 

behavior 

○ Long-term suspension (11 to 

45 days as defined in §22.1-

276.01 of the Code of 

Virginia)  

○ Alternative placement  

○ Expulsion 

 

 

Categories of Behavior: Descriptors and Levels 

 

To facilitate the equitable, responsive application of this Code of Student Conduct, five categories 

of behavior are defined and aligned with the aforementioned leveled responses. 

 

Category A: Behaviors that Impede Academic Progress (BAP) 

Behaviors in this category impede the academic progress of the student or of other students.  

 

● Interfering with learning in the classroom (talking, excessive noise, off-task, out of seat, 

possessing items that distract) 

● Interfering with learning outside of the classroom (excessive noise, interrupting a class, 

etc.) 

● Scholastic dishonesty (cheating, plagiarism) 

● Unexcused tardiness to class  

● Unexcused tardiness to school  
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Category B: Behaviors Related to School Operations (BSO) 

These behaviors interfere with the daily operation of school procedures.  

● Altering an official document or record 

● Bringing unauthorized persons to school or allowing unauthorized persons to enter the 

school building 

● Dress Code Violation  

● Failure to be in one’s assigned place on school grounds 

● Failure to attend assigned disciplinary setting  

● Gambling (games of chance for money or profit) 

● Giving false information to staff 

● Refusal to comply with requests of staff in a way that interferes with the operation of school 

● Unauthorized use of school electronic or other equipment 

● Vandalism, graffiti, or other damage to school or personal property 

● Violation of the Acceptable Use of Technology/internet policy 

● Violation of school board policy regarding the possession or use of portable 

communication devices 

 

Category C: Relationship Behaviors (RB) 

Behaviors in this category create a negative relationship between two or more members of the 

school community (No physical harm is done.)  

 

● Bullying with no physical injury  

● Cyberbullying 

● Failure to respond to questions or requests by staff 

● Inappropriate physical contact that is sexual in nature or violates school rules regarding 

contact 

● Posting, distributing, displaying, or sharing material or literature that is libelous, including 

using electronic means to post such material 

● Saying or writing either directly or through electronic communication sexually suggestive 

comments, innuendos, propositions, or other remarks of a sexual nature 

● Speaking to another in an uncivil, discourteous manner 

● Teasing, taunting, engaging in a verbal confrontation, verbally inciting a fight 

● Using profane or vulgar language or gestures (swearing, cursing, hate speech, gang signs 

or gestures) 

● Using slurs based upon the actual or perceived race, ethnicity, color, national origin, 

citizenship/immigration status, weight, gender, gender identity, gender expression, sexual 

orientation, or disability 

 

Category D: Behaviors of a Safety Concern (BSC) 

Behaviors in this category create unsafe conditions for students, staff, and/or visitors to the school. 

(LE) denotes that law enforcement must be notified as required by law. 

 

● Alcohol: Possessing or using alcohol (LE) 

● Alcohol: Distributing alcohol to other students (LE) 
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● Bullying Behavior without physical injury that continues after intervention; bullying that 

leads to physical injury should be classified as Assault and Battery.  

● Bus: Distracting the bus driver  

● Bus: Endangering the safety of others on the bus  

● Cyberbullying that continues after intervention; cyberbullying that relates a threat to the 

safety of students and staff should be treated with a higher level of intervention and 

consequences.  

● Drugs: Possessing drug paraphernalia   

● Drugs: Violating school board non-prescription (Over the counter) medication policy  

● Engaging in reckless behavior the creates a risk of injury to self or others 

● Exposing body parts, lewd or indecent public behavior  

● Fire alarm: Falsely activating alarm or other disaster alarm 

● Fire Related: Possessing items that could be used to set or cause a fire or produce large 

amounts of smoke  

● Inciting or causing a substantial disturbance to the operation of school or the safety of staff 

and/or students  

● Leaving school grounds without permission  

● Physical contact of a sexual nature – patting body parts, pinching, tugging clothing  

● Physical sexual aggression and/or forcing another to engage in sexual activity (LE) 

● Shoving, pushing, striking a student with no visible injury  

● Stealing money or property without physical force  

● Stealing money or property using physical force; no weapon involved  

● Stealing money or property using weapons or dangerous instruments  

● Throwing an object that has the potential to cause a disturbance, injury, or property damage  

● Tobacco: Possessing/Using tobacco products, electronic cigarettes, vaping equipment 

● Trespassing 

● Weapons: Possessing or selling any weapon as defined by school board policy, not 

including firearms 

 

Category E: Behaviors that Endanger Self or Others (BESO) 
Behaviors in this category endanger the health, safety, and/or welfare of either the student or others 

in the school community. 

 

● Assault: Intending to cause physical injury to another person  

● Assault and Battery: Causing physical injury to another person (LE) 

● Bomb threat – Making a bomb threat (LE) 

● Drugs: Possessing controlled substances, illegal drugs or synthetic hallucinogens or 

unauthorized prescription medications (LE) 

● Drugs: Being under the influence of controlled substances, illegal drugs, or synthetic 

hallucinogens or unauthorized prescription medications  

● Drugs: Using controlled substances or using illegal drugs or synthetic hallucinogens or 

unauthorized prescription medications (LE) 

● Drugs: Distributing controlled substances or prescription medications or illegal drugs or 

synthetic hallucinogens or alcohol to another student(s) (LE) 

● Fighting: The use of physical violence between students or on another person where there 

is no injury as determined by the school administration 



 

11 

● Fire: Attempting to set, aiding in setting, or setting a fire  

● Gang-Related Behavior: Engaging in threatening or dangerous behavior that is gang-

related as defined in §18.2-46.1. 

● Hazing as defined in §18.2-56. and noted in § 22.1-279.6. 

● Striking Staff: The use of force against a staff member when no injury is caused  

● Threatening or instigating violence, injury, or harm to a staff member  

● Threatening or instigating violence, injury, or harm to a staff member  

● Possession of a firearm or destructive device as defined in § 22.1-277.07. (LE) 

● Using any weapon to threaten or attempt to injure school personnel, students, or others 

(LE) 
  

Elementary SBAR Codes and Levels  

 
Category A: Behaviors that 

Impede the Academic Progress 

(BAP) of the student or of other 

students 

Level 1 Level 2 Level 3 Level 4 Level 5 Notify Law 

Enforcement 

Interfering with learning in the 

classroom (talking, excessive 

noise, off-task, out of seat, 

possessing items that distract) 

x x     

Interfering with learning outside 

of the classroom (excessive noise, 

interrupting a class, etc.) 

x x     

Scholastic dishonesty (cheating, 

plagiarism) 

x x     

     Unexcused tardiness to class x x     

     Unexcused tardiness to school x x     

 

Category B: Behaviors related 

to School Operations (BSO) 

interfere with the daily 

operation of school procedures     

(Elementary Schools) 

Level 1 Level 2 Level 3 Level 4 Level 5 Notify Law 

Enforcement 

Altering an official document or 

record 

x      

Bringing unauthorized persons to 

school or allowing unauthorized 

persons to enter the school 

building 

x x x    

Dress Code Violation x x     

Failure to be in one’s assigned 

place on school grounds 

x x     

Failure to attend assigned 

disciplinary setting (detention, in-

x x     
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school suspension, Saturday 

school) 

Gambling (games of chance for 

money or profit) 

x x     

Giving false information to staff x x     

Refusal to comply with requests 

of staff in a way that interferes 

with the operation of school 

x x x    

Unauthorized use of school 

electronic or other equipment 

x x     

Vandalism, graffiti or other 

damage to school or personal 

property 

x x x    

Violation of the Acceptable Use 

of Technology/Internet Policy 

x x     

Violation of school board policy 

regarding the possession or use of 

portable communication devices 

x x     

 

Category C: Relationship 

Behaviors (RB) create a 

negative relationship between 

two or more members of the 

school community (No physical 

harm is done.)        

Level 1 Level 2 Level 3 Level 4 Level 5 Notify Law 

Enforcement 

Bullying with no physical injury  x x     

Cyberbullying   x x x x  

Failure to respond to questions or 

requests by staff 

x x     

Inappropriate physical contact 

that is sexual in nature or violates 

school rules regarding contact 

x x x    

Posting, distributing, displaying, 

or sharing material or literature 

that is libelous, including using 

electronic means to post such 

material  

x x     

Saying or writing either directly 

or through electronic 

communication sexually 

suggestive comments, innuendos, 

propositions, or other remarks of 

a sexual nature 

x x     

Speaking to another in an uncivil, 

discourteous manner 

x x     
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Teasing, taunting, engaging in a 

verbal confrontation, verbally 

inciting a fight 

x x x    

Using profane or vulgar language 

or gestures (swearing, cursing, 

hate speech, gang signs or 

gestures) 

x x x    

Using slurs based upon the actual 

or perceived race, ethnicity, color, 

national origin, 

citizenship/immigration status, 

weight, gender, gender identity, 

gender expression, sexual 

orientation, or disability 

x x     

 

 

Category D: Behaviors of a 

Safety Concern (BSC) create 

unsafe conditions for students, 

staff, and/or visitors to the 

school.  

Level 1 Level 2 Level 3 Level 4 Level 5 Notify Law 

Enforcement 

Alcohol: Possessing or using 

alcohol 

x x x   X 

Alcohol: Distributing alcohol to 

other students 

 x x x  X 

Bullying Behavior without 

physical injury that continues 

after intervention 

  x x   

Bus: Distracting the bus driver x x     

Bus: Endangering the safety of 

others on the bus 

x x     

Cyberbullying that continues after 

intervention 

  x x x  

Drugs: Possessing drug 

paraphernalia 

x x x    

Drugs: Violating school board 

non-prescription (Over the 

counter) medication policy 

x x x    

Engaging in reckless behavior the 

creates a risk of injury to self or 

others 

x x x    

Exposing body parts, lewd or 

indecent public behavior 

x x x    

Fire Alarm: Falsely activating a 

or other disaster alarm 

 x x   X 

Fire Related: Possessing items 

that could be used to set or cause 

a fire or produce large amounts of 

smoke 

x x x   X 

Inciting or causing a substantial 

disturbance to the operation of 

school or the safety of staff and/or 

students 

x x x    

Leaving school grounds without 

permission 

x x x    
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Physical contact of a sexual 

nature – patting body parts, 

pinching, tugging clothing, 

x x x    

Physical sexual aggression and/or 

forcing another to engage in 

sexual activity 

    x X 

Shoving, pushing, striking a 

student with no visible injury 

x x x    

Stealing money or property 

without physical force 

x x     

Stealing money or property using 

physical force (no weapon 

involved) 

  x x   

Stealing money or property using 

weapons or dangerous 

instruments 

    x X 

Throwing an object that has the 

potential to cause a disturbance, 

injury, or property damage 

x x     

Tobacco: Possessing/Using 

tobacco products, electronic 

cigarettes, vaping equipment 

 x x    

Trespassing  x x    

Weapons: Possessing or selling 

any weapon as defined by school 

board policy , not including 

firearms 

   x x  

 

 

Category E: 

Behaviors that Endanger Self 

or Others (BESO) These 

behaviors endanger the health, 

safety, or welfare of either the 

student or others in the school 

community. 

Level 1 Level 2 Level 3 Level 4 
 

 

Level 5 Notify Law 

Enforcement 

Assault: Intending to cause 

physical injury to another person 

x x x    

Assault and Battery: Causing 

physical injury to another person 

  x x x X 

 

Bomb threat –Making a bomb 

threat 

x x x x x X 

 

Drugs: Possessing controlled 

substances, illegal drugs or 

synthetic hallucinogens or 

unauthorized prescription 

medications 

  x x x X 

Drugs: Being under the influence 

of controlled substances, illegal 

drugs, or synthetic hallucinogens 

or unauthorized prescription 

medications 

  x x x  

Drugs: Distributing controlled 

substances or prescription 

medications or illegal drugs or 

  x x x X 
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synthetic hallucinogens or alcohol 

to another student(s) 

Fighting: The use of physical 

violence between students or on 

another person where there is no 

injury as determined by the 

school administration 

x x x    

Fire: Attempting to set, aiding in 

setting, or setting a fire 

 x x x   

Gang-Related Behavior: 

Engaging in threatening or 

dangerous behavior that is gang-

related 

x x x x  X 

Hazing x     X 

Striking Staff: The use of force 

against a staff member when no 

injury is caused 

x x x x   

Threatening or instigating 

violence, injury or harm to 

another student 

x x x    

Threatening or instigating 

violence, injury or harm to a staff 

member 

x x x x   

Weapon: Possession of a weapon, 

other than a firearm, as defined by 

school board policy 

    x X 

Possession of a firearm or 

destructive device as defined in § 

22.1-277.07. 

    x X 

Weapon: Using any weapon to 

threaten or attempt to injure 

school personnel, students, or 

others 

  x x x X 

 

 

Secondary SBAR Codes and Levels 

 

Category A: Behaviors that 

Impede the Academic Progress 

 (BAP) of the student or of other 

students 

Level 1 Level 2 Level 3 Level 4 Level 5 Notify Law 

Enforcement 

Interfering with learning in the 

classroom (talking, excessive 

 noise, off-task, out of seat, 

possessing items that distract) 

x x     

Interfering with learning outside 

of the classroom  

(excessive noise, interrupting a 

class, etc.) 

x x     
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Scholastic dishonesty (cheating, 

plagiarism) 

x x     

Unexcused tardiness to class x x     

Unexcused tardiness to school x x     

 

Category B: Behaviors related 

to School Operations (BSO) 

Interfere with the daily 

operation of school procedures 

 

Level 1 

 

Level 2 

 

Level 3 

 

Level 4 

 

Level 5 

 

Notify Law 

Enforcement 

Altering an official document or 

record 

x x x    

Bringing unauthorized persons to 

school or allowing unauthorized 

persons to enter the school 

building 

x x x x   

Dress Code Violation x x     

Failure to be in one’s assigned 

place on school grounds 

x x x 

 

   

Failure to attend assigned 

disciplinary setting (detention, in-

school suspension, Saturday 

school) 

x x x    

Gambling (games of chance for 

money or profit) 

x x x x   

Giving false information to staff x x x    

Refusal to comply with requests 

of staff in a way that interferes 

with the operation of school 

x x x x   

Unauthorized use of school 

electronic or other equipment 

x x     

Vandalism, graffiti or other 

damage to school or personal 

property 

x x x x x X 

Violation of the Acceptable Use 

of Technology/internet policy 

x x     

Violation of school board policy 

regarding the possession or use of 

portable communication devices 

x x x    
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Category C: Relationship 

Behaviors (RB) create a 

negative relationship 

between two or more members 

of the school community (No 

physical harm is done.) 

Level 1 Level 2 Level 3 Level 4 Level 5 Notify Law 

Enforcement 

Bullying with no physical injury  

(Investigation must occur 

immediately for ALL LEVELS 

with resolution within 30 Days. 

Parental contact must be made 

for all students involved 

immediately after reported) 

x x x    

Cyberbullying  x x x    

Failure to respond to questions or 

requests by staff 

x x x    

Inappropriate physical contact 

that is sexual in nature or violates 

school rules regarding contact 

  x x x X 

Posting, distributing, displaying, 

or sharing material or literature 

that is libelous, including using 

electronic means to post such 

material  

x x x x x  

Saying or writing either directly 

or through electronic 

communication sexually 

suggestive comments,  

innuendos, propositions, or other 

remarks of a sexual nature 

   

x 

 

x 

 

x 

 

Speaking to another in an uncivil, 

discourteous manner 

x x x    

Teasing, taunting, engaging in a 

verbal confrontation, verbally 

inciting a fight 

x x x    

Using profane or vulgar language 

or gestures (swearing, cursing, 

hate speech, gang signs or 

gestures) 

x x x    

Using slurs based upon the actual 

or perceived race, ethnicity, color, 

national origin, 

citizenship/immigration status, 

weight, gender, gender identity, 

x x x    
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gender expression, sexual 

orientation, or disability 

 

 

Category D: Behaviors of a 

Safety Concern (BSC) create 

unsafe conditions for students, 

staff, and/or visitors to the 

school.  

 

Level 1 

 

Level 2 

 

Level 3 

 

Level 4 

 

Level 5 

 

Notify Law 

Enforcement 

Alcohol: Possessing or using 

alcohol  

   x x X 

Alcohol: Distributing alcohol to 

other students 

   x x X 

Bullying Behavior without 

physical injury that continues 

after intervention  

   x   

Bus: Distracting the bus driver x x x    

Bus: Endangering the safety of 

others on the bus 

x x x    

Cyberbullying that continues after 

intervention  

  x x x  

Drugs: Possessing drug 

paraphernalia  

  x x x X 

Drugs: Violating school board 

non-prescription (Over the 

counter) medication policy 

  x x x X 

Engaging in reckless behavior the 

creates a risk of injury to self or 

others 

  x x   

Exposing body parts, lewd or 

indecent public behavior 

  x x x  

Fire alarm: Falsely activating a or 

other disaster alarm 

 x x    

Fire Related: Possessing items 

that could be used to set or cause 

a fire or produce large amounts of 

smoke 

   x x X 

Inciting or causing a substantial 

disturbance to the operation of 

school or the safety of staff and/or 

students 

   x x X 
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Leaving school grounds without 

permission 

 x x    

Physical contact of a sexual 

nature – patting body parts, 

pinching, tugging clothing,  

  x x x  

Physical sexual aggression and/or 

forcing another to engage in 

sexual activity 

   x x X 

Shoving, pushing, striking a 

student with no visible injury  

x x x x   

Stealing money or property 

without physical force 

 x x x   

Stealing money or property using 

physical force (no weapon 

involved) 

  x x x X 

Stealing money or property using 

weapons or dangerous 

instruments 

   x x X 

Throwing an object that has the 

potential to cause a disturbance, 

injury, or property damage 

 x x x x X 

Tobacco: Possessing/Using 

tobacco products, electronic 

cigarettes, vaping equipment 

x x x    

Trespassing  x x x   

Weapons: Possessing or selling 

any weapon as defined by school 

board policy , not including 

firearms 

   x x X 

 

 

 

Category E: Behaviors 

that Endanger Self or 

Others (BESO) These 

behaviors endanger the 

health, safety, or welfare 

of either the student or 

others in the school 

community. 

 

Level 1 

 

Level 2 

 

Level 3 

 

Level 4 

 

Level 5 

 

Notify Law 

Enforcement 

Assault: Intending to cause 

physical injury to another 

person 

  x x x X 
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Assault and Battery: 

Causing physical injury to 

another person 

  x x x X 

Bomb threat –Making a 

bomb threat 

   x x X 

Drugs: Possessing 

controlled substances, 

illegal drugs or synthetic 

hallucinogens or 

unauthorized prescription 

medications 

   x x X 

Drugs: Being under the 

influence of controlled 

substances, illegal drugs, or 

synthetic hallucinogens or 

unauthorized prescription 

medications 

   x x  

Drugs: Using controlled 

substances or using  illegal 

drugs or synthetic 

hallucinogens or 

unauthorized prescription 

medications  

   x x X 

Drugs: Distributing 

controlled substances or 

prescription medications or 

illegal drugs or synthetic 

hallucinogens or alcohol to 

another student(s)  

   x x X 

Fighting: The use of 

physical violence between 

students or on another 

person where there is no 

injury as determined by the 

school administration 

  x x   

Fire: Attempting to set, 

aiding in setting, or setting 

a fire 

   x x X 

Gang-Related Behavior: 

Engaging in threatening or 

dangerous behavior that is 

gang-related  

   x x X 

Hazing      x X 

Striking Staff: The use of 

force against a staff 

   x x X 
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member when no injury is 

caused 

Threatening or instigating 

violence, injury or harm to 

a staff member 

  x x x  

Threatening or instigating 

violence, injury or harm to 

another student 

  x x x  

Possession of a firearm or 

destructive device  

    x X 

Using any weapon to 

threaten or attempt to injure 

school personnel, students, 

or others 

    x X 

 

Student Dress Code  

 

The Petersburg School Board acknowledges the right of students and their parents to exercise 

personal judgment, within certain boundaries, in matters of dress and grooming. The Board also 

recognizes that neatly attired and well-groomed students take more pride in themselves and are 

more likely to practice habits of self-discipline and to display a more positive attitude and 

demeanor toward all aspects of the division’s educational program. To that end, appropriate 

dress and grooming contribute to a more productive learning environment. 

 

All students are expected to be neatly groomed and dressed appropriately for school and school 

activities. Any form of dress that is disruptive in appearance including being ill-fitting, see-

through or has holes in pants or tops or hangs off the body is detrimental to the proper conduct of 

the school and will not be permitted. All students must observe the following guidelines: 

 Shorts and skirts must be worn no more than two inches above the knee when standing 

and five inches above the knee when sitting. 

 Leggings can only be worn with skirts and dresses that are no more than two inches 

above the knee when standing and five inches above the knee when sitting. Leggings 

cannot be worn alone with T-shirts or blouses. 

 Tank tops, tube tops, halter tops, see-through shirts, mesh shirts and clothing that exposes 

the midriff or chest are not appropriate. Shirts and tops should be buttoned high enough 

to cover the chest. Jerseys cannot be worn without T-shirts. 

 Tight-fitting clothing is not permitted. Sweats, exercise, aerobic suits, pajamas and 

lounging sets are not permitted. 

 Pants and shirts must be proportionate to body size; no oversized clothing. 
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 T-shirts and other clothing that depict references to controlled substances, gang 

affiliations, unacceptable language and symbols or that may be sensitive to the culture of 

students or staff members are prohibited. No clothing will be permitted that may be 

offensive or suggestive to any race, gender or religion. 

 Pants and trousers must be fastened properly at the natural waist, using a belt worn 

through the belt loops and buckled at all times so no undergarment is visible. 

 Shoes must be worn at all times. Sandals are permissible, but appropriate athletic shoes 

must be worn in PE and during recess. Neither the School Board of Petersburg City nor 

Petersburg City Public Schools is responsible for any injuries that may occur due to 

students who wear improper shoes. 

 No sunshade glasses are to be worn in the building unless it is medically prescribed that 

they be worn indoors. 

 Religiously and ethnically specific or significant head coverings and hairstyles are 

permitted, including hijabs, yarmulkes, headwraps, braids, locs, and cornrows, as well as 

head coverings needed for medical reasons and headgear approved for school activities 

are permitted.  No other headgear (hats, caps, hoods, bandanas, bonnets, curlers, do-rags, 

sweatbands, etc.) is to be worn inside the building.  

 

Appropriate disciplinary action will be taken for violations of the dress code. Any violation will 

result in an administrator referring the student to the office, where the student will be provided 

appropriate attire. If proper attire is not available, a parent will be called to bring appropriate 

clothing. The student will wait for the clothing in in-school suspension. Enforcement of this 

dress code will be done in a manner that protects students’ rights and preserves students’ dignity.  

 

Attendance/Truancy  

 

If a student must be absent, the parent/guardian is responsible for notifying the school.  Upon the 

student’s return to school, a written note which provides the dates and reason for the absence and 

is signed by the parent is the preferred verification of absence.  This note must be provided by 

the second day the student returns to school.  Parent notes may not exceed a student’s absence of 

two days.  If a student is absent three or more days, a medical note is required.   

  

Verified absences for these reasons qualifies the student for an exemption from attendance policy 

procedures:  

  

Chronic/Extended Illness  

A student absent because of a chronic illness must provide medical documentation to the school 

administrator and complete the Chronic Illness form.  The Chronic Illness form is secured at the 

school level.    
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If a student is absent because of a chronic/extended illness and is in need of homebound services, 

the parent must contact the Student Support Services Department for the homebound form.  

Documentation from a physician will be required.  

  

Suspension 

A parent/guardian must accompany students back to school after an out of school suspension, 

three to ten days, for a conference with the school administrator.    

  

Make-up Assignments  

A student who has an excused absence, including in-school and out of school suspension, will be 

provided class work and homework material, if requested by the parent and/or student, so the 

student may remain current with school instruction as long as the student is enrolled in school.  

  

Electronic Devices 

 

Students may possess a cellular telephone, smart phone, or other communication device on 

school property, including school buses, provided that the power on these devices are turned off 

prior to entering the classroom/school building. Students may utilize such electronic devices 

while traveling to and from school provided that these items are not a distraction to the bus 

driver and/or do not compromise safety.  

  

Substance Possession, Use, and Distribution 

  

Students shall not use, be under the influence of, or have in their possession any alcoholic 

beverages on school property, going to or coming from school, or at school-sponsored activities.  

This also includes the intent to sell, give, share, pass, or arrange for a sale to occur on school 

property, going to or coming from school, or at school-sponsored activities.  Students shall be 

subject to disciplinary actions.  

  

Students shall not use, give to another, possess, be under the influence, including suspicion of 

being under the influence, of marijuana, controlled substances, look-alike-controlled substances, 

or possessing drug paraphernalia on school property, going to or coming from school, or at 

school-sponsored activities.  As such, students shall be subject to disciplinary actions.  

  

Dangerous Objects and Firearms (Including Look-Alikes) 

  

In order to assure the safety and welfare of students, staff and other persons, weapons and other 

prohibited items shall not be permitted on any school property, on school buses, going to or from 

school, or at any school-related activity, regardless of the location of the activity.  A student will 

not distribute, handle, use, transmit, or possess a weapon or any object that is designed or used to 
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inflict bodily injury or place a person in fear of bodily injury or any object which can reasonably 

be considered a weapon.  This includes, but is not limited to, look-a-like pistols and fireworks.  

Virginia law and School Board policy prohibits these items.  Students shall be subject to 

disciplinary actions up to expulsion.  Police notification is mandatory for these offenses.    

  

Assault/Fighting/Threats 

  

Students and school personnel are entitled to a school environment free from threat and the 

physical aggression of others. The following acts are prohibited: two or more parties striking 

each other for the purpose of causing bodily harm, threatening, posturing to fight, instigation, 

gang activity, bullying and cyberbullying. Videotaping fights is considered instigation. A student 

who is assaulted and retaliates by any physical means, will result in corrective action for 

fighting.    

  

Integrity 

  

Students are expected to perform honestly through the development of their own work and 

refrain from cheating, plagiarism, and falsification.  

  

Theft 

 

A student shall not take or attempt to take school property or personal property of others without 

permission. Violators are subject to corrective action at school and may be referred to 

appropriate authorities for legal action.  

  

Transportation 

  

Riding the school bus is a privilege. Good behavior is required going to, coming from, and at bus 

stops (i.e. door to door) and while riding the bus.  School bus stops are considered school 

property. The privilege of riding the school bus may be suspended if misconduct jeopardizes the 

safe operation of the school bus or the safety of students riding the bus. The driver shall be 

responsible for maintaining good conduct on the bus. Drivers shall report any violation of their 

rules and expectations to the school administration.  Students who violate the Code of Conduct 

and bus rules may lose the privilege of riding the bus for a specified time or permanently.  

  

Tobacco Products (Including Smokeless) 

  

Petersburg City Public Schools are smoke-free environments. Students are prohibited from 

possessing, selling, trading or offering to do so, smoking and/or using tobacco products or 

nicotine vapor or alternative nicotine vapor, vapor paraphernalia, cigarettes, matches, or lighters, 
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on school buses, in school buildings, on school property, going to or from school, or at any 

school-related activity, regardless of the location of the activity.     

  

Trespassing 

  

Students are considered to be trespassing if they are present at a school other than the school in 

which they are enrolled unless they are attending an approved school activity or have the 

approval of school administration. Students serving an out-of-school suspension, or disciplinary  

cases are pending a long-term suspension or expulsion decision, are not allowed on any school 

property without the permission of the school administration; including but not limited to, school 

buses, school bus stops, and or at any school-related activity, regardless of the location of the 

activity.  

  

Vandalism 

  

Students shall not willfully or maliciously damage or deface any school building or other 

property owned or under the control of the School Board. In addition, students shall not willfully 

or maliciously damage or deface property belonging to or under the control of any other person 

at school, on a school bus or at school-sponsored events regardless of the location of the activity.  

  

Sexual Harassment/Inappropriate Sexual Behavior 

  

Sexual harassment is a form of discrimination based on a person’s sex even if the persons are the 

same sex. It occurs when a student or staff is treated unfairly because of the student’s sex, or 

when a student feels hurt or uncomfortable because of what is said or done by another person 

(student or staff). Words (spoken or written), actions, or bodily contact may be considered sexual 

harassment if they are connected in some way with a person’s sex, and if they are considered to 

be unwanted or harmful by the student, and if they create an unsafe learning environment.  

  

Bullying/Harassment 

  

Bullying/harassment is a conduct which annoys, threatens, intimidates, alarms, or puts a person 

in fear of the student’s safety. It is unwanted, unwelcomed, and uninvited behavior that demeans, 

threatens, or offends others. A student, either individually or as a part of a group, shall not harass 

or bully others. The prohibited conduct may include physical, verbal, or written intimidation, 

taunting, name-calling, insults, rumors, being threatened or forced to do things.  The combination 

of prohibited activities includes verbal or written consisting of comments directed toward and 

based upon a person’s race, religion, sex, sexual orientation, national origin, disability, or 

physical abilities or characteristics, or intellectual ability, or associates of the targeted person or 

group.   
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Any aggressive behavior that involves unwanted negative actions and a pattern of behavior 

repeated over time, is considered bullying. Similarly, as bullying, cyberbullying refers to any 

threats by one student towards another or as a group, typically through emails or on websites 

(e.g. blogs, social networking sites, electronic communications) that support deliberate, hurtful 

messages intended to harm others including but not limited to sending mean, vulgar, or 

threatening messages or images, posting sensitive, private information about another student,  

pretending to be someone else in order to make that student look bad, and defamatory online 

personal polling websites.  

  

Arson 

  

Student conduct which may put others in danger will not be permitted. This includes but is not 

limited to violations of fire regulations; lighting matches, incendiary or explosive materials (i.e. 

firecrackers, fireworks), and trash can fire would be included in this category if they were 

contributing factors to a damaging fire, to burn, or to destroy, in any manner, school property or 

the property of school staff or students.  

  

Bomb Threats 

  

Students shall not engage in any illegal conduct involving firebombs, explosive or incendiary 

materials or devices or hoax of explosive devices or chemical bombs as defined in the Code of 

Virginia. Moreover, students shall not make any threats or false threats, through oral, written, or 

electronic transmission, to bomb school personnel or school property.  

  

Technology/Acceptable Use 

  

Acceptable use of technology includes use of computers, computer networks, and other 

electronic technology used only for valid educational purposes and only with the approval of a 

school staff member. When using electronic technology in the school or school setting, students 

are required to abide by the Code of Conduct and by Petersburg City School Division’s 

Acceptable Computer Use Policy and Regulation.  Unacceptable use of technology off school 

property which has a material effect on the operation or general prosperity of the School 

Division, impacts the integrity of the educational process, and threatens a safe learning 

environment for students and staff.  
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Suspensions, Expulsions, and Appeals 

 

While suspensions are a last resort in responding to student behavior, there are times when 

exclusionary practices are warranted to ensure safe learning environments for students and staff. 

Students may be assigned in-school suspension, bus suspension, or out-of-school suspension by 

the principal, assistant principal, or in their absence, any teacher (administrative aide), and dean of 

students. Before students can be suspended, whether in-school or out-of-school, they must be 

informed of which SBAR code has been violated; given an explanation of the facts as known by 

school personnel; and given an opportunity to provide their version of what occurred. Students are 

not allowed on any Petersburg City Public Schools property or event during the suspension period 

unless an exception has been granted by the principal.  

 

Students and/or their parents have the right to appeal in-school, bus suspensions, and out-of-school 

suspensions. Appeals must be received in writing as described below. Failure to submit an 

appeal request within the specified timeframe constitutes a waiver of the right to appeal. 
Unless an appeal hearing is expressly requested in the written appeal request, the appeal will 

consist of a review of the incident and the student’s record with the following considerations: (A) 

whether the facts warranted the suspension; (B) if the consequences were appropriate for the 

behavior; and (C) whether school or division procedures were followed. Students will remain 

suspended during the appeal process. 

 

In-School Suspension and Bus Suspension Appeal Process 

 

 If the student and/or parent/guardian disagrees with a suspension assigned by the assistant 

principal or teacher (administrative aide), and dean of students, the parent/guardian and/or 

student may appeal to the principal to review the suspension. The appeal must be in writing 

and submitted within two (2) business days of being notified of the suspension.  

 

 The principal will review the suspension assigned by the assistant principal or teacher 

(administrative aide), and dean of students and either uphold, modify, or overturn the 

suspension based on an examination of the incident and the student’s record. The principal 

will notify the parent/guardian in writing within two (2) business days of the decision to 

uphold, modify, or rescind the suspension. 

 

 The decision of the principal will be final. 

 

 If the suspension was assigned by the principal, the student and/or parent/guardian may 

appeal to the Hearing Officer to review the suspension.  

 

 The Hearing Officer will review the suspension assigned by the principal and either uphold, 

modify, or overturn the suspension based on an examination of the incident and the 

student’s record. The Hearing Officer will notify the parent/guardian in writing within three 

(3) business days of the decision to uphold, modify, or overturn the suspension. 
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 The decision of the Hearing Officer will be final. 

  

Short-Term (10 days or less) Suspension 

 

Students who have been assigned a short-term suspension are expected to make up their 

schoolwork within ten (10) school days, effective the date of their return to school. For suspensions 

longer than three (3) school days, the parent/guardian will coordinate the pick-up and return of the 

student’s work with the designated school personnel according the school’s established 

procedures. 

 

 Short-Term Suspension Appeal Process 

 

 If the student and/or parent/guardian disagrees with a suspension assigned by the assistant 

principal or teacher (administrative aide), and dean of students, the parent/guardian and/or 

student may appeal to the principal to review the suspension. The appeal must be in writing 

and submitted within two (2) business days of being notified of the suspension.  

 

 The principal will review the suspension assigned by the assistant principal or teacher 

(administrative aide), and dean of students and either uphold, modify, or overturn the 

suspension based on an examination of the incident and the student’s record. The principal 

will notify the parent/guardian in writing within two (2) business days of the decision to 

uphold, modify, or rescind the suspension. 

 

 If the student and/or parent/guardian disagrees with the appeal decision made by the 

principal, the student and/or parent/guardian can appeal to the Hearing Officer to review 

suspension. The appeal must be in writing and submitted within two (2) business days of 

being notified of the principal’s appeal decision. 

 

 The Hearing Officer will review the suspension and either uphold, modify, or overturn the 

suspension based on an examination of the incident and the student’s record. The Hearing 

Officer will notify the parent/guardian of the decision in writing within three (3) business 

days. 

 

 The decision of the Hearing Officer will be final. 

 

 If the suspension was assigned by the principal, the student and/or parent/guardian may 

appeal to the Hearing Officer to review the suspension.  

 

 The Hearing Officer will review the suspension assigned by the principal and either uphold, 

modify, or overturn the suspension based on an examination of the incident and the 

student’s record. The Hearing Officer will notify the parent/guardian of the decision in 

writing within three (3) business days. 

 



 

29 

 The decision of the Hearing Officer will be final. 

 

Long-Term (11 days - 45 days) Suspension 

 

Under certain conditions, school administrators may recommend to the Superintendent (or 

designee) that a student be long-term suspended from school attendance in Petersburg City Public 

Schools. The student and his/her parent/guardian must receive written notice of: 

 

 the recommended expulsion,  

 the reason(s) for the suspension,  

 the right to a due process hearing with the Hearing Officer within ten (10) school days of 

the original suspension date,  

 the right to be represented by legal counsel at the hearing, 

 the appeal process to be followed, and 

 information regarding the availability of community-based education programs, alternative 

education programs, and/or intervention programs. 

 

The Hearing Officer will conduct a hearing during which he/she will receive evidence and 

testimony by the student, parent/guardian, principal, and other necessary parties invited to 

participate by the Hearing Officer. The Hearing Officer will determine whether sufficient 

evidence exists that warrants a long-term suspension, as well as the length of the suspension. 

The Hearing Officer will notify the student/parent/guardian of the decision in writing within 

three (3) business days.  

 

 If the student and/or parent/guardian disagrees with the decision made by the Hearing 

Officer, the student and/or parent/guardian can appeal to the School Board Disciplinary 

Committee to review the suspension. The appeal must be in writing and submitted within 

two (2) business days of being notified of the Hearing Officer’s decision. 

 

 The School Board Disciplinary Committee will review the suspension and either uphold, 

modify, or overturn the suspension based on an examination of the incident and the 

student’s record. The Hearing Officer will notify the student/parent/guardian of the 

Committee’s decision in writing within three (3) business days. 

 

 If the student and/or parent/guardian disagrees with the decision made by the School Board 

Disciplinary Committee, the student and/or parent/guardian can appeal to the full School 

Board to review the suspension. The appeal must be in writing and submitted within two 

(2) business days of being notified of the Hearing Officer’s decision. 

 

 The School Board will review the suspension and either uphold, modify, or overturn the 

suspension based on an examination of the incident and the student’s record and render a 

decision within thirty (30) business days.  
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Expulsion (365 Calendar Days) 

 

Under certain conditions, school administrators may recommend to the School Board that a student 

be suspended with a recommendation for expulsion from school attendance in Petersburg City 

Public Schools. The student and his/her parent/guardian must receive written notice of: 

 

 the recommended expulsion,  

 the reason(s) for the suspension,  

 the right to a due process hearing with the Hearing Officer within ten (10) school days of 

the original suspension date,  

 the right to be represented by legal counsel at the hearing, 

 the appeal process to be followed, and 

 information regarding the availability of community-based education programs, alternative 

education programs, and/or intervention programs. 

 

The Hearing Officer will conduct a hearing during which he/she will receive evidence and 

testimony by the student, parent/guardian, principal, and other necessary parties invited to 

participate by the Hearing Officer. The Hearing Officer will determine whether sufficient evidence 

exists that warrants forwarding the recommendation for expulsion to the School Board. The 

Hearing Officer will notify the student/parent/guardian of the decision in writing within three (3) 

business days. If the Hearing Officer determines that there is insufficient evidence for the 

expulsion recommendation, the Hearing Officer will determine an appropriate alternative 

consequence. 

 

If sufficient evidence exists that warrants forwarding the recommendation for expulsion to the 

School Board, the School Board will review the recommendation, along with the student’s record, 

and render a decision within thirty (30) business days. 

 

The School Board may expel a student from attending Petersburg City Public School after 

notifying the parent/guardian of the following: 

 length of the expulsion, 

 reason for the expulsion, 

 right of the student to a due process hearing before the School Board, 

 right to be represented by legal counsel at the hearing, 

 availability of community-based programs for education, alternative education programs, 

and/or intervention programs, 

 eligibility or requirement of the student to attend a School Board approved or sponsored 

alternative education program or adult education program during or following the 

expulsion period, and 

 the student’s right to petition the School Board for readmission at the conclusion of the 

expulsion period (one (1) calendar year from the effective date of the expulsion) and the 

procedures for requesting readmission. 

 

Recommendations for expulsion shall be based on consideration of the following factors:  

(1) the nature and seriousness of the violation;  

(2) the degree of danger to the school community;  
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(3) the student’s disciplinary history, including the seriousness and number of previous 

infractions;  

(4) the appropriateness and availability of an alternative education placement or program;  

(5) the student’s age and grade level;  

(6) the results of any mental health, substance abuse, or special education assessments;  

(7) the student’s attendance and academic records; and  

(8) such other matters as the division superintendent or his designee deems appropriate.  

 

No decision to expel a student will be reversed on the grounds that such factors were not 

considered. The School Board may consider any of these factors as “special circumstances” 

when considering disciplinary action pursuant to Virginia Code §22.1-277.07 and §22.1- 277.08. 

The costs of any community-based education, alternative education, or intervention program that 

is not part of the educational program provided by Petersburg City Public School will be the 

responsibility of the student’s parent/guardian.  

 

An expelled student may not enter any school building or come onto any school property during 

the period of expulsion except with the prior permission of the principal.  

 

Admission of Students Suspended or Expelled  

from Another School Division or Private School 

 

The Petersburg City Public Schools School Board may exclude from attendance any student who 

has been expelled or suspended for more than thirty (30) school days from attendance at school 

by a school board or private school in the Commonwealth of Virginia or in another state, or 

whose admission has been withdrawn by a private school in the Commonwealth of Virginia or in 

another state regardless as to whether the student has been admitted to another school division or 

private school in the Commonwealth of Virginia or another state following the expulsion, 

suspension, or withdrawal of admission. 

 

Such an exclusion may occur after: 

 the student/parent/guardian receives written notice that the student may be subject to 

exclusion, including the rationale for such, and the opportunity to a hearing with the 

Superintendent (or designee) regarding the exclusion.  

 a hearing has been conducted by the Superintendent (or designee) and the decision has 

been made to exclude the student from attendance. 

 

The decision of the Superintendent (or designee) will be final unless altered by the School Board. 

Students/parents/guardians must submit a written appeal to the School Board within ten (10) 

business days of notification of the Superintendent’s (or designee’s) decision, requesting that the 

School Board review the student’s record.  
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In the case of a suspension period of greater than thirty (30) school days, the length of the 

exclusion may not exceed the length of the suspension. When excluding an expelled student 

from school attendance, the School Board may accept or waive any or all conditions for 

readmission imposed by the expelling school board pursuant to Virginia Code §22.1-277.06. The 

School Board shall not impose additional conditions for readmission to school. The School 

Board may permit or require students who have been excluded from school attendance to attend 

an alternative education program during the exclusionary period. 

 

Policies Undergirding the Code of Student Conduct 

 

Each of the policies below can be viewed by accessing the Petersburg City Public Schools 

Policy Manual via https://go.boarddocs.com/vsba/pitpsva/Board.nsf/Public?open&id=policies. 

 

 
Attendance 
 
File Title Statutory Requirements 
JEA Compulsory Attendance § 22.1-254. Compulsory attendance 
JED Student Absences/Excuses/Dismissals 8VAC20-730-10. Definitions  
JED-R Student Absences/Excuses/Dismissals  
JEG Exclusions and Exemptions from School 

Attendance 
 

   
Student Dress  
 
File Title Statutory Requirements 
JFCAA Student Dress and Grooming 

 
§ 22.1-279.6. School board 
regulations. 

Suspension/Expulsion 
 
File Title Statutory Requirements 
JFC Student Conduct § 22.1-279.6. School board 

regulations. 

JFCD Weapons in School  
JFCE Gang Association  
JFCF Drugs in School  
JGD/JGE Student Suspension/Expulsion  
JGDA Disciplining Students with Disabilities  
JGDB Disciplining Students with Disabilities for 

Infliction of Serious Bodily Injury 
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Alternative Education Programs 
 

File Title Statutory Requirements 
IGBH Alternative School Programs § 22.1-253.13:1 
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Superintendent’s Message 
 

Dear Parents and Guardians: 

Welcome to the 2021-2022 school year!  On behalf of your child’s school and our school division, I look 

forward to partnering with you for another successful year in your child’s academic growth.  

Dinwiddie County is home to one of the best school divisions in the state. As such, it is imperative that we 

all – administrators, teachers, parents and students – work together to ensure every child’s educational 

experience is as successful as possible. That work includes each of us doing our part to maintain saf e and 

productive learning environments.  

This Code of Student Conduct is a great resource for students and parents in that it clearly outlines School 

Board policies and expectations for student behavior and conduct in the classroom, on the bus, and at all 

school-related activities. This document also reflects our commitment as a division to use positive 

behavioral interventions and supports to help our students develop socially and emotionally as well as 

academically.  

I ask that each of you take the time to review and discuss the importance of the Code of Student Conduct 

with your child/children. Understanding these important guidelines and committing to following them is 

the first step toward student success. After you have this discussion, please sign, date, and return the 

Acknowledgement Form found on page 34 to your child’s school within the first two weeks of school.  

Thank you for your continued partnership and support of Dinwiddie County Public Schools. I look forward 

to a successful 2020-2021 school year.  

 

 
Dr. Kari Weston 

Superintendent 
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Preface 
The purpose of this publication is to provide students, parents, school personnel, and the public with a concise and 

comprehensive description of the minimum standards of behavior for all students enrolled in the public schools of Dinwiddie 

County. It defines appropriate student conduct and presents a menu of alternative interventions and responses to be 

employed by teachers and/or school administrators to address individuals who exhibit inappropriate behavior. Emphasis is placed 

upon behavioral expectations of Dinwiddie students in clear and consistent language for common understanding and support in 

meeting the expectations. 

This Code of Student Conduct applies to all DCPS students. It is enforced when they are:  

 On school property. 

 Traveling to school or from school. 

 Traveling to, at, and from bus stops. 

 In vehicles of DCPS. 

 In attendance at school or at any school-sponsored activity. 

In addition, this Code applies to incidents off school property as referred to in Definitions - Alternative 

Placements/Suspensions/Expulsions.  This Code also applies to a student’s conduct which interferes with the orderly 

operation of the school system or the safety/welfare of students, employees, or volunteers. Students who observe or are 

subjected to inappropriate actions as described in this Code are expected to report such incidents to their school 

administration. In addition, all students must report to a school staff member any information concerning threats or 

disruptions involving the safety of students, staff, or the school environment.  

This Code of Student Conduct specifically outlines fifteen major categories of behavior and states consequences which may 

occur as a result of misconduct. The following factors are used in determining the consequences for a specific violation of the 

Code: 

 Age, health, and disability or special education status of the student. 

 Appropriateness of student’s academic placement. 

 Student’s prior conduct and record of behavior. 

 Student’s understanding of the impact of his/her behavior and attitude. 

 Student’s willingness to repair the harm caused by his/her behavior. 

 Seriousness of the behavior offense and the degree of harm caused. 

 Impact of the incident on overall school community. 

 Whether the student’s violation threatened the safety of any student or staff member. 

 The possibility that a lesser intervention would adequately address the violation. 

When enforcing this Code, students and their property, including but not limited to, backpacks, purses, other containers, 

automobiles, lockers, desks, computers, and electronic devices may be searched. Metal detectors, surveillance cameras, and 

detection dogs may be used on school property and at school-sponsored activities in order to maintain a safe and productive 

learning environment. Search and seizure is defined in more detail in the definitions section of this Code. Surveillance videos 

are not considered educational records; therefore, viewing shall be limited to the Director of Transportation, building 

principals, Superintendent, Superintendent’s Designee and/or law enforcement officers.  

The School Board of Dinwiddie County, Virginia, complies with Title VI of the Civil Rights Act of 1964, Title  IX of the Education 

Amendments of 1972, Section 504 of the Rehabilitation Act of 1973, Americans with Disabilities Improvement Act of 1990, 

and the Individuals with Disabilities Education Act. The School Board does not discriminate on the basis of race, c olor, 
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national origin, religion, sex, age, or disability in any of its programs and activities. Students with disabilities shall be  

disciplined in accordance with School Board Policy JGDA. 

Rights and Responsibilities of Students 

Students’ rights include, but are not limited to: 

 Attending school where your parent or legal guardian lives and receive a free and appropriate public education. 

 Expecting that your school will be a safe and orderly place that is focused on providing equitable educational 
opportunities.  

 Being respected and treated courteously and fairly by other students and school staff. 

 Expressing your ideas verbally and/or in writing in accordance with policies and procedures of DCPS. 

 Dressing in a way that expresses your personality while following the dress code of DCPS. 

 Having appropriate opportunities to participate in school activities. 

 Having access to relevant information concerning drug and alcohol abuse. 

 Learning in an environment free from intimidation, harassment, or discrimination by employees or students on school 
property or at a school sponsored event, function, or activity. 

Students’ responsibilities include, but are not limited to: 

 Attending school daily, regularly, and on time, performing to the best of your ability, being prepared to learn and taking 
advantage of educational opportunities. 

 Being aware of all expectations regulating behavior and conducting yourself in accordance with these guidelines.  

 Expressing opinions and ideas, as well as, treating everyone in the school community with respect in accordance with 
policies and procedures of DCPS. 

 Dressing appropriately in accordance with the school division’s dress code. 

 Seeking information and services that can help you with personal problems. 

 Helping create a school environment that is free from intimidation, harassment, or discrimination. 

 Reporting and encouraging others to report any incidents of intimidation, harassment, or discrimination. 

Rights and Responsibilities of Parents/Guardians 

Parents’/Guardians’ rights include, but are not limited to: 

 Being actively involved in their child's/children’s education. 

 Being treated courteously, fairly and respectfully by all employees of DCPS. 

 Receiving information about the policies and procedures of the Dinwiddie County School Board that relate to your 
children’s education. 

 Receiving regular reports (written or oral) from school staff regarding your children’s academic progress or behavior, 
including but not limited to report cards, behavior progress reports, and conferences. 

 Receiving information and prompt notification of inappropriate or disruptive behaviors by your children and any 
disciplinary actions taken by administrators or school staff. 

 Receiving information about due process procedures for disciplinary matters concerning your children, including 
information on conferences and appeals. 

 Receiving information from school staff about ways to improve your children’s academic or behavioral progress. 

 Receiving information about services for students with disabilities and English language learners, when applicable. 

 Receiving communication through provided translators.   

Parents’/Guardians’ responsibilities include, but are not limited to: 

 Having children regularly attend school on time, and communicating reasons for absences and tardiness. 

 Informing DCPS staff about any concerns and/or complaints in a respectful and timely manner. 
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 Working with school administrators and teachers to address any academic or behavioral problems your children may 
experience. 

 Supporting DCPS by communicating with your children about acceptable and expected school behavior. 

 Becoming familiar and complying with the policies of the Dinwiddie County School Board, administrative regulations and 
the Code of Student Conduct. 

 Providing and maintaining updated contact information to DCPS and your children’s individual school(s). 

 Supporting student completion of homework and participation in offered academic support programs. 

 Being respectful and courteous to staff, other parents, guardians and students at all times. 

Rights and Responsibilities of DCPS Employees 

DCPS Employees’ rights include, but are not limited to:  

 Working in a safe and orderly environment. 

 Being treated courteously, fairly, and respectfully by students, parents/guardians, and other school staff. 

 Communicating concerns, suggestions, and complaints to appropriate DCPS administration or Central Office without fear 
of intimidation, reprisal, retaliation, etc.  

 Receiving appropriate professional development and training. 

 Receiving the necessary resources to deliver quality instruction. 

 Modifying instruction, if consistent with the policies of the Dinwiddie County School Board and other applicable laws and 
regulations. 

 Working in an environment free from intimidation, harassment, or discrimination by employees or students on school 
property or at a school sponsored event, function, or activity. 

DCPS Employees’ responsibilities include, but are not limited to: 

 Attending work daily, being punctual, and implementing well-planned, differentiated, rigorous, and engaging 
instructional plans daily according to the standards for professional practice.  

 Maintaining safe and orderly schools by using prevention and intervention strategies, and by following the Code of 
Student Conduct.  

 Being respectful and courteous to students, parents and guardians, serving as role models for students. 

 Being knowledgeable about the policies of the Dinwiddie County School Board and other applicable laws and regulations, 
and enforce them fairly and consistently. 

 Being knowledgeable about federal and state laws, as well as, regulations about the disciplinary process for students 
with disabilities. 

 Communicating proactively and regularly with parents about student progress, DCPS policies, building expectations, and 
responding to complaints or concerns in a timely manner. 
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Leveled Responses 

DISPOSITION  
LEVEL 

Elementary (K - 5)  
Responses 

Secondary (Grades 6 - 12)  
Responses 

LEVEL 1  Classroom-based responses, 
intervention, and management 

 Classroom-based responses, 
intervention, and management 

LEVEL 2  Classroom-based responses 
 Administrative intervention and 

response 
 In-school suspension up to 3 days 

 Classroom-based responses 
 Administrative intervention and 

response 
 In-school suspension up to 3 days 

LEVEL 3  Administrative intervention and 
response 

 Alternatives to suspension 
 In-school suspension up to 3 days 
 Out-of-school suspension up to 3 days 

 Administrative intervention and 
response 

 Alternatives to suspension 
 In-school suspension up to 5 days 
 Out-of-school suspension up to 5 days 

LEVEL 4  Administrative intervention and response 

 Alternatives to suspension 
 In-school suspension up to 3 days 
 Out-of-school suspension up to 10 days 
 Recommendation for Long-term 

Suspension (LTS) / Expulsion 

 Administrative intervention and response 

 Alternatives to suspension 
 In-school suspension up to 5 days 
 Out-of-school suspension up to 10 days 
 Recommendation for Long-term 

Suspension (LTS) / Expulsion 

LEVEL 5  Out-of-school suspension (10 days) and  
Recommendation for LTS / Expulsion 
required 

 Out-of-school suspension (10 days) and  
Recommendation for LTS / Expulsion 
required 

Note:  Preschool – 3rd grade, levels 2-5 cannot exceed 3 days unless special circumstances exist see page 22 for further explanation.  Intervention 
plans will be developed, reviewed, and/or modified , at minimum, for students who have five (5) or more office disciplinary referrals in a school 
year OR three(3) or more physical altercations in a school year.  Restorative practices can be a part of a whole school approach to wrong-doing.  
Restorative practice involves the intentional intervention on the part of the school administration or student success teams to remediate harm 
done.  This will enable us to monitor compliance and ensure support is provided to repeat offenders and those with physical aggression.  In 
determining which of the disciplinary consequences are most appropriate, the following shall be considered:  a) the nature and seriousness of the 
violation b) the student’s age and previous disciplinary record c) any other relevant circumstances.  Out-of-school removals must be paired with 
an intervention to teach and/or review expected school behavior (e.g. Three days suspension and counseling). 
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STUDENT BEHAVIORS 
 
Please be advised that per Virginia law and/or the policies of the School Board of Dinwiddie County Public Schools, violations of 
certain codes of conduct require that the student be recommended for expulsion from Dinwiddie County Public Schools.   

Behaviors that Impede the Academic Progress (BAP) of the student or other students 

 Interfering with learning in the classroom (talking, excessive noise, off-task, out of seat, possessing items that distract) 

 Interfering with learning outside of the classroom (excessive noise, interrupting a class, etc.) 

 Scholastic dishonest (cheating, plagiarism) 

 Unexcused tardiness to class 

 Unexcused tardiness to school 

Unexcused tardiness to class and/or school 

Students arriving after the start of the school day shall be considered tardy.  Students shall not be tardy to school or class without 
written explanation or verbal notification from parents/guardians, teachers or administrators. 
 
Student must be punctual and attend all assigned classes.  Student attendance is a cooperative effort and schools shall involve 
parents/guardians and student in accepting responsibility for regular attendance.  Each parent/guardian of a child within the 
compulsory school attendance age shall be responsible for the child as required by law. Students shall not be absent from or tardy 
to school.  Nor shall students leave school prior to the end of the school day without parental permission, school permission or 
any other valid excuse.  Unexcused absence shall include, but not be limited to, leaving school premises without authorization. 

Behaviors related to School Operations (BSO) Interfere with the daily operation of school procedures 

 Altering an official document or record 

 Giving false information to staff 

 Refusal to comply with requests of staff in a way that interferes with the operation of school 

 Failure to be in one’s assigned place on school grounds 

 Failure to attend assigned disciplinary setting (detention, in-school suspension, Saturday school) 

 Bringing unauthorized persons to school or allowing unauthorized persons to enter the school building 

 Dress Code violation 

 Gambling (games of chance for money or profit) 

 Unauthorized use of school electronic or other equipment 

 Violation of the Acceptable Use of Technology/internet policy 

 Violation of school board policy regarding the possession or use of portable communication devices 

 Vandalism, graffiti or other damage to school or personal property 

Altering an official document or record/Giving false information to staff 

Students of DCPS are expected to perform honestly through the production of their own work. They should also demonstrate 
respect for the belongings and rights of others, including, but not limited to, staff members and volunteers.  The following acts are 
prohibited: 
 

 Cheating includes the actual giving, receiving, or use of any unauthorized aid or assistance or the actual giving or 
receiving of unfair advantage on any form of academic work. 

 Plagiarism includes using or copying the language, structure, idea, and/or thought of another and representing it as one’s 
own original work. 

 Falsification includes, but is not limited to, a verbal, written, or electronic transmission (i.e., emails, images), including 
the production or use of forgery or counterfeiting. 

 Attempts toward completion of any act described above would constitute a violation and may be punishable to the same 
extent as if the attempted act had been completed. 
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 Unauthorized use of technology and information accessed through technology without permission is prohibited specified 
on page 9, “Violation of the Acceptable Use of Technology/Internet Policy”.  Student files may be subject to search. 

 Willful or malicious false accusations/reports against school personnel or other students. 

Refusal to comply with requests of staff in a way that interferes with the operation of school 

Students are entitled to a learning environment free of unnecessary disruption. Any physical, written, or verbal disturbance, 
communication or activity, within the school setting or during related activities, which may interrupt or interfere with teaching 
and the orderly conduct of school activities is prohibited. 
 
Failure to respond appropriately to written or verbal directions given by school personnel, chaperones/ volunteers, or law 
enforcement officers is considered insubordination. Also included is disobedience or defiance of reasonable requests made by 
school personnel, chaperones/volunteers, or law enforcement officers. 
 
Other activities which disrupt the orderly functions of the school include, but are not limited to: demonstrating hostile or 
disruptive behavior, repeated offenses/violations of the Code of Student Conduct, unauthorized fraternities or secret societies, 
unauthorized sales by students, possession of inappropriate toys, inappropriate use of school lockers and facilities, and setting off 
false fire alarms. 
 
The possession or distribution of print or electronic materials which are obscene, violent, inappropriate, or significantly disruptive 
to the educational process is prohibited. Included are inappropriate student expression, sexting, threats, hit lists, distribution of 
non-authorized literature, and illegal assembly. 
 
Verbal assault is cursing, threatening, or using abusive language or written remarks intended to demean or harm a student, staff 
member, or visitor and is prohibited. This violation includes, but is not limited to: actions, displays, or written material of an 
obscene, violent, or inappropriate nature and the wearing of clothing or adornments, including inappropriate jewelry, which 
themselves convey either violent or sexually suggestive messages or offensive statements towards school personnel and/or 
students (i.e., vulgar language). 
 
Any event, action, or statement which relies on chance for the monetary advantage of one participant at the expense of others is 
gambling. This violation includes exchanging items of value, as well as currency, and extends to keeping score for later settlement. 
 
Gang-related activity will not be tolerated. Symbols of gang membership are expressly prohibited (i.e., clothing that symbolizes 
association, rituals associated with, or activities by an identified group of students). Section 16.1-260.G. of the Code of Virginia 
requires an intake officer to report to the division superintendent any student against whom a petition is filed for certain offenses 
including, prohibited criminal street gang activity pursuant to § 18.2-46.2   and recruitment of other juveniles for a criminal street 
gang activity pursuant to § 18.2- 46.3. 

Dress Code Violation 

Students are expected to dress appropriately for a K-12 educational environment. Any clothing that interferes with or disrupts the 
educational environment is unacceptable. Clothing with language or images that are vulgar, discriminatory, or obscene, or 
clothing that promotes illegal or violent conduct, such as the unlawful use of weapons, drugs, alcohol, tobacco/vapor devices, or 
drug paraphernalia or clothing that contains threats such as gang symbols is prohibited. School climate has a direct influence on 
student achievement, and the manner in which students dress is a significant factor in school climate. 
 
The administration of every school has the authority to notify students and parents of modifications to the dress code for spirit 
days and other school celebrations, as particular items pose a disruption, or as other circumstances warrant. 
 
Students may not wear the following items unless otherwise stated: 

 Hoods, hats, or any other item that restricts identification inside school buildings during regular school hours, unless 
required for religious or medical reasons.  
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 The following items on school grounds during school hours:  bandanas, do-rags, hair picks, wave caps, large combs, 
brushes, and rollers. 

 Sunglasses, unless prescribed by a physician. 

 Dresses, skirts, shorts, athletic shorts, and other similar clothing must be of appropriate length. When wearing leggings, 
tights, or similar apparel as an outer garment, tops must be of appropriate length. The administrator reserves the right to 
determine if it’s the appropriate length for the educational setting. 

 Messages on clothing, chains, jewelry, and personal belongings that pertain to drugs, alcohol, tobacco/vapor devices, 
sex, gangs, vulgarity, or that could cause a substantial disruption to the learning environment. 

 Spiked jewelry, chains, and items which could cause student injury. 

 Beachwear (which includes bathing suits and trunks) and sleepwear. 

 Clothing that reveals undergarments. 

 Cut-off jeans, cut-off sweat pants, or torn, ripped, or slashed clothing that reveals undergarments or body parts excluded 
by other parts of this code. 

 Bedroom slippers or shoes with wheels, also known as “Heelys.” 

 Clothing that reveals the midriff while sitting or standing. 

 Clothing that is see-through, revealing, resembles undergarments, with plunging necklines. 

 Tube tops, halter-tops, halter-top dresses, strapless dresses or tops. Dresses with shoulder straps must completely cover 
under garments. 

 High heels or flip flops at the elementary level (For safety reasons, elementary students are encouraged to wear athletic 
shoes or closed toe shoes with a rubber sole and should wear such shoes for Physical Education and recess). 

 
Students must wear clothing as designed (buttoned, zipped, etc.)  Students must wear pants on the hips, secured above the 
buttocks. 
 
Students may not: 

 Drape any item around the neck (eg. towels, shirts, or shorts). 

 Roll down waistbands on shorts, pants, and skirts. 

 Wear clothing in any manner that reveals undergarments at any time. 

 Wear athletic basketball jerseys without wearing a t-shirt beneath the jersey.  
 
The administrative team in each school shall have discretion regarding dress code decisions.  Recommended consequences for: 
 
Elementary 

 Parents of students who violate the dress code will be contacted to provide appropriate clothing for their child, if 
necessary 

 
Secondary 

 1st Offense – Warning with opportunity to change clothes to correct dress code violation 

 2nd Offense – Mandatory parent conference on one (1) day in-school suspension 

 3rd Offense – One(1) day in-school suspension 
 
Continued infractions will result in additional consequences. 

Violation of the Acceptable Use of Technology/Internet Policy 

Technology includes, but is not limited to: computers, electronic devices, software, the Internet, social networks, email, and web 
pages. All DCPS users are responsible for the appropriate use of all technology to which they have access, even if such use takes 
place off school property or after school hours. 
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Technology is constantly in flux; yet the security, safety of, and opportunity for our students and staff is paramount. Students and 
staff are encouraged to use school division technologies in support of teaching and learning, recognizing that there is an inherent 
responsibility to protect one’s self, others, and property in the process. To minimize risk, DCPS employs a number of tools and 
monitoring technologies, such as filters, designed to comply with relevant laws as well as to create a reasonable expectation of 
safety. It is ultimately up to each individual student or staff member to be responsible for his or her use of these networks and to 
understand the specific policies herein as they pertain to computer, network and Internet use. 

Acceptable Use Policy 

The 1999 session of the General Assembly amended § 22.1-70.2 of the Code of Virginia requiring each Division Superintendent to 
file with the State Superintendent on or before December 1, 1999, an acceptable use policy (AUP) that has been approved by the 
local School Board.  The policy must specifically reference access to the Internet and at a minimum must: 

 Be designed to prohibit use by division employees and students of the division's computer equipment and 
communications services for sending, receiving, viewing, or downloading illegal material via the Internet; 

 Seek to prevent access by students to material, which the school division deems to be harmful to juveniles, and; 

 Establish appropriate measures to be taken against persons who violate the policy. 

Acceptable Use and Internet Safety 

 Students will use technology with responsibility, integrity, and for educational purposes. 

 Students will take responsibility for the choices they make and the actions they take while using technology. 

 Students must manage the personal data on their computers.  This includes backing up educational material regularly.  
Appropriate non-educational files are allowed, but should not negatively impact instructional use nor degrade device 
performance. 

 Files and data on student computers must adhere to the following guidelines: 
o All files and data must be legally obtained and distributed under United States copyright laws. 
o All files and data sought, possessed, or distributed must be acceptable in a school setting. This forbidden content 

includes, but is not limited to: hacking tools, computer viruses, violent content, pornographic content, vulgar 
content, and obscene content. 

 Students will maintain the security and integrity of their usernames and passwords. 
o Students must keep their usernames and passwords confidential. 
o Students will only log in with their own usernames and passwords. 

 Students will maintain the integrity of the computer hardware and software.  
o Students will not dismantle or otherwise physically alter computers. This includes affixing        

stickers or other decorations. 
o Students are prohibited from altering or deleting files that are not in their ‘home’ directory. 
o Students are prohibited from installing additional software or altering existing software in any way. 

 Students are responsible for obeying all DCPS standards for conduct when communicating using technology. 
o Students may use DCPS or school approved communications mediums under teacher direction. 
o Communications will be clear and precise. Intentionally obscuring communication through code words or other 

means is not permissible. 
o Students will adhere to rules regarding cyber bullying, harassment, hate speech, and other forms of verbal assault. 
o Students must understand that content published online is public, visible, and representative of the author. 

 Students will respect the rights, privacy, property, and work of all users. 
o Students will neither seek nor reveal personal information about others. 
o Students will not attempt to access, alter, or use another user’s files, or computer without their permission. 

 Students will operate within established DCPS filtering and security environments. 
o Students will not attempt to evade or bypass DCPS Internet filters. 
o Students will not attempt to conceal, disguise, or change their user information, nor the identity of their computer. 
o Students will not attempt to disable any security or monitoring software. 
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 The use of DCPS technology for commercial activities is prohibited unless explicitly permitted by the School Board.  
Commercial activity includes, but is not limited to, the following: 
o Any activity that generates revenue for the user; 
o Product advertisement or political lobbying; 
o Any activity that requires entry into an area of services for which the school will be charged a fee. 

With Teacher and/or Administrator Approval and for Instructional Purposes, Students may: 

 Use approved email, chat rooms, instant messaging, message boards, and other communication methods; 

 Publish or edit web pages; 

 Wear headphones; 

 Share files; 

 Play educational games/activities. 

Students are PROHIBITED from: 

 Using technology for any illegal purpose; 

 Creating unauthorized networks of any kind; 

 Downloading, uploading, importing, or intentionally viewing material that promotes the use of illegal drugs, alcohol, 
pornography, or illegal and/or violent behavior; 

 Introducing non-approved software, hardware, or resources into the DCPS network or clients.  Approval can be sought 
through the Department of Technology.  

 Saving, transferring, or loading non-school related material on a school file server; 

 Running software applications from a USB device. 
 

Failure to honor the above regulations may result in the restriction of Internet privileges and/or the restriction of other 
technology access in addition to disciplinary action up to and including criminal charges.  Examples of dual violation are (i) 
computer hacking or trespassing, (ii) harassment, threats, or cyber bullying via computer, and (iii) computer fraud (see Title 18.2 
of the Code of Virginia). 
 
In accordance with Virginia Code section 22.1-70.2, DCPS requires all students to receive Internet safety training.  Through an 
implementation plan, Internet safety is both taught to and practiced by students, and integrated into the K-12 curriculum.  Special 
emphasis is placed on safety, security, and ethics in the instructional program. 
 
Use of the school division’s computer system shall be consistent with the educational or instructional mission or administrative 
function of the division as well as the varied instructional needs, learning styles, abilities and developmental levels of students.  
The division’s computer system is not a public forum. 
 
Each teacher, administrator, student and staff shall acknowledge the Acceptable Computer System Use Agreement before using 
the division’s computer system.  In addition, each student and parent/guardian of each student shall acknowledge the Acceptable 
Computer System Use Agreement and sign the Parental Statement of Receipt of Notice of Requirements located in the DCPS Code 
of Student Conduct before using the division’s computer system.  I understand that if I do not want my child to use computers in 
DCPS, I must contact the main office of my student's school for an opt-out form.  The failure of any student, teacher, 
administrator, or staff member to follow the terms of the Agreement, this policy or accompanying regulation may result in loss of 
computer system privileges, disciplinary action, and/or appropriate legal action. 
 
The school division is not responsible for any information that may be lost, damaged or unavailable when using the computer 
system or for any information retrieved via the Internet.  Furthermore, the School Board will not be responsible for any 
unauthorized charges or fees resulting from access to the computer system.  The Division Superintendent shall submit to the 
Virginia Department of Education this policy and accompanying regulation biennially. 
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Vandalism, Graffiti or Other Damage to School or Personal Property 

Members of the school community are entitled to enjoy property free from the abuse of others. 
 
Vandalism is the willful marring, defacing, or destruction of School Board property, including leased property or any employee’s 
or other person’s property. This section includes, but is not limited to: the buildings, both exteriors and interiors thereof, books, 
computer equipment and software, school buses, private automobiles, school grounds, and property as designated above. 
Causing, intent to cause or attempt to cause damage to school or personal property of others is prohibited. 

 

The School Board may institute action and recover from the parents or either of them of any minor living with such parents or 
either of them up to $2500 for damages suffered by reason of the willful or malicious destruction of, or damage to, public 
property by such minor.   
 
In addition, a student who damages or destroys public property will be subject to whatever disciplinary action is deemed 
necessary and advisable by the school principal. 
 
Senior pranks that damage property are strictly PROHIBITED and will be considered a Level 4 Offense. 

Relationship Behaviors (RB) create a negative relationship between 2 or more members of the school community 
(No physical harm is done) 

 Bullying with no physical injury (See Link:  Model Policy to addressing Bullying in Virginia’s Public Schools) 

 Cyberbullying (See Link:  Model Policy to Addressing Bullying in Virginia’s Public Schools) 

 Posting, distributing, displaying, or sharing material or literature that is libelous, including using electronic means to post 
such material 

 Saying or writing either directly or through electronic communication sexually suggestive comments, innuendos, 
propositions, or other remarks of a sexual nature 

 Speaking to another in an uncivil, discourteous manner 

 Teasing, taunting, engaging in a verbal confrontation, verbally inciting a fight 

 Using profane or vulgar language or gestures (swearing, cursing, hate speech, gang signs or gestures) 

 Using slurs based upon the actual or perceived race, ethnicity, color, national origin, citizenship/immigration status, 
weight, gender, gender identity, gender expression, sexual orientation, or disability 

 Failure to respond to questions or requests by staff 

 Inappropriate physical contact that is sexual in nature or violates school rules regarding contact 

Bullying with no physical injury 

A student, either individually or as a part of a group, shall not harass or bully others.  Prohibited conduct includes, but is not 
limited to: physical, verbal, or written intimidation, taunting, name-calling, insults, lies, rumors, social exclusion or isolation, 
threatening body posture, money or possessions taken or damaged, being threatened or forced to do things, and any 
combination of prohibited activities.  Prohibited conduct includes verbal or written conduct consisting of comments directed 
toward and based upon a person’s race, religion, sex, sexual orientation, national origin, disability, or physical abilities or 
characteristics, or intellectual ability, or associates of the targeted person or group. Any aggressive behavior that involves 
unwanted negative actions and a pattern of behavior repeated over time, and an imbalance of power or strength is considered 
bullying and will not be tolerated.   

 Repeated, unwanted negative overtures and actions over time toward a person or persons are prohibited.  

 Bullying methods (repeated) such as verbal abuse, social exclusion or isolation, physical abuse, intimidation, lies, rumors, 
sexual inferences, robbery, damaged personal items, threats, racial attacks, and bullying through electronic devices will 
not be tolerated.  

 Electronic bullying and/or cyber bullying related activity of any nature and that which is obscene, pornographic, 
threatening, or otherwise inappropriate, including (but not limited to) email, instant messaging, web pages, and use of 
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hardware and/or software which substantially disrupts or interferes with the safety and welfare of the school and its 
students, are strictly prohibited, even if such uses/actions take place off school property (i.e., home, business, private 
property, etc.)  Refer to cyber bullying definition on page 31. 

 All aspects of the Acceptable Use Policy/Regulation apply to this section on bullying; which can be found at the following 
link: http://www.boarddocs.com/vsba/dinwiddie.nsf/public and in DCPS Policy.   

 Conveying by gestures, notes, or verbal comments with the intent to cause bodily/emotional injury or to deprive a 
student of his rights is prohibited. 

 The willful use of physical or verbal threats or physical abuse intended to result in an involuntary transfer of money or 
property to another student is prohibited. 

 Cursing, using abusive language, teasing, hazing (as further defined on page 29), or other acts of intimidation are 
prohibited. This includes, but is not limited to: any verbal, written, physical or mental teasing, threat of bodily injury or 
use of force directed toward and based upon a person’s race, religion, sex, sexual orientation, national origin, disability, 
or intellectual ability. 

Using profane or vulgar language or gestures 

Students shall not use profane, obscene or abusive language, obscene gestures, or engage in obscene conduct. 

Behaviors of Safety Concern (BSC) create unsafe conditions for students, staff, and/or visitors to the school 

 Alcohol:  Possessing or using alcohol 

 Alcohol:  Distributing alcohol to other students 

 Drugs:  Possessing drug paraphernalia 

 Drugs:  Violating school board non-prescription (Over the counter) medication policy 

 Tobacco:  Possessing/Using tobacco products, electronic cigarettes, vaping equipment 

 Bullying Behavior without physical injury that continues after intervention (See Link:  Model Policy to Addressing Bullying 
in Virginia’s Public Schools) Bullying that leads to physical injury should be classified as Assault and Battery. 

 Cyberbullying that continues after intervention (See Link:  Model Policy to Addressing Bullying in Virginia’s Public 
Schools). Cyberbullying that relates to threat to the safety of students and staff should be treated with a higher level of 
intervention and consequences. 

 Bus:  Distracting the bus driver 

 Bus:  Endangering the safety of others on the bus 

 Fire alarm:  Falsely activating a fire or other disaster alarm 

 Fire Related:  Possessing items that could be used to set or cause a fire or produce large amounts of smoke 

 Engaging in reckless behavior that creates a risk of injury to self or others 

 Inciting or causing a substantial disturbance to the operation of school or the safety of staff and/or students 

 Throwing an object that has the potential to cause a disturbance, injury, or property damage 

 Shoving, pushing, striking a student with no visible injury 

 Exposing body parts, lewd or indecent public behavior 

 Physical contact of a sexual nature – patting body parts, pinching, tugging clothing 

 Physical sexual aggression and/or forcing another to engage in sexual activity 

 Stealing money or property without physical force 

 Stealing money or property using physical force (no weapon involved) 

 Stealing money or property using weapons or dangerous instruments 

 Leaving school grounds without permission 

 Trespassing 

 Weapon:  Possessing or selling any weapon (not including firearms) as defined by school board policy 
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Physical contact of a sexual nature – patting body parts, pinching, tugging clothing/Physical sexual aggression and/or forcing 

another to engage in sexual activity 

It is the policy of the Dinwiddie County School Board to maintain a working and learning environment which provides for fair and 
equitable treatment, including freedom from sexual harassment, for all its employees and students. 
 
Sexual harassment includes any unwelcome sexual advances, requests for sexual favors, and other inappropriate verbal, written, 
electronic, or physical conduct of a sexual nature that creates an intimidating, hostile, or offensive environment. A student shall 
not sexually harass another student or any school employee, volunteer, student teacher, or any other person present in school 
facilities or at school functions. 
 
It is prohibited for any student or employee, male or female, to harass another student or employee by making unwelcome sexual 
advances or requests for sexual favors, or engaging in other verbal, written, electronic, or physical conduct of a sexual nature. 
Conditions may include, but are not limited to: 

 submission to or rejection of such conduct is used as a basis for academic decisions affecting the student; 

 such conduct creates an intimidating, hostile, or offensive working or learning environment; or 

 submission to such conduct is made either explicitly or implicitly a term or condition of the individual’s employment or 
participation in school programs. 
 

Examples of activities which could constitute sexual harassment/inappropriate sexual behavior include, but are not limited to: 

 unwelcome leering, sexual flirtations, or propositions; 

 unwelcome sexual slurs, epithets, threats, verbal abuse, derogatory comments, or sexually degrading descriptions; 

 graphic comments about an individual’s body or overly personal conversation; 

 targeted sexual jokes, stories, drawings, pictures, or gestures toward others; 

 spreading sexual rumors; 

 inappropriate or suggestive sexual gestures; 

 touching an individual’s body or clothes in a sexual way; 

 cornering or blocking of normal movements; 

 displaying sexually suggestive objects in an educational environment; or 

 displaying sexually explicit behavior. 
 

Any student who believes that he or she has been subjected to sexual harassment should immediately file a complaint of the 
alleged act with the principal. The principal shall request that the complaint be in writing. The principal shall investigate the 
complaint and work towards a resolution of the matter. The principal must immediately report the complaint of the alleged 
incident to the Office of the Superintendent. If the complaint is against the principal, the student shall file the complaint with any 
adult who will contact the Director of Human Resources. Refusal to put the complaint in writing shall not preclude an 
investigation of the complaint. The complaint should state in detail the basis for the complaint, the names of the persons 
involved, and the dates of any specific incidents. A thorough investigation of all reported incidents to determine the nature and 
extent of any alleged sexual harassment will be undertaken. 
 
The question of whether a particular action or incident is prohibited behavior requires a determination based on all the available 
facts in the matter.  A written report summarizing the investigation and stating any conclusions or recommendations shall be filed 
at the conclusion of any investigation of sexual harassment regardless of the outcome of that investigation. 
 
Any student who has knowledge of the occurrence of sexual harassment of a student by an adult should contact the principal.  
Any employee with knowledge of the occurrence of sexual harassment involving one or more students should notify the principal. 
The principal must immediately report the complaint of the alleged incident to the Office of the Superintendent. If the complaint 
is against the principal, the student shall file the complaint with any adult who will contact the Director of Human Resources. Any 
employee with knowledge of a complaint against the principal shall contact the Director of Human Resources. 
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Any administrator, teacher, other employee, or student who is found after an investigation to have engaged in sexual harassment 
of another employee or student will be subject to disciplinary action appropriate to the offense from a warning up to expulsion or 
dismissal. 

Alcohol/Drug Possession and/or Distribution 

Some offenses under this section must be reported to the School Resource Officer by an administrator or his/her designee in 
accordance with section 22.1-279.3:1 of the Code of Virginia. 
 
Students shall not use, be under the influence of, or have in their possession any alcoholic beverages on school property or at any 
school-sponsored event. 
 
Students shall not possess alcohol or alcoholic beverages on school property or at a school-sponsored event with the intent to 
sell, give, share, pass on to, take orders for, or arrange for a sale to occur before, during, or after school. 
 
Students shall not use, be under the influence of, or have in their possession any drugs and/or drug paraphernalia on school 
property or at any school-sponsored event. 
 
The possession of a Schedule I & II Drug (e.g. heroin, cocaine, opium, morphine, LSD, methamphetamines, ecstasy, Adderall®, 
Hydrocodone®, Percocet®, Ritalin®, OxyContin®, etc., includes controlled substance analogs and cannabimimetic agents as further 
described in the Definitions section of this Code). 
 
Elementary 
First Offense Consequence:  Refer the incident to an administrative school hearing chaired by the building principal and/or 
designee. 

 Absences as a result of out of school suspension will be unexcused, students will be provided access to assignments and 
classwork. 

 The student may be referred to a substance abuse program as deemed necessary by hearing officer or school board. 
 

Subsequent Drug and/or Alcohol Abuse Offenses Consequences (Cumulative within 3 years) 
 
In addition to any of the penalties described under possession, the following will be implemented: 

 RECOMMENDATION TO THE SCHOOL BOARD FOR EXPULSION 
 

A prior drug and/or alcohol offense that resulted in expulsion will be regarded as a “First Offense” for the purposes of 
determining whether the consequence for a “Subsequent Drug and/or Alcohol Offense” is applicable. 

Students shall not possess drugs or drug paraphernalia on school property or at a school-sponsored event with the intent to sell, 
give, share, pass on to, take orders for, or arrange for a sale to occur before, during, or after school. 
 
Students shall not manufacture, distribute, intend to distribute, or possess on school property or at a school-sponsored event, any 
of the following: drugs (including anabolic steroids and cannabimimetic agents), chemicals, or look-alike/imitation drugs, or 
chemicals. 
 
Secondary 
Refer the incident to an administrative school hearing chaired by the assistant superintendent and/or designee. 

 A minimum out-of-school suspension of 10 school days is mandatory. 

 Consequences outlined per Student Activities Contract for VHSL. 
 

Subsequent Drug and/or Alcohol Abuse Offenses Consequence (Cumulative within 3 years) 
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In addition to any of the penalties described under possession, the following will be implemented: 

 RECOMMENDATION TO THE SCHOOL BOARD FOR EXPULSION 
 

A prior drug and/or alcohol offense that resulted in expulsion will be regarded as a “First Offense” for the purposes of 
determining whether the consequence for a “Subsequent Drug and/or Alcohol Offense” is applicable. 

Students shall not possess drugs or drug paraphernalia on school property or at a school-sponsored event with the intent to sell, 
give, share, pass on to, take orders for, or arrange for a sale to occur before, during, or after school. 
 
Students shall not manufacture, distribute, intend to distribute, or possess on school property or at a school-sponsored event, any 
of the following: drugs (including anabolic steroids and cannabimimetic agents), chemicals, or look-alike/imitation drugs, or 
chemicals.  

Possession with Intent to Sell or Distribute 

Students shall not possess drugs or drug paraphernalia on school property or at a school-sponsored event with the intent to sell, 
give, share, pass on to, take orders for, or arrange for a sale to occur before, during, or after school. 
 
Students shall not manufacture, distribute, intend to distribute, or possess on school property or at a school-sponsored event, any 
of the following: drugs (including anabolic steroids and cannabimimetic agents), chemicals, or look-alike/imitation drugs, or 
chemicals.  

Possession or use of Medication and Prescription Drugs 

Elementary 
In order that school authorities will know what medicine a student is taking in case of an emergency and in order to prevent 
trafficking of drugs, no student may have in his/her possession any medication or prescription drugs, even if recommended or 
prescribed for the student’s use.  Medication and prescription drugs shall not be taken to school by the student.  A parent or 
guardian is required to take all such items to the school’s clinic for documentation. 
 
Secondary 
In order that school authorities will know what medicine a student is taking in case of an emergency and in order to prevent 
trafficking of drugs, no student may have in his/her possession any medication or prescription drugs, even if recommended or 
prescribed for the student’s use, unless his parent or guardian has requested and received permission from the school for the 
student to possess and self-administer prescribed medication in accordance with School Board policy.  Medication and 
prescription drugs shall not be taken to school by the student.  A parent or guardian is required to take all such items to the 
school’s clinic for documentation.  “Medication” shall mean any drug or other substance used in treating illnesses, disorders, 
healing, or relieving pain, including over-the-counter drugs, such as aspirin, cough syrups, gargles, cold tablets, and the like. 
 
Refer to School Board Policy JHCD 

Fire Alarm 

Students shall not set off false fire alarms.  Students may be prosecuted by local law enforcement. 

Stealing Money or Property 

Some offenses under this section must be reported to the School Resource Officer by an administrator or his/her designee in 
accordance with section 22.1-279.3:1 of the Code of Virginia.   

Students of DCPS are expected to respect the rights and property of others. 
 
The following acts are also prohibited: 

 Stealing another person’s possessions without right or permission. The possession of stolen property is considered theft.  
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 Any theft of money or personal or public property of significant value and/or theft involving breaking and entering 
including lockers (includes unauthorized or illegal use of computer services). 

Trespassing 

 Students, patrons, and school personnel are expected to have the appropriate authorization to be on School Board 
property. 

 Any student who has been suspended or expelled from attendance shall be considered a trespasser if he/she appears on 
any DCPS property, or at any DCPS activity, during the suspension/expulsion period. Violation of this section will be 
considered an additional infraction and will require a separate consequence. 

 Students who arrive at school before school opens or remain after the close of their school day without specific need or 
appropriate authorization and supervision may be considered trespassers. 

 Any student who is requested by an administrator to leave school property is expected to do so immediately. Failure to 
do so may be considered trespassing. 

 No student or other person may attend or visit a Dinwiddie County School as a guest during the regular school day 
without authorization from the school’s administration. 

Behaviors that Endanger Self or Others (BESO) These behaviors endanger the health, safety, or welfare of either the 
student or others in the school community 

 Assault:  Intending to cause physical injury to another person 

 Assault and Battery:  Causing physical injury to another person 

 Fighting:  The use of physical violence between students or on another person where there is no injury as determined by 
the school administration 

 Striking Staff:  The use of force against a staff member when no injury is caused 

 Drugs:  Possessing controlled substances, illegal drugs or synthetic hallucinogens or unauthorized prescription 
medications 

 Drugs:  Being under the influence of controlled substances, illegal drugs, or synthetic hallucinogens or unauthorized 
prescription medications 

 Drugs:  Using controlled substances or using illegal drugs or synthetic hallucinogens or unauthorized prescription 
medications 

 Drugs:  Distributing controlled substances or prescription medications or illegal drugs or synthetic hallucinogens or 
alcohol to another student(s) 

 Fire:  Attempting to set, aiding in setting, or setting a fire 

 Gang-Related:  Engaging in threatening or dangerous behavior that is gang-related as defined in §18.2-46.1 

 Hazing as defined in §18.2-56 and noted in §22.1-279.6 

 Threatening or instigating violence, injury or harm to a staff member 

 Possession of a firearm or destructive device as defined in §22.1-277.07 

 Using any weapon to threaten or attempt to injure school personnel, students, or others 

 Bomb threat – Making a bomb threat 

Fighting/Assault and Battery/Striking Staff 

Some offenses under this section must be reported to the School Resource Officer by an administrator or his/her designee in 
accordance with section 22.1-279.3:1 of the Code of Virginia. 

Students and school personnel are entitled to a school environment free from threat, aggression, and assault. 

 Actions, comments, or written messages intended to cause others to fight or which may result in a fight are prohibited. 

 Intentionally hitting, shoving, scratching, biting, kicking, blocking the passage of, or throwing objects at a student is 
prohibited. 



STUDENT BEHAVIORS 
 

17 
 

 Conveying by gestures, notes, or verbal comments with the intent to cause bodily injury or to deprive a student of 
his/her rights is prohibited. 

 Fighting involving two or more parties in conflict when they are striking each other for the purpose of causing harm or 
injury is prohibited. This action may extend to mutual shoving, wrestling, or other aggressive actions which may result in 
the danger of harm or injury to either party, bystanders, or school property. 

 The willful use of physical violence which is intended to result in bodily injury or the use of a dangerous object in an 
effort to cause bodily injury is prohibited. 

 Assault upon a School Board employee, School Resource Officer, Police Officer, or volunteer is prohibited.  
o Elementary 

 VIOLATION OF THIS RULE MAY RESULT IN A RECOMMENDATION FOR EXPULSION. 
 

o Secondary 
 VIOLATION OF THIS RULE SHALL RESULT IN AN AUTOMATIC RECOMMENDATION FOR EXPULSION. 

 Conveying by gestures, notes, or verbal comments with the intent to cause bodily injury or to deprive a School Board 
employee, School Resource Officer, Police Officer, or volunteer, of his/her rights, or demonstrating hostile acts, is 
prohibited. 

 The willful use of physical or verbal threats or physical abuse intended to result in an involuntary transfer of money or 
property to another student is prohibited. 

 Cursing, threatening, using abusive language, bullying and cyber-bullying (as further defined in this Code), teasing, 
hazing, or other acts of intimidation are prohibited. This includes, but is not limited to: any verbal, written, electronic 
(through any social chat rooms, web space, telephones, or text messaging), physical or mental teasing, threat of bodily 
injury or use of force directed toward and based upon a person’s race, religion, sex, sexual orientation, national origin, 
disability, or intellectual ability. 

 Unsafe conduct which endangers either oneself or others is prohibited. 

Gang Related Activities 

Gang-related activity will not be tolerated. Symbols of gang membership are expressly prohibited (i.e., clothing that symbolizes 
association, rituals associated with, or activities by an identified group of students). Section 16.1-260.G. of the Code of Virginia 
requires an intake officer to report to the division superintendent any student against whom a petition is filed for certain offenses 
including, prohibited criminal street gang activity pursuant to § 18.2-46.2. and recruitment of other juveniles for a criminal street 
gang activity pursuant to § 18.2- 46.3. 
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BEHAVIOR OFFENSES BY CATEGORY WITH RESPONSE LEVELS 
Behaviors are organized by category with the designated leveled administrative response. 
 
Depending on the severity of the behavior, short-term and long-term removal from the classroom or the traditional school setting 
may be appropriate.  These may include out-of-school suspensions, recommendations for long-term suspension/expulsion, 
alternative placement. 
 
In accordance with §22.1-279.3:1.A. of the Code, behaviors which must be reported to the school resource officer are identified in 
the DCPS Code of Conduct with a star icon (). 
 
Behaviors involving the possession, use, consumption, or distribution of alcohol or drugs may require the student to participate in 
a substance abuse education program. Those behaviors are indicated with a diamond symbol (). 
 
Behaviors considered potentially dangerous to the safety of the individual, others, and/or the school may require a Threat 
Assessment to determine the level of potential risk a student poses to self or others. Those behaviors are indicated with a flag 

symbol (⚑).  
 

CATEGORY BAP: Behaviors that Impede Academic Progress 

These behaviors impede academic progress of the student or students. They are typically indicative of the student’s lack of 
self-management or self-awareness.  Sometimes, the student may need help in understanding how the behavior impacts 
others so training in social awareness may also be indicated. 

Behavior K – 5 
Disposition 

6 - 12 
Disposition 

Interfering with learning in the classroom (examples include talking, 
excessive noise, off-task, out of seat, possessing items that distract) 

LEVEL 1 LEVEL 1 

Interfering with learning outside of the classroom (examples include 
excessive noise, interrupting a class) 

LEVEL 1 LEVEL 2 

Scholastic dishonesty (cheating, plagiarism, forgery (including computer 
forgery), lying, stealing, or any other acts of dishonesty) 

LEVEL 1 LEVEL 1 

Unexcused tardiness to class (A student is considered tardy to class if he/she is 
not in the classroom when the class is scheduled to begin.) 

LEVEL 1 LEVEL 1 

Unexcused tardiness to school (A student is considered tardy to school if 
he/she is not in the classroom when the school day is scheduled to begin.) 

LEVEL 1 LEVEL 2 
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CATEGORY BSO: Behaviors Related to School Operations 

These behaviors interfere with the daily operation of school procedures. Students exhibiting these behaviors 
may need to develop self-management, self-awareness, or social awareness skills. 

Behavior K – 5 
Disposition 

6 - 12 
Disposition 

Altering an official document or record LEVEL 2 LEVEL 2 

Giving false information, misrepresentation (i.e. intentional or repeated 
cheating, plagiarism, lying) 

LEVEL 2 LEVEL 2 

Refusal to comply with requests of staff in a way that interferes with the 
operation of school 

LEVEL 2 LEVEL 2 

Failure to be in one’s assigned place (this includes missing or skipping a class 
or activity with no justifiable reason, as well as leaving class prior to the time 
of dismissal without permission of the teacher) 

LEVEL 2 LEVEL 2 

Failure to attend assigned disciplinary setting (detention, in-school 
suspension, Saturday school, Alternatives to Suspension) 

LEVEL 2 LEVEL 2 

Bringing unauthorized persons to school or allowing unauthorized persons 
to enter the school building 

LEVEL 2 LEVEL 2 

Dress Code Violation LEVEL 1 LEVEL 1 

Gambling (including games of chance for money or profit as defined in § 18.2-
46.1. Possession of gambling devices and paraphernalia is prohibited.) 

LEVEL 2 LEVEL 2 

Possessing items that are inappropriate for school (examples include toys, 
literature, electronics) 

LEVEL 1 LEVEL 1 

Possession of stolen items LEVEL 3 LEVEL 3 

Unauthorized use of school electronic or other equipment LEVEL 1 LEVEL 2 

Violation of the Acceptable Use of Technology/internet policy LEVEL 2 LEVEL 2 

Violation of school board policy regarding the possession or use of portable 
communication devices 

LEVEL 2 LEVEL 2 

Vandalism, graffiti or other damage to school or personal property 
(Thoughtless defacement, damage, or destruction and willful or malicious acts 
of damage or destruction of public/school property) 

LEVEL 2 LEVEL 2 
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CATEGORY RB: Relationship Behaviors 

These behaviors create a negative relationship between two or more people that does not result in physical 
harm. Relationship behaviors affect the whole school community in that the school climate is often a reflection 
of how people treat one another. Students who exhibit difficulty with relationship behaviors may also have 
difficulty with the other social-emotional competencies. 

Behavior K – 5 
Disposition 

6 - 12 
Disposition 

Bullying with no physical injury LEVEL 3 LEVEL 3 

Cyberbullying LEVEL 3 LEVEL 3 

Posting, distributing, displaying, or sharing inappropriate material or 
literature, including using electronics means 

LEVEL 2 LEVEL 2 

Saying or writing either directly or through electronic communication sexually 
suggestive comments, innuendos, propositions, or other remarks of a sexual 
nature 

LEVEL 3 LEVEL 3 

Stealing money or property without physical force LEVEL 3 LEVEL 3 

Speaking to another in an uncivil, discourteous manner LEVEL 2 LEVEL 2 

Teasing, taunting, engaging in a verbal confrontation, verbally inciting a fight LEVEL 3 LEVEL 3 

Using profane or vulgar language or gestures (swearing, cursing, hate speech, 
gang signs or gestures) 

LEVEL 2 LEVEL 2 

Using slurs based upon the actual or perceived race, ethnicity, color, national 
origin, citizenship / immigration status, weight, gender, gender identity, gender 
expression, sexual orientation, or disability 

LEVEL 3 LEVEL 3 

Failure to respond to questions or requests by staff LEVEL 2 LEVEL 2 

Unwanted or inappropriate physical contact of a sexual nature  LEVEL 3 LEVEL 4 
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CATEGORY BSC: Behaviors that Present a Safety Concern 

These behaviors create unsafe conditions for students, staff, and visitors to the school. The underlying reasons 
for this type of behavior may lie in any of the social-emotional competencies so the administrator should 
investigate the underlying motivation for the student’s behavior. Training in social awareness and decision-
making are usually indicated in any behavior that creates a safety concern. 

Behavior K – 5 
Disposition 

6 - 12 
Disposition 

Alcohol: Possessing or using alcohol  LEVEL 4 LEVEL 4 

Alcohol: Distributing alcohol to other students  LEVEL 4 LEVEL 5 

Drugs: Possessing drug paraphernalia  LEVEL 3 LEVEL 3 

Drugs: Violating school board non-prescription (over the counter) 
medication policy or look-alike drug policy 

LEVEL 3 LEVEL 3 

Tobacco: Possessing/Using/Distributing tobacco products, possessing tobacco 
paraphernalia, electronic cigarettes, vaping equipment 

LEVEL 3 LEVEL 3 

Bullying Behavior without physical injury that continues after intervention 
(Bullying that leads to physical injury will be classified as Assault and Battery.)  ⚑ 

LEVEL 4 LEVEL 4 

Cyberbullying that continues after intervention (Cyberbullying that relates a 
threat to the safety of students and staff should be treated with a higher level of 
intervention and consequences.)  ⚑ 

LEVEL 4 LEVEL 4 

Harassment (Repeatedly annoying or attacking a student or a group of students or 
personnel creating an intimidating or hostile educational or work environment ) 

LEVEL 3 LEVEL 4 

Bus: Distracting the bus driver LEVEL 3 LEVEL 3 

Bus: Endangering the safety of others on the bus (Serious or repeated incidents of 
bus misconduct will result in denying the student the privilege of riding on the bus.) 

LEVEL 4 LEVEL 4 

Fire alarm: Falsely activating a fire or other disaster alarm LEVEL 3 LEVEL 4 

Fire Related: Possessing items that could be used to set or cause a fire or 
produce large amounts of smoke 

LEVEL 3 LEVEL 4 

Engaging in reckless behavior that creates a risk of injury to self or others 
(including reckless use of a vehicle on school property)  ⚑ 

LEVEL 3 LEVEL 4 

Fighting that results in no injury as determined by school administration LEVEL 3 LEVEL 3 
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Inciting or causing a substantial disturbance to the operation of school or the 
safety of staff and/or students 

LEVEL 3 LEVEL 4 

Throwing an object that has the potential to cause a disturbance, injury, or 
property damage 

LEVEL 3 LEVEL 3 

Shoving, pushing, striking, biting another student with no visible injury LEVEL 3 LEVEL 3 

Exposing body parts, lewd or indecent public behavior  ⚑ LEVEL 3 LEVEL 4 

Physical contact of a sexual nature – patting body parts, pinching, tugging 
clothing ⚑ 

LEVEL 3 LEVEL 3 

Physical sexual aggression and/or forcing another to engage in sexual activity; 
Sexual assault ⚑ 

LEVEL 5 LEVEL 5 

Stalking ⚑ LEVEL 4 LEVEL 4 

Stealing money or property using physical force (no weapon involved) LEVEL 4 LEVEL 4 

Stealing/attempting to steal money or property using weapons or dangerous 
instruments ⚑ 

LEVEL 5 LEVEL 5 

Leaving school grounds without permission LEVEL 2 LEVEL 2 

Trespassing LEVEL 2 LEVEL 3 

Possessing dangerous instruments/substances that could be used to inflict harm 
upon another  ⚑ 

LEVEL 4 LEVEL 4 

Weapons: Possessing any weapon (other than a firearm) ⚑ LEVEL 4 LEVEL 4 

 

CATEGORY BESO: Behaviors that Endanger Self or Others 

These behaviors endanger the health, safety, or welfare of either the student or others in the school community. 
Behaviors that rise to this level of severity are often complex. While they are indicative of poor decision-making 
skills, students who exhibit these behaviors may also have developmental needs in the other social-emotional 
competencies. 

Behavior K – 5 
Disposition 

6 - 12 
Disposition 

Assault: Intending to cause physical injury to another person  ⚑ LEVEL 4 LEVEL 4 
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Assault and Battery: Causing physical injury to another person   LEVEL 5 LEVEL 5 

Fighting: The use of physical violence between students or on another person 
where there is minor injury as determined by the school administration  

LEVEL 4 LEVEL 4 

Striking Staff: The use of force against a staff member when no injury 

is caused  

LEVEL 4 LEVEL 4 

Drugs: Possessing controlled substances, illegal drugs, inhalants, 

synthetic hallucinogens or unauthorized prescription medications  

LEVEL 4 LEVEL 4 

Drugs: Being under the influence of controlled substances, illegal drugs, 
inhalants, synthetic hallucinogens, or unauthorized prescription medications 
 

LEVEL 4 LEVEL 4 

Drugs: Using controlled substances or using illegal drugs or synthetic 

hallucinogens or unauthorized prescription medications  

LEVEL 4 LEVEL 4 

Drugs: Distributing controlled substances or prescription medications 

or illegal drugs or synthetic hallucinogens or alcohol to other student(s) 

 

LEVEL 5 LEVEL 5 

Fire: Attempting to set, aiding in setting, or setting a fire  ⚑ LEVEL 5 LEVEL 5 

Gang-Related Behavior (Engaging in threatening or dangerous behavior 

that is gang-related)  ⚑ 

LEVEL 4 LEVEL 4 

Hazing  ⚑ LEVEL 4 LEVEL 4 

Threatening, intimidating, or instigating violence, injury or harm to a 
staff member or members  ⚑ 

LEVEL 4 LEVEL 4 

Threatening, intimidating, or instigating violence, injury or harm to 
another student(s) or other(s) ⚑ 

LEVEL 4 LEVEL 4 

Possession of a firearm or destructive device ( as defined in the Code of 
Virginia § 22.1-277.07) ⚑ 

LEVEL 5 LEVEL 5 

Using a weapon to threaten or attempt to injure school personnel ⚑ LEVEL 5 LEVEL 5 

Using a weapon to threaten or attempt to injure student or other(s) ⚑ LEVEL 5 LEVEL 5 

Bomb threat –Making a bomb threat ⚑ LEVEL 5 LEVEL 5 
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APPEAL PROCESS 
If a parent chooses to appeal a suspension/expulsion decision, including a school bus suspension, the appeal procedure is as 
follows: 

 The appeal must be made in writing within three (3) days. 

 Decisions made by an assistant principal are appealed to the building principal. 

 Decisions made by the building principal are appealed to the Superintendent or his/her designee. 

 The decision of the Superintendent or his/her designee for a suspension of ten (10) days or less may not be 

appealed to the School Board pursuant to School Board Policy JGD/JGE. 

 Decisions made by the Superintendent or his/her designee to uphold long-term suspension (more than ten 

(10) days) or expulsion may be appealed to the School Board and notice of appeal to the School Board must 

be made in writing within five (5) days of receipt of the Superintendent’s or his/her designee's  decision. 

 In-school suspension and detention decisions can only be appealed at the school level, not to the 

Superintendent or his/her designee. 

 School officials or administrators may review all matters involving student discipline for accuracy. 

READMISSION OF SUSPENDED AND/OR EXPELLED STUDENTS 
Any student who has been suspended from a school of this division is not eligible to attend any other school within the division 
until eligible to return to his or her regular school.  
 
Any student who has been expelled or suspended for more than thirty (30) days from attendance at school by a School Board or a 
private school in this Commonwealth or in another state or for whom admission has been withdrawn by a private school in this 
Commonwealth or in another state may be excluded from attendance in the Dinwiddie County Public Schools, in accordance with 
School Board Policy JEC School Admission.   
 
In excluding any such expelled student from school attendance, the local School Board may accept or waive any or all of any 
conditions for readmission imposed upon such student by the expelling School Board pursuant to Virginia Code section 22.1-
277.06.  The excluding School Board shall not impose additional conditions for readmission to school. 
 
No suspended student is admitted to the regular school program until such student and his or her parent/legal guardian have met 
with school officials to discuss improvement of the student’s behavior, unless the school principal or principal’s designee 
determines that readmission, without parent conference, is appropriate for the student.  A behavior contract may be required as 
a condition for re-admittance. 
 
If the parent/legal guardian fails to comply with this policy or Policy JEC School Admission, the School Board may ask the Juvenile 
and Domestic Relations Court to proceed against the parent/legal guardian for willful and unreasonable refusal to participate in 
efforts to improve the student’s behavior. 
 
Upon the expiration of the exclusion period for an expulsion or a withdrawal of admission, which period shall be established by 
the School Board, committee thereof, or Superintendent or superintendent’s designee, as the case may be at the relevant 
hearing, the student may re-petition the School Board for admission.  If the petition for admission is rejected, the School Board 
shall identify the length of the continuing exclusion period and the subsequent date upon which such student may re-petition the 
School Board for admission. 
 
The School Board may permit students excluded pursuant to this subsection to attend an alternative education program provided 
by the School Board for the term of such exclusion. 
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Attendance 

Excessive and Unexcused Tardiness or Absences to School or Class 

Students are expected to attend all assigned classes every day. Absence from class includes late arrival, early dismissal or being 
missing from any class. Justifiable reasons for non-attendance should be submitted to the school for each absence, late arrival, or 
class absence. Absences from class require approval from an administrator. Unexcused tardiness and/or skipping class are 
considered violations of compulsory attendance. 

Compulsory Attendance 

Students are expected to attend school every day. Any absence will be considered unexcused until appropriate verification is 
received and reviewed by the principal/designee.  An absence shall be excused for the following reasons per nine week marking 
period: 

 Personal illness (3 days, with parent verification) 

 Death in immediate family or household (4 days) 

 Professional or legal appointment (unlimited, unless there may be reason to suspect abuse) 

 Extenuating circumstances with prior approval of the principal 

When a student accumulates three (3) unexcused absences, the parent will be contacted and a school official will review the 
attendance policy. 
 
When a student accumulates four (4) unexcused absences, the attendance team will meet with the student. 
 
When a student accumulates five (5) unexcused absences, an attendance contract will be developed and implemented. 
 
When a student accumulates six (6) unexcused absences, a plan will be developed with the parent to determine if more supports 
and/or interventions are needed. 
 
When a student accumulates seven (7) unexcused absences, the school social worker will file a complaint against the student 
and/or parents through Dinwiddie Juvenile & Domestic Relations Court. 

Report for Suspension of Driver’s License 

In addition to any other actions taken pursuant to this policy, if a student who is under 18 years of age has 7 or more unexcused 
absences from school on consecutive school days, the principal may notify the juvenile and domestic relations court, which may 
take action to suspend the student’s driver’s license. 

Perfect Attendance 

A student is considered to have perfect attendance if they were present every day that school was in session with no tardy 
arrivals and/or early dismissals. 

Tardies 

Secondary students will be marked tardy when entering class after the ringing of the tardy bell unless they have an approved 
student pass or other approved excuse for being late. Upon receiving the third tardy, in the same nine weeks grading period and 
in the same class, the student will be required to sign a disciplinary form indicating that this is his/her third tardy. The instructor 
will hold the form and if the student is tardy again during the nine weeks period, the student will be referred to the 
administration. 

Early Dismissal 

When early dismissal is necessary, written verification requesting such shall be presented to the attendance secretary prior to 
attending first period class. Early dismissal shall be considered excused for reasons consistent with those for which an excused 
absence is granted. Students may not leave school early without a dismissal permit. Students who leave school early without a 
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dismissal permit will be considered skipping and will be disciplined accordingly. Students who are granted permanent early 
dismissal must leave the ground at that designated time of the dismissal. 

Late Arrivals 

When tardiness is necessary, written verification stating reasons for such shall be presented upon arrival. Tardiness shall be 
considered excused for reasons consistent with those for which an excused absence is granted. Students are not considered tardy 
when the bus arrives late. In the event the school officials determine its necessary, steps shall be taken to verify an excuse for 
absence, late arrival, or early dismissal.  School officials may question a pattern of absences, late arrivals, or early dismissals when 
there is reason to suspect forgery or a misrepresentation of facts exists. 

Truancy 

All student absences are considered unexcused unless the parent either calls the school or sends a written note to provide a 
justifiable reason for the absence within 24 hours of the absence. Acceptable excuses include the following: 

 Illness of student. 

 Serious illness in family which necessitates absence of student. 

 Death in family. 

 Special and recognized religious holidays. 

 Other reasons approved by principal. 

A written statement by a physician may be required when a student misses more than 10 days during the school year because 
of illness. 

Leaving School Property without Permission 

Once a student arrives on school property, he/she may not leave without administrative permission prior to the end of the 
regularly scheduled day. Students with early dismissals must sign out prior to leaving school.  High school students with written 
authorization from a parent or legal guardian may sign themselves out; however, elementary/middle school students must be 
signed out by a parent or legal guardian who must present a pictured ID card when picking a student up from any school. 
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Definitions 

Terms related to the disciplinary process 

Alternative Placements/Suspensions/Expulsions - In accordance with section 22.1-277.2:1 of the Code of Virginia, a student that 
has been (1) charged with an offense relating to the Commonwealth’s laws, or with a violation of school board policies, regarding 
weapons, alcohol, drugs, or intentional injury to another person, (2) charged, found guilty or not innocent of an offense relating 
to the Commonwealth’s laws on weapons, alcohol, drugs, a crime that resulted in or could have resulted in injury to others, or 
with an offense that is required to be disclosed to the Superintendent pursuant to subsection G of section 16.1-260 of the Code of 
Virginia, (3) found to have committed a serious offense or repeated offenses in violation of school board policies; (4) suspended 
or expelled pursuant to sections 22.1-277.05, 22.1-277.06, 22.1-277.07, 22.1-277.08, or subsection B of 22.1-277 of the Code of 
Virginia, the Office of the Superintendent, shall determine whether the student shall be required to attend an alternative 
education program in lieu of a regular education program with the general student population.  This section applies regardless of 
the location of the incident.   

Alternative School Program - An instructional program on school sites for students who require an administrative intervention for 
certain violations of the Code of Student Conduct.  This allows for the continuation of the academic program while counseling 
and/or other interventions may be employed. 

Appeal - To make a request to a higher authority for the review of a disciplinary case. 

Arson - Deliberately setting a fire on school property which endangers life, limb, or property. 

Assault/Battery - An actual offensive and intentional touching or striking of an individual, with or without use of a dangerous 
object or weapon, against his or her will, causing or intending to cause bodily harm.   

Bodily Injury - (A) a cut, abrasion, bruise, burn, or disfigurement; (B) physical pain; (C) illness; (D) impairment of the function of a 
body part or mental faculty; or (E) any other injury to the body, no matter how temporary. 

Bomb/Explosive Device - Any weapon that is designed to explode with the use of a triggering device or by a chemical reaction 
that causes an explosion in accordance with §22.1-279.3:1 of the Code of Virginia. 

Bullying - A person is being bullied or victimized when he or she is exposed repeatedly and over time to negative actions on the 
part of one or more persons.  Two main components of bullying are aggressive behavior that involves unwanted negative actions 
and a pattern of behavior repeated over time, and an imbalance of power or strength.  Different forms of bullying are verbal, 
social exclusion or isolation, physical, lies and rumors, money or possessions taken or damaged, being threatened or forced to do 
things, racial bullying, sexual bullying, and cyber bullying via cell phone or Internet (as further defined on page 31). The person 
who inflicts such activity upon another or others is considered the bully and will be disciplined accordingly. Bullying does not 
include ordinary teasing, horse-playing, arguing, or peer conflicts. 

Burglary - Unlawfully entering or attempting to enter a building or other structure with the intent to commit a crime.  

Community Service - Authorized work in the building, grounds, and/or other appropriate services provided by the student to the 
school or the community. 

Confiscation - Any item prohibited by the Code of Student Conduct or the law will be removed from the student’s possession. 

Consequences - Recommended actions administrators are to use in handling alleged infractions of the Code of Student Conduct. 

Controlled Substance Analogs & Cannabimimetic Agents - Substances prohibited by Code of Virginia §18.2-250 and defined by 
the Code of Virginia §54.1-3446, as amended from time to time (formerly known as “synthetic cannabinoids”, including 
substances such as “bath salts” and “spice”, now included among Schedule I & II drugs as defined further herein). 
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Court Referral - Violations of the law must be reported to law enforcement in accordance with the Code of Virginia, including but 
not limited to drug offenses, assaults, weapon possession, truancy, or other violations of the Code of Virginia.  Violations of the 
law will be reported to the School Resource Officer or other appropriate authority, who will initiate appropriate legal action. 

Criminal Street Gang - Any ongoing organization, association, or group of three or more persons, whether formal or informal, (i) 
which has as one of its primary objectives or activities the commission of one or more criminal activities, (ii) which has an 
identifiable name or identifying sign or symbol, and (iii) whose members individually or collectively have engaged in the 
commission of, attempt to commit, conspiracy to commit, or solicitation of two or more predicate criminal acts, at least one of 
which is an act of violence, provided such acts were not part of a common act or transaction. 

Detention - A consequence (not to exceed an hour) employed by any teacher or administrator to keep a student before or after 
school hours in hope of correcting inappropriate behavior.  Parents must be notified. 

Distribution - The selling, giving, sharing, passing on to, taking orders for, and/or arranging for selling or sharing of a controlled 
substance to occur. 

Drug Paraphernalia - Those items described in Section 18.2-265.1 of the Code of Virginia, including but not limited to items such 
as pipe fittings, stems, bowls, bongs, etc. 

Drug Violations Prescription Theft Attempted Theft - Unlawfully possessing or attempting to take possession of drugs prescribed 
for another. 

Expulsion/Exclusion - The termination of a student’s privilege to attend school within the school division by a vote of the 
Dinwiddie County  School Board, or the exclusion of a student expelled or withdrawn from admission by a public or private school 
in or outside Virginia.  An expelled or excluded student is ineligible for readmission for 365 calendar days and may only be 
readmitted upon petition in accordance with School Board policy and procedures as outlined in this Code, in accordance with the 
Code of Virginia, Sections 22.1-277.06, 22.1-277.07, 22.1-277.08, and 22.1-277.2. 

Harassment - Repeatedly annoying or attacking a student or a group of students or other personnel which creates an intimidating 
or hostile educational or work environment. 

Hazing - Hazing means to recklessly or intentionally endanger the health or safety of a student or students or to inflict bodily 
injury on a student or students in connection with or for the purpose of initiation, admission into, affiliation with, or as a condition 
for continued membership in a club, organization, association, fraternity, sorority, or student body regardless of whether the 
student or students so endangered or injured participated voluntarily in the relevant activity. The principal of any school, at which 
hazing that causes bodily injury occurs, shall report the hazing to the Superintendent, who shall report it to the local 
Commonwealth’s Attorney. 

Jurisdiction - The Code of Student Conduct and these related policies apply to any DCPS student. It is enforced when he/she is on 
school property, while traveling to school or from school, to, from, and at bus stops, in School Board vehicles, and in attendance 
at school or at any school-sponsored activity. In addition, the Code of Student Conduct applies to incidents off school property as 
referred to in Definitions - Alternative Placements/Suspensions/Expulsions. The Code also applies to a student’s conduct which 
interferes with or obstructs the orderly operation of the school system or the safety or welfare of students, employees, or 
volunteers. Students who observe or are subjected to inappropriate actions as described in the Code are expected to report such 
incidences to their school administration. In addition, all students must report to a school staff member any information 
concerning threats or disruptions involving the safety of students, staff, or the school environment. 

Larceny - The crime of taking and carrying away the personal property of someone else with the intent to permanently deprive 
the owner of that property.  

Law Enforcement Agencies - In cases of serious violations of the law and/or when required by the Code of Virginia, the Dinwiddie 
County Police (to include School Resource Officers), Child Protective Services, and Juvenile Probation Departments may be 
contacted, consulted, or included in the consequence of student matters. The School Resource Officer usually serves as a liaison 
for these activities. 
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Long-Term Suspension - A disciplinary action whereby a student is not permitted to attend school for a period of 10  to 45 
consecutive days. Long-term suspension can extend beyond a 45-school-day period, not to exceed 364 calendar days, if (i) the 
offense involves weapons, drugs, or serious bodily injury or (ii) the school board or division superintendent or superintendent’s 
designee finds that aggravating circumstances exist. 

Look-alike/Imitation Drugs - A pill, capsule, tablet, or other item which is not a controlled substance, an alcoholic beverage, 
anabolic steroid, or marijuana, but which by overall dosage unit, appearance, including color, shape, size, marking or package, or 
by representations made, is intended to lead or would lead a reasonable person to believe that such a pill, capsule, tablet, or 
other item is a controlled substance, an alcoholic beverage, anabolic steroid, or marijuana. 

Mediation/Conflict Resolution - Mediation/Conflict Resolution is a process led by either student and/or staff mediators in which 
disputants in a conflict are encouraged to meet and resolve their dispute. 

Medication - Any drug or other substance used in treating illnesses, disorders, healing, or relieving pain, including over-the-
counter drugs, such as aspirin, cough syrups, gargles, cold tablets, and the like.  

Minor Consequences - Minor Consequences include, but are not limited to, lunch detention, after school detention, time out, loss 
of privileges, assignment of work projects, in-school suspension, etc.  

Parent/Guardian - A parent is considered a natural parent, parent by legal adoption, or court appointed legal custodian. Teachers, 
counselors, and administrators are expected to contact parents by phone or letter in an effort to keep them informed of their 
child’s conduct. 

Possession - Includes bringing, receiving, and/or storing items on school property or at a school-sponsored event.  This includes, 
but is not limited to, items found in personal vehicles parked on school property.   

Restitution - The replacement of or payment for property taken, damaged, or destroyed will be required. 

Robbery - Taking, or attempting to take, anything of value owned by another person or organization under confrontational 
circumstances by force or threat of force or violence and/or by putting the victim in fear.  

Schedule I and II Drugs - Controlled substances included in Schedules I and II of Section 202 of the Controlled Substances Act, 21 
U.S.C. Section 812 and further defined in the Code of Federal Regulations, 21 C.F.R. Sections 1300.11 through 1300.15, and the 
Virginia Drug Control Acts, as further defined in Code of Virginia Sections 54.1-3446 and 54.1-3448, all as amended from time to 
time (includes controlled substance analogs and cannabimimetic agents).  

School Conference with Parent - Parents are encouraged to set up an appointment with any teacher, school counselor, or 
administrator to discuss their son’s or daughter’s progress or problems. If a student is suspended, a parent/guardian may be 
asked to come to school to initiate reinstatement of the student. 

School Grounds and Property - Includes land, school facilities, and school vehicles used for the provision of academics, 
extracurricular programs, and administration by the district. School grounds include parking lots, playgrounds, and recreational 
places. School grounds also include that portion of the land, school facilities, and other facilities owned by municipalities, private 
entities, or other individuals during those times when the school district has exclusive use of a portion of such land, school 
facilities, or other facilities for the provision of extracurricular programs.  

School Property and Activities - Includes real and personal property owned, leased, or operated by or on behalf of the School 
Board. It also includes any school-sponsored event, bus stops, and activity to and from school and bus stops. 

School Resource Officers - A Dinwiddie County Police Officer is assigned to elementary, middle, and high school to assist with the 
maintenance of safe school environments and to support administration, staff, and students regarding law related topics, and 
provide informal counseling and role modeling.  

Search and Seizure - School authorities reserve the right to conduct random searches of lockers, desks, computers, computer 
hardware and software, and other property, as well as individuals and their personal belongings. This action will be taken to 
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protect the safety and security of the school environment. School authorities may also conduct a search when there is reasonable 
suspicion for believing that items will be found that violate the law or school policy, rules, and regulations. The search should be 
reasonable in scope, duration, and intensity in relation to the item being sought. Students shall be held responsible for all items in 
their lockers and vehicles. The locations at which searches of students and student property may be conducted are not limited to 
the school building or school property, but may be conducted wherever the student is involved in a school-sponsored activity. If 
articles violate school policy, rule, regulation, or the law, they will be taken by an administrator.  Illegal articles will be turned over 
to a police officer. 

Automobiles - Parking on school grounds is a privilege. All personal vehicles parked on school property may be searched as a 
part of a random search or with reasonable suspicion. Parking on school property shall be deemed consent to such search. 

Canines - In an effort to ensure that each school maintains a safe environment, police dogs may be brought onto school 
property to inspect school premises, including, but not limited to, students, lockers, desks, backpacks, instrument cases, 
handbags and vehicles. 

Surveillance Cameras - Surveillance cameras may be used in buses, in school facilities, and around school grounds in order to 
monitor and maintain order, discipline, and school safety. Surveillance videos are not considered educational records; 
therefore, viewing shall be limited to the Director of Transportation, building principals, Superintendent, Superintendent’s 
Designee and/or law enforcement officers. 

Serious Bodily Injury - Bodily injury which involves (A) a substantial risk of death; (B) extreme physical pain; (C) protracted and 
obvious disfigurement; or (D) protracted loss or impairment of the function of a body part or mental faculty. 

Short-term Suspension - A disciplinary action whereby a student is not permitted to attend school for a period not to exceed ten 
(10) school days of in accordance with the Code of Student Conduct. 

Student Conference - The first line of discipline is with the classroom teacher. Formal and informal conferences are held between 
the student and teacher. If problems become more serious, the grade level administrator will hold a conference with the student 
in an attempt to improve behavior. The student’s counselor often will be included in this conference. 

Student Support Team - When a student experiences repeated problems in school, the school personnel may refer this student to 
the child study team or other appropriate team or individual for instructional or behavioral support. The student may also be 
counseled and, if necessary, evaluated for alternative placement and educational program modifications. 

Suspension - According to adopted School Board policy, a student may be suspended from school attendance for violations of the 
Code of Student Conduct.  Suspensions of students with disabilities shall be consistent with federal and state laws and regulations, 
as well as School Board policy. A principal or his/her designee may suspend a student up to 10 (ten) school days. (A “school day” is 
defined as any day that schools are open and students are expected to be in attendance.) Prior to suspension, the principal and/or 
designee should meet with the student. A letter shall promptly be mailed informing the parent of the violation of the Code of 
Student Conduct and the details of the suspension. Suspensions to a disciplinary hearing and recommendations for expulsion may 
be issued by the principal.  Refer also to policy and regulation 6-06-003, “Suspension and Expulsion.”  

Technology-Related Terms:   

Application - A program that helps the user accomplish a specific task. Examples include word processing programs or 
spreadsheet programs.  

Cyber Bullying - Abusive behavior including, but not limited to: taunting, threatening, stalking, intimidating, and/or coercing 
by one or more individuals against other students or staff, perpetrated using information and communication technologies, 
such as cell phone text messages, pictures, Internet email, social networking sites, defamatory personal websites, and 
defamatory online personal polling websites to support deliberate, hostile behavior intended to harm others.   

Extensions - Small programs that add to or extend the capabilities of the computer’s system software. 

Hacker - One who uses programming skills to gain illegal or unauthorized access to computers, computer networks, or files. 
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Preferences - Settings that are altered by the user to personalize the computer.  Examples include track pad, date, time, 
Internet settings, and network settings. 

Proxy - Proxy is a computer system or router that can be used to bypass firewall rules, web filters, and/or security policies. 

Sexting - The act of sending and receiving sexually explicit messages or photos electronically, primarily through use of cellular 
phones.  This includes consensual and nonconsensual exchange, distribution, or possession of graphic images or messages. 

Software Image - The pre-set software image is defined as the configuration of the system software, preferences, and 
extensions that reside on the computer.  

System Software - The programs and routines that control the functioning of the hardware and direct its operation. 

Theft - The crime of taking and carrying away the personal property of someone else with the intent to permanently deprive the 
owner of that property. 

Tobacco Products - Any lit or unlit cigarette, including candy cigarettes, cigar, pipe, and any other smokeless tobacco, dip, chew, 
and snuff in any form.  This includes electronic devices, including electronic cigarettes and vaporizers that emit nicotine vapor, 
cigarette packages, smokeless tobacco containers, lighters, and any other items containing or reasonably resembling tobacco, 
tobacco product images and tobacco company logos, such as key chains, t-shirts, ash trays, and coffee mugs.  

Tobacco Use - Includes smoking, which means carrying or having in one’s possession a lighted cigarette, cigar, pipe, or other object 
giving off or containing any substance giving off smoke; chewing spit tobacco, also known as smokeless tobacco, dip, chew, and 
snuff in any form. This includes electronic devices, including electronic cigarettes and vaporizers that emit nicotine vapor. The term 
‘use’ means the chewing, dipping, lighting, smoking and any other usage of any tobacco product. 

Verbal Assault - The act of cursing, threatening, or using abusive language or written remarks, intended to demean or harm a 
student, staff member, or visitor. 

Web Space - A series of best practices oriented toward assisting people to create dynamic websites.  These websites serve as online 
platforms to allow individuals to use various methods of communication as well as to easily connect various services, personal 
information, and social activities which utilize web tools.  (Example of web tools include:  blogs, music, hosting, photo sharing, 
instant messaging, bulletin boards, online chat rooms, etc.). 
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School Information 
 

ELEMENTARY SCHOOLS 

Dinwiddie 13811 Boydton Plank Road, Dinwiddie, VA 23841   469-4580 

 Principal: Mr. Davis Roberts 

Midway 5511 Midway Road, Church Road, VA 23833  265-4205 

 Principal: Mr. Randall Johnson 

Southside 10305 Boydton Plank Road, Dinwiddie, VA  23841  469-4480 

 Principal: Mrs. Sheri Culbreath 

Sutherland 6000 R. B. Pamplin Drive, Sutherland, VA 23885  732-4168 

 Principal: Dr. Amanda Clay 

Sunnyside 10203 Melvin B. Alsbrooks Ave., McKenney, VA 23872  478-2313 

 Principal: Mr. Brenton Byrd 

 

SECONDARY SCHOOLS 

Dinwiddie Middle School 11608 Courthouse Road, Dinwiddie, VA 23841  469-5430 

 Principal: Mr. Jeffrey Walters 

Dinwiddie High School 11501 Boisseau Road, Dinwiddie, VA 23841  469-4280 

 Interim Principal: Mr. Robbie Garnes 

 

ALTERNATIVE PROGRAM 

Dinwiddie Pathways Center 12318 Boydton Plank Road, Dinwiddie, VA 23841  469-3179 
 Administrator: Mr. Charles Moss 
 

VOCATIONAL  CENTER 

Rowanty Technical Center 20000 Rowanty Rd, Carson, VA 23830 732-4950 / (434) 246-5741 
 Principal: Ms. Cheryl Simmers 
 

SCHOOL BOARD OFFICE 

School Board Office 14016 Boydton Plank Road, Dinwiddie, VA 23841  469-4190 
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DINWIDDIE COUNTY PUBLIC SCHOOLS 
SCHOOL BOARD MEMBERS 

Deputy Jerry “Jay” Schnepf 
District 1 

Mrs. Betty T. Haney 
District 2 

Ms. Barbara T. Pittman 
District 3 

Ms. Mary M. Benjamin 
District 4 

Ms. Sherilyn H. Merritt 
District 5 

ADMINISTRATIVE STAFF 

Dr. Kari Weston  
Superintendent of Schools 

Dr. Royal Gurley 
Assistant Superintendent  
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Acknowledgment of Receipt and Review of the Code of Student Conduct 

  I certify: 

1. receipt of the Dinwiddie County School Board’s Code of Student Conduct and understand that printed 
therein are Sections 22.1-254 and 22.1-279.3 of the Code of Virginia, and the DCPS Acceptable/Safe Use 
of Technology and the Internet (on page 10). 

2. that my signature indicates my permission to allow my son or daughter to have access to the Internet 
under the conditions set forth. 

3. that I have reviewed the content of the Code of Student Conduct, including school bus rules and the 
Student Activities Contract with my child.  

4. that I have been informed that all personal belongings kept on school property (including on school 
buses and all other vehicles used for pupil transportation), brought to school-sponsored events, or 
brought to bus stops will be at the sole risk of the owner. DCPS will not accept responsibility for damage, 
loss, or theft of any personal belongings on school property, brought to school-sponsored events, or 
brought to bus stops.  

5. that if I elect to "opt-out" my child,  I must follow the instructions provided in the Annual Notice to 
Students/Parents  (found at http://www.dinwiddie.k12.va.us/information/). 

6. that signing below only signifies receipt and review, and furthermore, that by signing this statement of 
receipt, I am not waiving, but expressly reserving, my rights protected by the constitutions or laws of the 
United States or Commonwealth of Virginia and my right to express disagreement with a school’s or 
school division’s policies or decisions.   

I understand that this Code of Student Conduct applies to all students of Dinwiddie County Public Schools.  

 

 
Student’s Name and Grade Signature of Student/Date 

 

School Signature of Parent/Date 

Please return this page to your child’s teacher within two (2) weeks of enrollment of each new school year.  
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 A Message from the Superintendent 

 

 
Dear Parents/Guardians and Students: 

 

Welcome to the 2021-22 school year! 

 

The Prince George County Public School division strives to engage our 

students in learning the knowledge and skills that will help them make 

positive contributions as citizens of our community and beyond.  We 

believe that students, parents, and staff must work together to maintain a 

safe and productive school environment conducive to learning for all 

children.  The Encouraging Positive Student Conduct and Safety 

Handbook provides information and policies that will support our 

partnership with you.   

 

This document includes school hours, directory information, and dedicates 

a significant portion to the division’s Code of Conduct.  Please review this 

information with your child so he or she is aware of the division’s 

expectations for student behavior.   

 

Additionally, the Acknowledgement of Parent/Student Responsibility is 

on the last page of this booklet.  This form must be completed and signed 

by all parents and students.  Please return this form to your child’s 

school no later than September 30th. 

 

I wish you and your child a successful and memorable school year.  Thank 

you for your continued support of Prince George County Public Schools. 

 

Sincerely, 

 

 

Lisa Pennycuff, Ed.D. 

Superintendent 
 



 

 

VISION: 

 

The vision of Prince George County Public Schools is to prepare students 

to navigate an ever-changing world. 

 

 

MISSION: 

 

The mission of Prince George County Public Schools is to engage, 

encourage, and inspire every child, every day. 
 

 

 

Prince George School Board 

P. O. Box 400  

6410 Courts Drive 

Prince George, VA  23875 

Telephone:  (804) 733-2700 

Fax:  (804) 861-5271 

Web Site:  http://pgs.k12.va.us 

Office Hours:  8:00 a.m. – 5:00 p.m. 

 

School Board Members 

 
 Jill A. Andrews 

Robert E. L. Eley, III 

Christopher A. Johnson 

                                  Cecil M. Smith 

                                 Sherry D. Taylor 

 

 
DISCLOSURE:  The Prince George County School Board does not discriminate 

on the basis of race, color, national origin, age, religion, political affiliation, 

handicapping conditions, or sex in its educational programs or employment. 



 

 

School Board Office Staff 
 

 

Dr. Lisa Pennycuff                           William A. Barnes, Jr. 

Superintendent                                 Assistant Superintendent 

                                                           

Patrick Barnes                                  Monique G. Barnes 

Chief Support Services Officer        Chief Finance Officer  

 

Laura Estes                                      Scott Brubaker 

Chief Human Resources                  Chief Technology Officer 

Officer                                               

 

Robin Germanos                              Jason Chandler 

Director, Elementary Education      Director, Secondary Education 

 

Ronald Rhodes                                 TBD  

Director, Operations                         Director, Title I, Gifted  

                                                          and MYP 

 

Kae Partin                                         TBD 

Director, Student Services               Director, Transportation 

                                                           

Chrystal George                                Mattie Thweatt 

Associate Director,                           Associate Director, 

Student Services                               School Administration 
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Nutrition Services                             and Public Relations       

 

Rebecca B. Kirk                                Michelle Grate 

Assistant to Superintendent/             Coordinator of Health Services 

Clerk of the Board    

  



 

 

Schools 
 
Prince George High School N. B. Clements Junior High School 

7801 Laurel Spring Road 7800 Laurel Spring Road 

Prince George, VA  23875 Prince George, VA  23875 

Principal, Dr. Abbie Martin Principal, Thad Sebera 

Telephone:  (804) 733-2720 Telephone:  (804) 733-2730 

Fax:  (804) 861-4530 Fax:  (804) 733-3783 

Office Hours:  7:15 a.m. – 3:45 p.m. Office Hours:  7:15 a.m. – 3:45 p.m. 

 

J. E. J. Moore Middle School Prince George Education Center 

11455 Prince George Drive 11455 Prince George Drive 

Disputanta, VA  23842 Disputanta, VA  23842 

Principal, Robert Knowles Principal, Burke George 

Telephone:  (804) 733-2740 Telephone:  (804) 733-2748 

Fax:  (804) 733-2697 Fax:  (804) 733-2749 

Office Hours:  7:15 a.m. – 3:45 p.m. Office Hours:  7:15 a.m. – 3:45 p.m. 

 

L. L. Beazley Elementary School David A. Harrison Elementary School 

6700 Courthouse Road 12900 East Quaker Road 

Prince George, VA  23875 Disputanta, VA  23842 

Principal, Elizabeth Pell Principal, Christopher Scruggs 

Telephone:  (804) 733-2745 Telephone:  (804) 991-2242 

Fax:  (804) 732-1627 Fax:  (804) 991-2123 

Office Hours:  8:00 a.m. – 4:00 p.m. Office Hours:  8:00 a.m. – 4:00 p.m. 

 

North Elementary School South Elementary School 

11106 Old Stage Road 13400 Prince George Drive 

Prince George, VA  23875 Disputanta, VA  23842 

Principal, Dr. Theresa Marshall Principal, Susan Braswell 

Telephone:  (804) 458-8922 Telephone:  (804) 733-2755 

Fax:  (804) 452-3917 Fax:  (804) 732-5844 

Office Hours:  8:00 a.m. – 4:00 p.m. Office Hours:  8:00 a.m. – 4:00 p.m. 

 

William A. Walton Elementary School Rowanty Technical Center 

4101 Courthouse Road 20000 Rowanty Road 

Prince George, VA  23875 Carson, VA  23830 

Principal, Chrystal Barnwell Principal, Cheryl Simmers 

Telephone:  (804) 733-2750 Telephone:  (804) 732-4950 

Fax:  (804) 732-1592 Fax:  (434) 246-5721 

Office Hours:  8:00 a.m. – 4:00 p.m. Office Hours:  7:45 a.m. – 3:45 p.m. 
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I.  INTRODUCTION 
 

Roles and Responsibilities 

 School Board members, school personnel, parents, and students 

share the responsibility to create and maintain a school environment 

that is safe and conducive to learning.  It is the responsibility of the 

School Board to adopt policies and regulations.  The superintendent 

has the responsibility to issue standards of student conduct including 

a list of corrective disciplinary actions for violation of the standards.  

The school principal has the responsibility to enforce the student 

conduct standards using reasonable judgment.  Each parent has a 

duty to assist the school in enforcing the standards of student 

conduct and compulsory school attendance.  Students are expected 

to attend school regularly and to demonstrate good citizenship; 

enjoying the rights and fulfilling responsibilities set forth in the 

student conduct standards. 

 

Student Conduct Expectations 
 An engaging, challenging atmosphere is most conducive to the 

educational experience of all members of the school community.  

Therefore, students are expected to:   

• Cooperate in the creation and maintenance of a healthy 

learning environment. 

• Conduct themselves in a safe and orderly manner. 

• Respect the rights of others during both curricular and 

extracurricular school programs. 

• Be present and on time for all scheduled activities. 

• Dress in a way that is appropriate and responsible. 

• Refrain from inappropriate behavior, including disruptive 

actions such as the use of profanity, obscenity, and/or 

demeaning remarks. 

• Safeguard the property of the school and protect the 

community’s investment in it. 
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• As a good citizen, students should refrain from bringing 

items on school property that are in violation of the Code of 

Conduct or cause campus disruption. They must turn the 

item in to a school adult as soon as they realize the item is in 

their possession to prevent further disciplinary review.  

Please see your School Student Handbook for additional 

information. 

 

 No student shall violate, while on school property, at a school 

activity, or under the supervision of school authority (including 

going to and coming from school) any laws or rules and regulations 

of the School Board and the school.  The following are general 

categories of prohibited conduct: 

 

Alcohol, Tobacco, Anabolic Steroids, and Other Drugs 
Students are prohibited from possessing, using, or distributing 

any of the restricted substances listed below on school property, on 

school buses or during school activities, on or off school property. 

Students are prohibited from attempting to possess, use, 

consume, procure and/or purchase, any of the restricted substances 

listed below or what is represented by or to the student to be any of 

the restricted substances listed below or what the student believes is 

any of the restricted substances listed below. 

Students are prohibited from being under the influence of any of 

the restricted substances listed below, regardless of whether the 

student’s condition amounts to legal intoxication. 

Restricted substances include but are not limited to alcohol, 

tobacco products as defined in Policy JFCH Tobacco Products and 

Nicotine Vapor Products, nicotine vapor products as defined in 

Policy JFCH Tobacco Products and Nicotine Vapor Products, 

inhalant products, and other controlled substances defined in the 

Drug Control Act, Chapter 15.1 of Title 54 of the Code of Virginia, 

such as anabolic steroids, stimulants, depressants, hallucinogens, 

marijuana, imitation and look-alike drugs, drug paraphernalia and 
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any prescription or non-prescription drug possessed in violation of 

School Board policy. 

 Any student who has been found to be in possession of or under 

the influence of drugs or alcohol on school property or at a school 

sponsored activity may be required to (1) undergo evaluation for 

drug or alcohol abuse and (2) participate in a drug and/or alcohol 

treatment program if recommended by the evaluator and if the 

parent consents.  

 In addition to any other consequences which may result, a 

student who is a member of a school athletic team will be ineligible 

for two school years to compete in interscholastic athletic 

competition if the school principal and the superintendent determine 

that the student used anabolic steroids during the training period 

immediately preceding or during the sport season of the athletic 

team, unless such steroid was prescribed by a licensed physician for 

a medical condition. (Policies GBEC, JFC, JFCF, JFCH, KGC) 

 

Assault 
 A student shall not assault or commit battery upon another 

person on school property, on school buses or during school 

activities on or off school property. 

 An assault is a threat of bodily injury.   

 A battery is any bodily harm, however slight, done to another in 

an angry, rude or vengeful manner.  (Policies JFC) 

 

Attendance  
 Student attendance is a cooperative effort; schools shall involve 

parents and students in accepting responsibility for regular 

attendance.   

 Each parent or guardian of a child within the compulsory school 

attendance age shall be responsible for the child’s regular and 

punctual attendance at school as required by law.  Early intervention 

with the student and parent(s) takes place for repeated unexcused 

absences.   
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 Parent/student must provide school with official, written 

documentation of any hospitalization, court appearance, notification 

of death in family (i.e. obituary) within five (5) days of returning 

back to school in order for the administration to excuse the absence 

for exam exemptions. 

 Students shall attend school on a regular and punctual basis 

unless otherwise excused in accordance with School Board 

regulation.  See Appendix F, Compulsory Attendance.   

(Policies JED, JFC)  

 

Bomb Threat 
 Students shall not engage in any illegal conduct involving 

firebombs, explosive or incendiary materials or devices, or hoax 

explosive devices, or chemical bombs as defined in the Code of 

Virginia.  Moreover, students shall not make any threats or false 

threats to bomb other students, school personnel or property. 

      Students found guilty by the court may be required to pay 

restitution for police, fire and rescue intervention services. 

(Policies JFC, JGD/JGE, KNAJ) 

 

Bullying and Use of Electronic Means of Bullying 
Bullying is prohibited. "Bullying" means any aggressive and 

unwanted behavior that is intended to harm, intimidate, or humiliate 

the victim; involves a real or perceived power imbalance between 

the aggressor or aggressors and victim; and is repeated over time or 

causes severe emotional trauma. "Bullying" includes cyber bullying. 

"Bullying" does not include ordinary teasing, horseplay, argument or 

peer conflict. 

 Please see your School Student Handbook for additional 

information.  (Policies JFC, JFCE, IIBEA/GAB) 

 

Bus Related Conduct 
 Students are required to conduct themselves on school buses in a 

manner consistent with established student code of conduct.  The 

driver shall report students who become disciplinary problems on 
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school buses to the principal.  The principal and his/her designee 

will notify the parent/guardian and may suspend the student’s riding 

privileges.  Students are also subject to the same disciplinary action 

as would be prescribed had the behavior occurred at school.  

 Only authorized personnel are permitted to board the bus.  

Unauthorized persons could be charged for trespassing. Please see 

your School Student Handbook for additional information about bus 

rules. (Policies JFC, JFCC, JFCC-R) 

 

Cheating 
 Students are expected to perform honestly on any assigned 

schoolwork or tests (traditional face-to-face or virtual learning).  

The following actions are prohibited: 

• Cheating on a test or assigned work by giving, receiving, 

offering, and/or soliciting information. 

• Plagiarizing by copying the language, structure, idea, and/or 

thoughts of another. 

• Falsifying statements on any assigned schoolwork, tests, or 

other school documents. 

(Policy JFC) 

 

Defiance of the Authority of School Personnel 
 Students shall comply with any oral or written instructions made 

by school personnel within the scope of their authority as provided 

by School Board policies and regulations.  (Policy JFC) 

 

Disruptive Behavior 
 Students are entitled to a learning environment free of 

unnecessary disruption.  Any physical or verbal disturbance within 

the school setting or during related activities, which interrupts or 

interferes with teaching and orderly conduct of school activities, is 

prohibited.  (Policies JFC, JFCA) 
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Dress Code 
 All students are expected to dress appropriately for a K-12 

educational environment.  Any clothing that interferes with or 

disrupts the educational environment is unacceptable.  Clothing with 

language or images that are vulgar, discriminatory, or obscene, or 

clothing that promotes illegal or violent conduct, such as the 

unlawful use of weapons, drugs, alcohol, tobacco, or drug 

paraphernalia, inhalant, or clothing that contains threats such as 

gang symbols is prohibited. 

 Prince George County Public Schools is an institution that is not 

only devoted to the business of education but to the proper training 

in appropriate social skills and employable characteristics.  Based on 

this belief, the dress code requires the appropriate appearance and 

self-respect necessary to foster a positive learning environment.  

Grooming or dress that is hazardous to the health and safety of the 

student or to that of his/her peers or is disruptive to instruction or 

good order and discipline in the school shall not be permitted.  The 

following are regulations and stipulations for students: 

• The bottom of the shirt, blouse, or other top must overlap or 

be tucked into the pants, shorts, skirts, etc., worn so that the 

midriff, belly, and/or undergarments are not exposed. 

• Pants will be worn at the waist. 

• Clothing must be at least mid-thigh in length (front and 

back).  Students are not allowed to wear dresses or skirts 

with splits which go higher than mid-thigh (front and back). 

• A principal or his/her designee may require a student to 

remove any item of outer clothing that could readily conceal 

a weapon while in school. 

• Shoes or sandals must be worn for health and safety reasons. 

 

The following items are NOT considered to be appropriate 

and are prohibited: 

• Sunglasses. 

• Any item inside the mouth not considered a medical or 

orthodontic necessity. 
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• Hats, head covers (except any religiously and ethnically 

specific headcover or hairstyle including hijabs, yarmulkes, 

headwraps, braids, locs, and cornrows), hoods, bandanas, 

and sunglasses, are not to be worn in a school building. 

• Metal combs, metal picks, curlers, rollers, and other 

grooming articles. 

• Pajamas and bedroom slippers. 

• See-through/sheer clothing. 

• Tank tops, tube tops, halter tops, muscle shirts, oversized 

armholes, spaghetti straps, and plunging necklines or those 

that otherwise reveal excessive cleavage. 

• Exposed undergarments. 

• Clothing bearing profane, obscene, lewd, vulgar, illegal, and 

racially/ethnically offensive illustrations, emblems, or 

statements. 

• Garments promoting the use of illegal substances, including 

alcohol and tobacco. 

• Items of clothing which may be considered as weapons 

including studded jewelry and wallet chains of more than 12 

inches. 

• Healie shoes (shoes with wheels). 

• Tattoos and piercings that are disruptive to the learning 

environment. 

• Clothing associated with gangs or gang membership1 

 

Clothing should fit, be neat and clean, and conform to  

standards of safety, good taste, and decency.  Clothing that exposes 

the chest, private parts, the midriff, or undergarments, or that is 

otherwise sexually provocative, is prohibited.  

 
1Any group activity that threatens, that is illegal and/or violent, or that portends the development of 
gang activity, which may involve wearing gang-related apparel, inappropriate congregating, bullying, 

harassment, initiations, hazings, intimidations, and/or related activities which are likely to cause bodily 
danger, physical harm, or personal degradation or disgrace resulting in physical or mental harm to 

students is prohibited. 
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          In order to promote school spirit, various groups will wear 

uniforms at specific times with administrative approval.  The  

principal has the discretion to change the dress code on special event  

days.  Such days will be announced in advance.  Likewise, the 

principal or his/her designee reserves the right to rule on individual 

cases.  Necessary additions or adjustments to this policy can occur 

during the school year. 

     Students in violation of the dress code will be required to change 

their clothes to meet the established expectations or they will be sent 

home.  Offenders who have repeated violations will receive 

progressive disciplinary measures (i.e., before or after school 

detention, Saturday School, suspensions). 

Parents of students requiring accommodation for religious 

beliefs, or disabilities should contact the principal.  

No school board employee shall enforce this policy by direct 

physical contact with a student or a student’s attire and no school 

employee shall require a student to undress in front of any other 

individual, including the enforcing school board employee, to 

comply with the dress or grooming code.  

These standards shall be in a gender-neutral manner. 

 (Policy JFC) 

 

Electronic/Communication Devices  
     Prince George County Public Schools recognizes that student 

access to cell phones and other electronic devices is common with 

today’s learner.  However, it is imperative that students and parents 

understand that there are appropriate and inappropriate times for the 

use of such devices.  Students are cautioned that any media 

(photographs, videos, etc.) created and/or exchanged that creates a 

disruption to the school environment may result in disciplinary 

action up to and including out-of-school suspension, alternate 

placement, expulsion, and/or legal ramifications.  School personnel 

will establish consistent implementation procedures by building 

and/or department.  If a student is in violation of district policy, the 
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device may be confiscated from the student and returned only to the 

student’s parent/guardian. 

     In addition, when students are taking Standards of Learning 

(SOL) tests, they are prohibited from having in their possession a 

cell phone or any other unapproved electronic device with camera 

features, text messaging functions, voice-activated recording 

capabilities, or Internet access.  (Policies JFC, IIBEA/GAB, KK-R)  

 

Extortion 
 No student may obtain or attempt to obtain anything of value 

from another by use of a threat or intimidation of any kind. 

(Policy JFC) 

 

Gambling 
 A student shall not bet money or other things of value, or 

knowingly play or participate in any game involving a bet on school 

property, on school buses, or during any school-sponsored activity.  

(Policy JFC) 

 

Gang Related Activity 
Gang activity, as defined in Policy JFCE Gang Activity or 

Association, is prohibited.  Students shall not engage in gang 

activity on school grounds, on school buses, or on any school 

sponsored activity.  In addition, students shall not engage in gang 

activity using the School Division computer system at any time.  A 

gang is defined as any group of three or more persons whose 

purpose includes: 

• Commission of illegal acts 

• Participation in activities that threaten the safety of persons 

or property 

• Disruption of the school environment 

• Creation of an atmosphere of fear and intimidation. 

(Policies JFC, JFCE) 
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Harassment 
 Students are prohibited from harassing other students, school 

staff, volunteers, student teachers, or any other person present in 

school facilities or at school functions.  

 It is the policy of the Prince George County School Board to 

maintain a working and learning environment for all its employees 

and students which provides for fair and equitable treatment 

including freedom from sexual harassment.  It is prohibited for any 

employee or student, male or female, to harass another employee or 

student by making unwelcome sexual advances or requests for 

sexual favors, or engaging in other verbal or physical contact of a 

sexual nature, when (1) submission to or rejection of such conduct is 

used as a basis for employment or academic decisions affecting the 

employee or student, (2) such conduct creates an intimidating, 

hostile or offensive working or learning environment, or (3) 

submission to such conduct is made either explicitly or implicitly a 

term or condition of the individual’s employment or participation in 

school programs.  

 Any employee or student who believes that he/she has been 

subjected to sexual harassment should file a written complaint of the 

alleged act immediately with his/her immediate supervisor/principal 

or to the Title IX compliance officers (Assistant Superintendent for 

Instruction and Accountability, Assistant Superintendent of Support 

Services, and Director of Human Resources). The written complaint 

should state in detail the basis for the complaint, the names of the 

person(s) involved, and the dates of any specific incidents.  A 

thorough confidential investigation of all reported incidents to 

determine the nature and extent of any alleged sexual harassment 

will be undertaken immediately.  If the complaint is against a Title 

IX compliance officer or principal, the complaint shall be reported 

to the Superintendent.  The question of whether a particular action 

or incident is prohibited behavior requires a determination based on 

all the available facts in the matter.  A written report shall be filed at 

the conclusion of any investigation of sexual harassment regardless 

of the outcome of that investigation.  
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Any administrator, teacher or other employee or student who is 

found, after appropriate investigation, to have engaged in sexual 

harassment of another employee or student will be subject to 

disciplinary action appropriate to the offense, from a warning up to 

expulsion or discharge.  

Any individual filing a sexual harassment complaint is assured 

that he/she will be free from any retaliation from filing such a 

complaint.  Retaliators will be subject to discipline up to and 

including expulsion or discharge.  (Policies JFHA/GBA) 

 

Hazing 
 Hazing is prohibited.  Hazing means to recklessly and 

intentionally endanger the health or safety of a student or students or 

to inflict bodily harm on a student or students in connection with or 

for the purpose of initiation, admission into or affiliation with, or as 

a condition for, continued membership in a club, gang, organization, 

association, fraternity, sorority, or student body, regardless of 

whether the student or students so endangered or injured participated 

voluntarily in the activity.   (Policies CLA, JFC, JFCE) 

 

Intentional Injury of Others  
 Students are prohibited from intentionally injuring others. 

Exchanging mutual physical contact between two or more persons, 

including but not limited to, pushing, shoving, or hitting with or 

without injury, is prohibited. Whether a student acted in self-defense 

is considered when the student’s conduct is evaluated for 

disciplinary action.  (Policies JEA, JFC, JGD/JGE) 

 

Internet Use   
     Mission  

     The Prince George Schools are committed to providing all 

students with the most appropriate technological tools to enhance 

and support quality education and to produce active participants in 

the worldwide community of the 21st century. 

     Philosophy 
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     Technology integration is paramount in preparing students to 

meet the challenges of an increasingly more complex society.  We 

believe all users should have adequate and equal access to training 

and literacy for technology. 

     The infusion of technology into our instructional program is 

essential in fulfilling our mission of providing a quality education 

for each individual child.  It is essential to our students’ success that 

they learn about new technologies and learn by utilizing these 

technologies.  The ability to access information, process it, 

synthesize new ideas and communicate these ideas is key to creating 

independent, lifelong learners.  Growing volumes of research show 

that the use of technology fosters creativity, encourages higher order 

thinking and motivates students to learn. 

     Training for students is key to the successful implementation of 

Internet safety and technology in our schools.  Adequate levels of 

computers and other technologies should be provided for students. 

 Vision 

 We envision the use of technology to enhance quality education 

and lifelong learning.  To accomplish this vision, we are committed 

to the following principles: 

• Providing equity of technological access. 

• Improving instruction through the use of computer 

technology. 

• Integrating the technology in all areas of learning. 

• Providing professional development to enhance the 

instructional program. 

• Ongoing Internet safety of all stakeholders – staff, 

students, parents, and community. 

• Monitor and evaluate all Internet safety instruction for 

students and update as needed. 

• Evaluate the division’s technology infrastructure and the 

network, Internet, and data security procedures in place 

annually. 
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• Remain cognizant of the latest developments in Internet 

vulnerabilities, legal issues, and capabilities related to 

instruction and impact on division students. 

• Educate students about appropriate online behavior 

including interacting with other individuals on social 

networking websites and in chat rooms and 

cyberbullying awareness and response. 

• Evaluate the effectiveness of the division AUP and 

update annually as needed. 

• Assess the need for community outreach related to 

Internet use and safety issues. 

• Provide frequent information related to Internet safety 

and security to parents and the community. 

Internet use by students shall be in accordance with acceptable 

computer use policies and regulations.  Prince George County 

Public Schools strives to provide equitable access and encourages 

the use of technology whenever possible and appropriate, to support 

the curriculum and student learning objectives.  All use of the Prince 

George School Division’s computer system shall be consistent with 

the School Board’s goal of promoting educational excellence by 

facilitating resource sharing, innovative and communication.  The 

term "computer system" includes but is not limited to hardware, 

software, data, communication lines and devices, displays devices, 

printers, CD, DVD, and other media devices, tape or flash drives, 

storage devices, servers, personal computers, tablets, laptops, 

telephones, cameras, projectors, multimedia devices, workstations, 

the internet and other electronic services and any other internal or 

external network. 

A.  Acceptable Use.  Access to the Division’s computer system 

shall be (1) for the purposes of education or research and be 

consistent with the educational objectives of the Division or 

(2) for legitimate school business.  Acceptable use of 

technology and electronic information systems by students 

includes: 
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• Accessing research databases and libraries of information 

in the form of text, graphics, photographs, video, and 

sound. 

• Interacting and collaborating with others. 

• Acquiring knowledge and skills to support learning 

objective. 

• Publishing opportunities. 

• Extending teaching and learning opportunities. 

Prince George County Public Schools allows students and 

employees to access electronic information systems while 

safeguarding users from potential hazards by filtering 

objectionable sites.  Users are allowed access to Internet 

resources with the understanding that some material may be 

inaccurate or objectionable.  The inappropriate use of 

resources is not permitted.  Prince George County Public 

Schools does not endorse and is not responsible for content 

associated with links outside of the Prince George County 

Public Schools’ network.  Prince George County Public 

Schools reserves the right to block downloading from 

specific file extensions or specific sites.  Students using 

Prince George County Public Schools’ electronic 

information systems are subject to monitoring by Prince 

George County Public Schools personnel.  Parents and 

students acknowledge adherence to this agreement by 

signing the Parent/Student Responsibility form. 

B. Privilege.  The use of the Division’s computer system is a 

privilege, not a right. 

C. Unacceptable Use.  Each user is responsible for his/her 

actions on the computer system.  Prohibited conduct 

includes, but not limited to: 

• Using the network for any illegal or unauthorized activity 

(i.e. including but not limited to Virtual Private Network 

(VPN) or proxy servers), including violation of copyright 

or contracts, or transmitting any material in violation of 
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any federal, state or local law, the Code of Student 

Conduct, or any School Board policy or regulation. 

• Sending, receiving, viewing or downloading illegal 

material. 

• Unauthorized downloading of software. 

• Using the computer system for private financial or 

commercial purposes. 

• Wastefully using resources, such as file space. 

• Gaining unauthorized access to resources or entities. 

• Posting material created by another without his/her 

consent. 

• Submitting, posting, publishing, or displaying any 

obscene, profane, threatening, illegal or other 

inappropriate material. 

• Using the computer system while access privileges are 

suspended or revoked. 

• Vandalizing the computer system, including destroying 

data by creating or spreading viruses or by other means. 

• Intimidating, harassing, bullying, or coercing others. 

• Threatening illegal or immoral acts. 

D. Network Etiquette.  Each user is expected to abide by 

generally accepted rules of etiquette, including the 

following: 

• Be polite. 

• Users shall not forge, intercept, or interfere with 

electronic mail messages. 

• Use appropriate language.  The use of obscene, lewd, 

profane, lascivious, threatening, or disrespectful 

language is prohibited. 

•  Users shall not post personal information other than 

directory information as defined in Policy JO Student 

Records about themselves or others. 

•  Users shall respect the computer system’s resource 

limits.   
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•  Users shall not post chain letters or download large files.   

• Users shall not use the computer system to disrupt others. 

• Users shall not modify or delete data owned by others. 

E.  Liability.  The School Board makes no warranties for the 

computer system it provides.  The School Board shall not be 

responsible for any damages to the user from use of the 

computer system, including loss of data, non-delivery, or 

missed delivery of information, or service interruptions.  The 

School Division is not responsible for the accuracy or quality 

of information obtained through the computer system.  The 

user agrees to indemnify the School Board for any losses, 

costs or damages incurred by the School Board relating to or 

arising out of any violation of these procedures. 

F. Security.  Computer system security is a high priority for the 

School Division.  If any user identifies a security problem, 

the user shall notify the building principal or system 

administrator immediately.  All users shall keep their 

passwords confidential and shall follow computer virus 

protection procedures. 

G.  Vandalism.  Intentional destruction of or interference with 

any part of the computer system through creating or 

downloading computer viruses or by any other means is 

prohibited.   

H.  Charges.  The School Division assumes no responsibility for 

any unauthorized charges or fees as a result of using the 

computer system, including telephone or long-distance 

charges. 

I. Electronic Mail.  The School Division’s electronic mail 

system is owned and controlled by the School Division.  The 

School Division may provide electronic mail to aid students 

as an educational tool.  Electronic mail is not private.  

Students’ electronic mail may be monitored and accessed by 

the School Division.  All electronic mail may be archived.  

Unauthorized access to an electronic mail account by any 

student is prohibited.  Users may be held responsibly and 
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personally liable for the content of any electronic message 

they create, or that is created under their account or 

password.  Downloading any file attached to an electronic 

message is prohibited unless the user is certain of that 

message’s authenticity and the nature of the file. 

J. Enforcement.  Software will be installed on the division’s 

computers having Internet access to filter or block Internet 

access through such computers to child pornography and 

obscenity.  The online activities of users may also be 

monitored manually.  Any violation of these regulations 

shall result in loss of computer system privileges and may 

also result in appropriate disciplinary action, as 

determined by School Board policy, or legal action. 

 

The use of technology as an educational and instructional 

resource requires that students entrusted with the privilege of its use 

be held accountable.  It is the responsibility of the user to obey the 

rules and procedures governing acceptable use at all times.  Students 

are personally accountable for any and all activities logged to their 

computer identification and password.  Any activities that disrupt or 

interfere with the safety and welfare of the school community are 

prohibited, even if such use takes place off school property.  Such 

activities will be subject to school disciplinary action.   

 Violations of policy may result in a suspension of access 

privileges and/or other consequences.   

(Policies GAB/IIBEA, JFC) 

 

Prescription/Over-the-Counter Non-Prescription 

Drugs 
 The illegal use of prescription drugs is prohibited.  Further, no 

student may have in his/her possession any prescription or over-the-

counter non-prescription drug.  The parent or legal guardian shall 

take all such items to the office of the principal or designee for 

safekeeping and administration within prescribed procedures.  Any 

student who possesses, distributes, or receives a prescription drug at 
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any time while on school property or at a school-sponsored activity 

will be recommended for expulsion by the principal.  Nothing herein 

shall prohibit the permanent expulsion of such students. 

(Policies JFC, JGD/JGE, JHCD) 

 

Profane or Obscene Language or Conduct 
 Students are prohibited from using profane or obscene language 

or engaging in profane or obscene conduct that disrupts the teaching 

and learning environment.  (Policies GAB-R, IIBEA-R, JFC) 

 

Search and Seizure 
 To maintain order and discipline in the schools and to protect the 

health, safety and welfare of students and school personnel, school 

administrators may search a student, student belongings, student 

lockers or student automobiles and may seize any illegal, 

unauthorized, or contraband materials discovered in the search.  

     School administrators may search any student’s person and/or 

personal effects (e.g., purse, book bag, including but not limited to 

clothing and personal effects, etc.) when there is a reasonable 

suspicion to believe that the student possesses an item which 

violates law, school policies and regulations, or which may be 

harmful to the school or its students.  Students may be scanned with 

a metal detector.  A pat down search of a student may only be 

conducted if a school administrator has established a high level of  

reasonable suspicion to believe that the student possesses an item 

which violates law, school policies and regulations, or which may be 

harmful to the school or its students.  If a pat down search of a 

student’s person is conducted, it will be conducted in private by a 

school administrator of the same sex and with an adult witness of 

the same sex present.  Strip searches may only be conducted when 

an extremely serious situation exists requiring immediate action 

imminent threat of death or great bodily injury to a person or 

persons. 

       Student lockers, desks, and other storage facilities are the 

property of and remain under the control of the school.  The school 
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administration has the right to search lockers, desks and other 

storage facilities for items which violate law, school policies and 

regulations, or which may be harmful to the school or its students, 

and any such items which are found may be confiscated.  Items 

which violate the law may be turned over to law enforcement 

officials.  Students are responsible for the content of their assigned 

locker at all times.  

      Students are permitted to park on school premises as a matter of 

privilege, not of right.  The school retains authority to conduct 

routine patrols of student parking lots and inspections of the 

exteriors of student automobiles on school property.  Such patrols 

and inspections may be conducted without notice and without 

student consent.  The interiors of student vehicles may be inspected 

whenever a school administrator has reasonable suspicion that it 

contains an item which violates law, school policies and regulations, 

and which may be harmful to the school or its students.   

 The school computer system, as defined in Policy IIBEA/GAB 

Acceptable Computer System Use, is school property.  Students are 

only authorized to use the school’s computer system and other 

similar educational technology consistent with the educational 

mission of the school and in accordance with the Acceptable 

Computer System Use policy.  School administrators, with the 

assistance of technology support employees, may search school 

computers, software, and internet access records at any time for any 

reason and without consent. 

 If a student gives a school administrator consent for a search, the 

school administrator does not need to demonstrate reasonable 

suspicion.  A student’s consent is only valid if given willingly and 

with knowledge of the meaning of consent.  Students should be told 

of their right to refuse to be searched, and students must not perceive 

at risk of punishment for refusing to grant permission for the search. 

 To ensure a drug-and-alcohol-free learning environment for 

students and staff, school officials may, at their discretion, request 

assistance from a variety of available resources, including the Prince 

George County Public Schools Resource Officers, the substance 

abuse counselors, the Prince George County Health Department,  
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and the active and passive canine teams coordinated by the Prince 

George Sheriff /Police Offices. 

 The student’s individual right to privacy and freedom from 

unreasonable search and seizure is balanced by the school’s 

responsibility to protect the health, safety, and welfare of all persons 

within the school community.  If a properly conducted search yields 

illegal or contraband materials, such findings shall be turned over to 

proper legal authorities for ultimate disposition.   

(Policies JFG, JFG-R) 

Social Media   

     Social media includes internet-based applications and mobile 

technologies that allow the creation and exchange of user generated 

content.  Examples of commonly used social media tools include, 

but are not limited to blogs, message boards, chat groups, instant 

messaging, personal news updates, and music and video sharing 

(i.e. – including but not limited to Facebook, TikTok, Instagram, 

Snapchat, Kik and Twitter).  Utilization of social media via the 

school division’s Computer System is prohibited unless expressly 

permitted in advance by the building principal or other appropriate 

administrator for a specific legitimate educational use.  Any such 

utilization of social media must be in conformance with this policy.  

Students are cautioned that even non-school division Computer 

System utilization of social media that violates this policy and that 

creates a foreseeable risk of reaching school property and causing a 

substantial disruption to the work and discipline of the school may 

result in school discipline. (Policies GAB-R/IIBEA-R) 

Stalking 
      Students shall not engage in a pattern of behavior that places 

another person in fear of harm.  (Policies JFC, JFCE) 
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Theft 
     A student shall not intentionally take or attempt to take the 

personal property of another person by force, fear, or other means. 

(Policy JFC) 

Threats; Intimidation 
 Students are prohibited from making any verbal, written or 

physical threat of bodily injury to another person.  Students shall not 

use electronic technology or communication devices, such as the 

internet, social media, or cell phones, to intimidate or threaten for 

any reason.  (Policies JFC, JFCE, JFHA) 

 

Trespassing 
 Students, including students who have been suspended or 

expelled, are subject to disciplinary action for trespassing on school 

property, including school buses. 

 All visitors to a school or its grounds shall report to the main 

office immediately.  Persons who fail to do so may be considered 

trespassers and subject to legal action, and student visitors who fail 

to do so also may be subject to disciplinary action as well as legal 

action.  Any person whose presence or action interferes with or 

disrupts the operation of the school, its students, or school activities  

shall be prohibited from entering school or remaining on school 

property or remaining at a school-sponsored activity, wherever 

located.  (Policies JFC, KGB, KK) 

 

Vandalism 
      Students are prohibited from vandalizing school property and the 

property of any School Board staff member or any other person. 

 The School Board may recover damages sustained because of 

the willful or malicious destruction of, or damage to, public property 

pursuant to Policy ECAB Vandalism.  

(Policies JFC, ECAB) 
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Weapons 
 Students shall not have in their possession any type of firearm or 

other article that may be used as a weapon.  This shall include, but is 

not limited to:  guns, firearms, blank guns, starter guns, pellet guns, 

air guns, toy guns, tear gas guns, paintball guns, chemical weapons, 

pepper spray, knives, metallic knuckles, blackjacks, explosive 

devices, joined rings, and other objects which may be used as 

weapons or imitation weapons, or shoots projectiles.  Should illegal 

materials be found during a search, law enforcement officials will be 

notified, and prosecution will be according to the law.  (Policies 

JFC, JFCD) 

 

Other Conduct 
 In addition to those specific standards, students shall not engage 

in any conduct which materially and substantially disrupts the 

ongoing educational process, or which is otherwise in violation of 

federal, state, or local law.  (Policy JFC) 

 

Reporting of Certain Offenses 
 Local School Board policy must provide for notification of local 

law enforcement authorities in accordance with § 22.1-279.3:1.D. of 

the Code of Virginia that requires principals to immediately report 

to the local law-enforcement agency any act enumerated in clauses 

(ii) through (vii) of §22.1-279.3:1.A. that may constitute a criminal 

offense.  A principal may report to the local law-enforcement 

agency any incident described in clause (i) of subsection A.      

When there is injury, or the battery is against school personnel, 

reporting is mandatory. 

 Section 22.1-279.3:1.A. of the code lists offenses as follows: 

i. The assault or assault and battery, without bodily injury, 

of any person on a school bus, on school property, or at a 

school-sponsored activity; 

ii.  The assault and battery that results in bodily injury, 

sexual assault, death, shooting, stabbing, cutting, or 

wounding of any person, abduction of any person as 



 

 23 

described in Va. Code §18.2-47 or Va. Code §18.2-48, or 

stalking of any person as described in Code of Virginia § 

18.2-60.3 on a school bus, on school property, or at a 

school-sponsored activity; any conduct involving 

alcohol, marijuana, synthetic cannabinoids as defined in 

Virginia Code § 18.2-248.1:1, a controlled substance, 

imitation controlled substance, or an anabolic steroid on 

a school bus, on school property, or at a school-

sponsored activity, including the theft or attempted theft 

of student prescription medications; 

iii. Any threats against school personnel while on a school 

bus, on school property or at a school-sponsored activity; 

iv. The illegal carrying of a firearm, as defined in                 

§ 22.1-277.07, onto school property; 

v. Any illegal conduct involving firebombs, explosive 

materials or devices, or hoax explosive devices, as 

defined in § 18.2-85, or explosive or incendiary devices, 

as defined in § 18.2-433.1, or chemical bombs, as 

described in § 18.2-87.1, on a school bus, on school 

property, or at a school-sponsored activity; 

vi. Any threats or false threats to bomb, as described in        

§ 18.2-83, made against school personnel or involving 

school property or school buses; or 

vii. Any illegal possession of weapons, alcohol, drugs, or 

tobacco products. 
  

  The principal or designee must also report these incidents to 

the superintendent of the school division, who then reports them to 

the Department of Education [§ 22.1-279.3:1(C) and Code 16.1-260. 

Code of Virginia].  The principal or designee must also notify the 

parent of any student involved in the incidents listed above, as well 

as incidents committed by students enrolled at the school if the 

offense would be a felony if committed by an adult, regardless of 

where the offense is committed, or would be a violation of the Drug 

Control Act if it occurs on a school bus, school property, or at a 

school sponsored activity [§ 22.1-279.3:1(B) and (C) and Code 
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16.1-260].  Whenever a student commits a reportable incident 

named in the Code, the student shall be required to participate in 

prevention and intervention activities as determined appropriate by 

the superintendent or designee [§ 22.1-279.3:1(C) and Code 16.1-

260].  A School Board may require reporting of other offenses.  This 

determination is best made in consultation with local school and law 

enforcement officials.  (Policies JGD/JGE, CLA) 

 

Notification Regarding Prosecution of Juveniles as 

Adults 
 The Prince George School Board annually provides information 

developed by the Office of the Attorney General to students 

regarding laws governing the prosecution of juveniles as adults for 

the commission of certain crimes.  (Policy JFCL) 
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II.  ACCOUNTABILITY 
 

Disciplinary Action, Criteria, Procedures, and 

Processes 
 To protect students’ rights, certain procedures are followed with 

regard to major disciplinary actions.  Persons associated with the 

school have a responsibility in the maintenance of proper school 

discipline.  The administrator of the building should exercise 

reasonable judgment and consider the circumstances in determining 

the level of punishment to be used.  Since it would be impossible to 

take into account the severity of each offense, the principal or is 

his/her designee will have the authority to determine disciplinary 

actions.  In each case, the school administrator should use 

reasonable judgment to ensure that students who violate the Code of 

Conduct will be given appropriate attention, such as counseling, to 

encourage future compliance with the Code of Conduct and school 

rules. 

 Parents/guardians will be notified of disciplinary action as soon 

as possible.  Generally, students will not be sent home as a result of  

a suspension until the parents/guardians have been notified.  There 

are occasions; however, when students must be immediately 

removed from the school and the parents/guardians are subsequently 

contacted.  In addition to the disciplinary action outlined in the 

code, any known violation of the criminal code will be referred to 

the legal authorities. 
 Students with disabilities, who violate the student code of 

conduct, or engage in conduct for which they may be disciplined, 

will be disciplined in accordance with School Board Policy JGDA. 

(Policies JFCA, JGD/JGE) 

 

Removal of Student from Class 
 Teachers shall have the initial authority to remove a student 

from a class for disruptive behavior that interrupts or obstructs the 

learning environment, using the following criteria: 
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1.  The removal of the student must be necessary to restore a 

learning environment free from interruptions or obstructions 

caused by the student’s behavior. 

2. The removal of the student occurs only after teacher or 

administrative interventions have failed to end the disruptive 

behavior.  However, nothing shall preclude the immediate 

removal of a student for behavior that might warrant 

suspension from school. 

3. The removal of a student is an appropriate response to 

student behavior that is a violation of the rules of conduct. 

4. Written notice of the student’s behavior and the opportunity 

to meet with the teacher and/or school administrators must 

have been provided to the student’s parents. 

(Policies JFC, JFCA) 

 

Detention 
 Pupils may be detained in school for disciplinary or other 

reasons provided good practices are followed in the detention. 

The following must be observed: 

• Pupils may not be detained until adequate provisions for 

his/her transportation home have been made. 

• Pupils may be detained for a maximum of two hours in 

secondary schools before or after the close of the 

instructional day. 

• Pupils may be detained Saturdays from 8:30 a.m. to       

12:00 p.m. (secondary schools). 

(Policies JED, JFC) 

 

Short-Term Suspensions   
 A student may be suspended out-of-school for violations of the 

Code of Conduct.  For out-of-school suspensions of 10 days or less, 

the school administrator shall inform the student of the specific 

violation and provide the student with opportunities to respond to 

the charges.  The student may present the student’s version of what 

occurred.  When the school suspends a student, the school shall       
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1) make a reasonable effort to notify the student’s parent of the 

suspension; 2) make arrangements for the student’s return home; 

and 3) inform and/or send written notification to the parent 

informing the parent of the suspension, of its reason, the length of 

the suspension, the right to appeal, the student’s right to return to 

school, and any conditions for that return. 

 Detention, Saturday School, and Out-of-School Suspension 

1. If an Assistant Principal recommends detention or out-of-

school suspension, then the parent/guardian may appeal in 

writing to the Principal within two days of the date of the 

administration disposition.  The Principal would arrange 

within two business days an Appeals Hearing for 

dispensation of a decision.  The Principal may uphold the 

previous decision of the Assistant Principal, reduce the 

recommended consequence, or increase the recommended 

consequence.  

2. A parent/guardian may appeal the Principal’s decision in 

writing to the Assistant Superintendent or Designee for 

review within two business days from meeting with 

Principal.  An Appeals Hearing will be set within two 

business days by the Assistant Superintendent or Designee 

with the parent/guardian, and student for final dispensation 

of a decision.  The Assistant Superintendent or Designee 

may uphold the initial decision by the Assistant Principal 

and/or Principal, reduce the recommended consequence, or 

increase the recommended consequence.  The Assistant 

Superintendent or Designee would hear all Appeals facts and 

share with the Superintendent before a final decision is 

rendered to the student’s parent/guardian.  During the appeal 

process, the student will continue to serve their consequence 

until a decision is made.  There would be no further appeal to 

the School Board. 

Bus Suspension 

1. If an Assistant Principal recommends bus suspension, then 

the parent/guardian may appeal in writing to the Principal 

within two business days. The Principal would arrange 
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within two working days an Appeals Hearing with the 

Assistant Principal, parent/guardian, and student. The 

Principal may uphold the decision of the Assistant Principal, 

reduce the recommended consequence, or increase the 

recommended consequence. 

2. A parent/guardian may appeal the Principal’s decision in 

writing to the Director of Transportation and the Director of 

Elementary Education or the Director of Secondary 

Education for review within two business days. An Appeals 

Hearing will be set within two business days by the 

Directors, Assistant Principal, Principal, parent/guardian, and 

student. The Directors may uphold the decision by the 

Assistant Principal and/or Principal, reduce the 

recommended consequence, or increase the recommended 

consequence. The Directors would hear all Appeals facts and 

share with the Superintendent before a final decision is 

rendered to the student’s parent/guardian.  During the appeal 

process, the student may not ride the bus and will continue to 

serve the consequences until a decision is made.  There 

would be no further appeal to the School Board. 

The Appeals process is not applicable when the student is a 

safety threat to self or others.  Also, the Appeals process is not 

applicable when a student is recommended to the School Board for 

consideration of a long-term suspension or expulsion.  

(Policy JGD/JGE) 

 

Long-Term Suspensions 
     A student may be suspended for more than ten (10) days 

following a hearing before the superintendent/designee.  Students 

who are habitual offenders or are found in possession, use, or having 

consumed any controlled substance will be dealt with immediately 

and severely by the school administration.  The first possession 

offense will result in immediate suspension from school for ten (10) 

days and referral to the School Board or Board Disciplinary 

Committee for review.  Disciplinary options shall include, but not be 
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limited to:  (a) placement of student in Project Choice, (b) long-term 

suspension, or (c) expulsion.  A student may undergo random drug 

screenings on a monthly basis during the timeframe in Project 

Choice.  The student shall not transition back to his/her home school 

until the Project Choice contract is fulfilled, completion of District 

19 or approved substance abuse program, and negative drug 

screening results have been documented by administrative staff.   

For a student who has either been placed on long-term suspension or 

expelled, drug screening results and completion of District 19 or 

approved substance abuse program must be documented by 

administrative staff prior to review by the School Board or the 

Board Disciplinary Committee.  A second possession offense during 

a student’s secondary school career (grades 6-12) in Prince George 

will result in recommendation for expulsion pending a School Board 

hearing.  Distribution of any controlled substance will result in 

suspension pending a School Board hearing.  For the purposes of 

this section, “possession” shall include usage on school property or a 

school sponsored activity and/or coming onto school property after 

having used/consumed   the substance.  Charges shall be filed in 

substance abuse cases as required by the Code of Virginia.  In 

addition, in all substance abuse cases, the student shall be excluded 

from participation and attendance of all extracurricular activities 

commencing on the first day of suspension.  For certain offenses, a 

student may be suspended for the remainder of the semester or the 

school year.  The school superintendent/designee and School Board 

may determine that a transfer to another school serves the best 

interest of the student and the school. 

 The School Board or the Discipline Committee may approve or 

disapprove the long-term suspension of a student.  A hearing shall 

be held before the School Board or Discipline Committee within ten 

days of the date of notice from the principal.  If the long-term 

suspension is heard by the three-member Discipline Committee and 

the decision to uphold the suspension is unanimous, there is no right 

of appeal.  If, however, the decision of the Discipline Committee is 

not unanimous, the student and his/her parent/guardian may appeal, 
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in writing, the decision to the full School Board within five calendar 

days. 

 When a student is placed on long-term suspension and 

expulsion, written notice of the suspension or expulsion shall be sent 

in accordance with state law.  Any parent, custodian, or legal 

guardian of a pupil attending the public schools in a school division 

who is aggrieved by an action of the School Board may, within 

thirty days after such action, petition the circuit court having 

jurisdiction in the school division to review the action of the School 

Board.  (Policy JGD/JGE) 

 

Expulsion 
 A student may be expelled only by action of the School Board or 

a Disciplinary Committee of the School Board based on the 

recommendation of the principal and the superintendent/designee. 

 In the case of a recommendation for expulsion by the principal, 

the superintendent/designee shall conduct a review of the 

recommendation.  The review shall take into account the following 

factors: 

1. The nature and seriousness of the violation. 

2. The degree of danger to the school community. 

3. The student's disciplinary history, including the seriousness 

and number of previous infractions. 

4.  The appropriateness and availability of an alternative 

education placement or program. 

5. The student's age and grade level. 

6. The results of any mental health, substance abuse, or special 

education assessments. 

7. The student's attendance and academic records. 

8. Such other matters as deemed to be appropriate. 

 

 If the superintendent/designee upholds the recommendation, a 

hearing shall be held before the School Board or Discipline 

Committee within 10 days of the date of notice from the principal.  

If the three-member Discipline Committee hears the matter and the 
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decision is unanimous, there is no right of appeal.  If, however, the 

decision of the committee is not unanimous, the student and his/her 

parent or guardian may appeal, in writing, the decision to the full 

School Board within five calendar days. 

 When a student is expelled, written notice of the expulsion shall 

be sent in accordance with state law.  The superintendent/designee 

shall establish a schedule by which pupils who have been 

expelled may apply for readmission to school.  (Policy JGD/JGE) 

 

Expulsion for Weapons-Related Offense 
 Any student determined to be in possession of or to have brought 

any prohibited weapon onto school property or to a school-

sponsored activity shall be recommended for expulsion for a period 

of not less than one year (365 days).  The School Board may 

determine, based on the facts of a particular case, that special 

circumstances exist, and another disciplinary action or term of 

expulsion is appropriate.  The division superintendent/designee may 

conduct a review in such cases to determine whether a disciplinary 

action other than expulsion is appropriate and recommend that 

action to the School Board for final determination.   

(Policy JGD/JGE) 

 

Expulsion for Drug Offenses – 

Possession/Distribution/Manufacturing of Drugs 
 Any student determined to have possession, distributed, or 

manufactured a controlled substance including anabolic steroids, 

prescription drugs, an imitation controlled drug, or other prohibited 

substance on school property or at a school-sponsored activity shall 

be expelled for a period of not less than one year (365 days).  

However, the School Board may determine, based on the facts of a 

particular case, that special circumstances exist, and another 

disciplinary action or term of expulsion is appropriate.  The division 

superintendent/designee may conduct a review in such cases to 

determine whether a disciplinary action other than expulsion is 
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appropriate and recommend that action to the School Board for final 

determination.  (Policy JGD/JGE) 

 

Alternative Education Programs 
 The School Board may require any student to attend an alternative 

education program who has been (1) charged with an offense relating to 

the laws of Virginia, or with violation of School Board policies, on 

weapons, alcohol or drugs, or intentional injury to another person; (2) 

found guilty or not innocent of an offense relating to Virginia’s laws on 

weapons, alcohol, or drugs, or of a crime that resulted in or could have 

resulted in injury to others, or of an offense that is required to be 

disclosed to the superintendent of the school division pursuant to 

Virginia Code § 16.1-260.G; (3) found to have committed a serious 

offense or repeated offenses in violation of School Board policies; (4) 

suspended pursuant to Virginia Code § 22.1-277.05; or (5) expelled 

pursuant to Virginia Code § 22.1-277.06, 22.1-277.07, or 22.1-277.08 or 

subsection B of Virginia Code § 22.1-277.  Examples of alternative 

education programs are Project Choice, GED, Specialized Youth 

Services, virtual online program, and other programs identified by the 

School Board.  (Policy JGD/JGE) 

 

Admission of Students Suspended or Expelled from 

Another School Division 
 A student who has been expelled or suspended for more than 30 

days from attendance at school by a School Board or a private school, 

or for whom admission has been withdrawn by a private school, may 

be excluded from attendance for no more than one calendar year in the 

case of expulsion or withdrawal of admission, and in the case of 

suspension of more than 30 days, for no longer than the duration of 

such suspension.  The school shall provide written notice to the student 

and his/her parent of the reasons for such possible exclusion and of the 

right to a hearing conducted by the division superintendent.  The 

student may not attend school until the division superintendent 

conducts a review of the case.  Exclusion shall be imposed upon a 

finding that the student presents a danger to the other students or staff 
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members of the school division.  The decision to exclude the student 

shall be final unless altered by the School Board after timely written 

petition.  Upon the expiration of the exclusion, the student may 

petition the division superintendent/designee for admission.  (Policy 

JGD/JGE) 
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APPENDIX A:  CODE OF VIRGINIA § 22.1-279.3 

PARENT RESPONSIBILITY AND INVOLVEMENT 

REQUIREMENTS 

 
A.  Each parent of a student enrolled in a public school has a duty to 

assist the school in enforcing the standards of student conduct 

and compulsory school attendance in order that education may 

be conducted in an atmosphere free of disruption and threat to 

persons or property, and supportive of individual rights.  

B. A school board shall provide opportunities for parental and 

community involvement in every school in the school division.  

C. Within one calendar month of the opening of school, each school 

board shall, simultaneously with any other materials customarily 

distributed at that time, send to the parents of each enrolled 

student (i) a notice of the requirements of this section; (ii) a copy 

of the school board's standards of student conduct; and (iii) a 

copy of the compulsory school attendance law. These materials 

shall include a notice to the parents that by signing the statement 

of receipt, parents shall not be deemed to waive, but to expressly 

reserve, their rights protected by the constitutions or laws of the 

United States or the Commonwealth and that a parent shall have 

the right to express disagreement with a school's or school 

division's policies or decisions.  

  Each parent of a student shall sign and return to the school in 

which the student is enrolled a statement acknowledging the 

receipt of the school board's standards of student conduct, the 

notice of the requirements of this section, and the compulsory 

school attendance law. Each school shall maintain records of 

such signed statements.  

D. The school principal may request the student's parent or parents, 

if both parents have legal and physical custody of such student, 

to meet with the principal or his/her designee to review the 

school board's standards of student conduct and the parent's or 

parents' responsibility to participate with the school in 

disciplining the student and maintaining order, to ensure the 
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student's compliance with compulsory school attendance law, 

and to discuss improvement of the child's behavior, school 

attendance, and educational progress.  

E. In accordance with the due process procedures set forth in this 

article and the guidelines required by § 22.1-279.6, the school 

principal may notify the parents of any student who violates a 

school board policy or the compulsory school attendance 

requirements when such violation could result in the student's 

suspension or the filing of a court petition, whether or not the 

school administration has imposed such disciplinary action or 

filed a petition. The notice shall state (i) the date and particulars 

of the violation; (ii) the obligation of the parent to take actions to 

assist the school in improving the student's behavior and 

ensuring compulsory school attendance compliance; (iii) that, if 

the student is suspended, the parent may be required to 

accompany the student to meet with school officials; and (iv) 

that a petition with the juvenile and domestic relations court may 

be filed under certain circumstances to declare the student a 

child in need of supervision.  

F.  No suspended student shall be admitted to the regular school 

program until such student and his/her parent have met with 

school officials to discuss improvement of the student's 

behavior, unless the school principal or his/her designee 

determines that readmission, without parent conference, is 

appropriate for the student.  

G.  Upon the failure of a parent to comply with the provisions of this 

section, the school board may, by petition to the juvenile and 

domestic relations court, proceed against such parent for willful 

and unreasonable refusal to participate in efforts to improve the 

student's behavior or school attendance, as follows:  

1. If the court finds that the parent has willfully and 

unreasonably failed to meet, pursuant to a request of the 

principal as set forth in subsection D of this section, to 

review the school board's standards of student conduct and 

the parent's responsibility to assist the school in disciplining 

the student and maintaining order, and to discuss 
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improvement of the child's behavior and educational 

progress, it may order the parent to so meet; or  

2.  If the court finds that a parent has willfully and unreasonably 

failed to accompany a suspended student to meet with school 

officials pursuant to subsection F, or upon the student's 

receiving a second suspension or being expelled, it may 

order the student or his/her parent, or both, to participate in 

such programs or such treatment, including, but not limited 

to, extended day programs, summer school, other 

educational programs and counseling, as the court deems 

appropriate to improve the student's behavior or school 

attendance. The order may also require participation in a 

parenting, counseling or a mentoring program, as appropriate 

or that the student or his/her parent, or both, shall be subject 

to such conditions and limitations as the court deems 

appropriate for the supervision, care, and rehabilitation of the 

student or his/her parent. In addition, the court may order the 

parent to pay a civil penalty not to exceed $500.  

H. The civil penalties established pursuant to this section shall be 

enforceable in the juvenile and domestic relations court in which 

the student's school is located and shall be paid into a fund 

maintained by the appropriate local governing body to support 

programs or treatments designed to improve the behavior of 

students as described in subdivision G.2. Upon the failure to pay 

the civil penalties imposed by this section, the attorney for the 

appropriate county, city, or town shall enforce the collection of 

such civil penalties.  

I. All references in this section to the juvenile and domestic 

relations court shall be also deemed to mean any successor in 

interest of such court.  



 

 37 

APPENDIX B:  CODE OF VIRGINIA § 22.1-254 

ATTENDANCE  

§ 22.1-254. Compulsory attendance required; excuses and 

waivers; alternative education program attendance; exemptions from 

article.  

A.  As used in this subsection, “attend” includes participation in 

educational programs and courses at a site remove from the 

school with the permission of the school and in conformity with 

applicable requirements.   

Except as otherwise provided in this article, every parent, 

guardian, or other person in the Commonwealth having control 

or charge of any child who will have reached the fifth birthday 

on or before September 30 of any school year and who has not 

passed the eighteenth birthday shall, during the period of each 

year the public schools are in session and for the same number 

of days and hours per day as the public schools, cause such 

child to attend a public school or to a private, denominational, 

or parochial school or have such child taught by a tutor or 

teacher of qualifications prescribed by the Board of Education 

and approved by the division superintendent, or provide for 

home instruction of such child as described in § 22.1-254.1.  

 

As prescribed in the regulations of the Board of Education, the 

requirements of this section may also be satisfied by causing a 

child to an alternative program of study or work/study offered 

by a public, private, denominational, or parochial school or by a 

public or private degree-granting institution of higher 

education. Further, in the case of any five-year-old child who is 

subject to the provisions of this subsection, the requirements of 

this section may be alternatively satisfied by causing the child 

to attend any public educational pre-kindergarten program, 

including a Head Start program, or in a private, denominational, 
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or parochial educational pre-kindergarten program.  

 

Instruction in the home of a child or children by the parent, 

guardian, or other person having control or charge of such child 

or children shall not be classified or defined as a private, 

denominational, or parochial school.  

  The requirements of this section shall apply to (i) any child in 

the custody of the Department of Juvenile Justice or the 

Department of Corrections who has not passed his/her 

eighteenth birthday and (ii) any child whom the division 

superintendent has required to take a special program of 

prevention, intervention, or remediation as provided in 

subsection C of § 22.1-253.13:1 and in § 22.1-254.01. The 

requirements of this section shall not apply to (a) any person 16 

through 18 years of age who is housed in an adult correctional 

facility when such person is actively pursuing the achievement 

of a passing score on a high school equivalency examination 

approved by the Board of Education but is not enrolled in an 

individual student alternative education plan pursuant to 

subsection E, and (b) any child who has obtained a high school 

diploma or its equivalent, a certificate of completion, or has 

achieved a passing score on a high school equivalency 

examination approved by the Board of Education, or who has 

otherwise complied with compulsory school attendance 

requirements as set forth in this article.  

B.    A school board shall excuse from attendance at school: 

1.  Any pupil who, together with his/her parents, by reason of     

     bona fide religious training or belief is conscientiously  

     opposed to attendance at school. For purposes of this  

   subdivision, "bona fide religious training or belief" does not  

     include essentially political, sociological, or philosophical  

     views or a merely personal moral code; and 
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2.  On the recommendation of the juvenile and domestic 

relations district court of the county or city in which the 

pupil resides and for such period of time as the court deems 

appropriate, any pupil who, together with his/her parents, is 

opposed to attendance at a school by reason of concern for 

such pupil's health, as verified by competent medical 

evidence, or by reason of such pupil's reasonable 

apprehension for personal safety when such concern or 

apprehension in that pupil's specific case is determined by 

the court, upon consideration of the recommendation of the 

principal and division superintendent, to be justified.  

C.    Each local school board shall develop policies for excusing 

students who are absent by reason of observance of a  

religious holiday. Such policies shall ensure that a student 

shall not be deprived of any award or of eligibility or 

opportunity to compete for any award, or of the right to take 

an alternate test or examination, for any which he missed by 

reason of such absence, if the absence is verified in a manner 

acceptable to the school board.  

D.   A school board may excuse from attendance at school:  

1. On recommendation of the principal and the division 

superintendent and with the written consent of the parent or 

guardian, any pupil who the school board determines, in 

accordance with regulations of the Board of Education, 

cannot benefit from education at such school; or  

2. On recommendation of the juvenile and domestic relations 

 district court of the county or city in which the pupil resides, 

 any pupil who, in the judgment of such court, cannot benefit 

 from education at such school.  
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E.  Local school boards may allow the requirements of 

     subsection A to be met under the following conditions:  

For a student who is at least 16 years of age, there shall be a 

meeting of the student, the student's parents, and the principal or 

his/her designee of the school in which the student is enrolled in 

which an individual student alternative education plan shall be 

developed in conformity with guidelines prescribed by the 

Board, which plan must include:  

1. Career guidance counseling;  

2. Mandatory enrollment and attendance in a preparatory  

    program for passing a high school equivalency  

    examination approved by the Board of Education or other 

    alternative education program approved by the local 

    school board with attendance requirements that provide 

    for reporting of student attendance by the chief 

    administrator of such preparatory program or approved 

    alternative education program to such principal or his/her 

    designee;  

3. Mandatory enrollment in a program to earn a Board of  

    Education-approved career and technical education 

    credential, such as the successful completion of an 

    industry certification, a state licensure examination, a 

    national occupational competency assessment, the Armed  

    Services Vocational Aptitude Battery, or the 

    Virginia workplace readiness skills assessment;  

4. Successful completion of the course in economics and 

    personal finance required to earn a Board of Education- 

    approved high school diploma;  

5. Counseling on the economic impact of failing to complete 

    high school; and  

6. Procedures for reenrollment to comply with the 

   requirements of subsection A.  
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A student for whom an individual student alternative education 

plan has been granted pursuant to this subsection and who fails 

to comply with the conditions of such plan shall be in violation 

of the compulsory school attendance law, and the division 

superintendent or attendance officer of the school division in 

which such student was last enrolled shall seek immediate 

compliance with the compulsory school attendance law as set 

forth in this article.  

Students enrolled with an individual student alternative 

education plan shall be counted in the average daily membership 

of the school division.  

F.   A school board may, in accordance with the procedures set  

forth in Article 3 (§ 22.1-276.01 et seq.) of Chapter 14 and 

upon a finding that a school-age child has been (i) charged 

with an offense relating to the Commonwealth's laws, or 

with a violation of school board policies, on weapons, 

alcohol or drugs, or intentional injury to another person; (ii) 

found guilty or not innocent of a crime that resulted in or could 

have resulted in injury to others, or of an offense that is required 

to be disclosed to the superintendent of the school division 

pursuant to subsection G of § 16.1-260; (iii) suspended pursuant 

to § 22.1-277.05; or (iv) expelled from school attendance 

pursuant to § 22.1-277.06 or 22.1-277.07 or subsection C of § 

22.1-277, require the child to attend an alternative education 

program as provided in § 22.1-209.1:2 or 22.1-277.2:1.  

G. Whenever a court orders any pupil into an alternative 

education program, including a program preparing students 

for a high school equivalency examination approved by the 

Board of Education, offered in the public schools, the local 

school board of the school division in which the program is 

offered shall determine the appropriate alternative education 

placement of the pupil, regardless of whether the pupil 
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attends the public schools it supervises or resides within its 

school division.  

The juvenile and domestic relations district court of the county 

or city in which a pupil resides or in which charges are pending 

against a pupil, or any court in which charges are pending 

against a pupil, may require the pupil who has been charged with 

(i) a crime that resulted in or could have resulted in injury to 

others, (ii) a violation of Article 1 (§ 18.2-77 et seq.) of Chapter 

5 of Title 18.2, or (iii) any offense related to possession or 

distribution of any Schedule I, II, or III controlled substances to 

attend an alternative education program, including, but not 

limited to, night school, adult education, or any other education 

program designed to offer instruction to students for whom the 

regular program of instruction may be inappropriate.  

This subsection shall not be construed to limit the authority of 

school boards to expel, suspend, or exclude students, as provided 

in §§ 22.1-277.04, 22.1-277.05, 22.1-277.06, 22.1-277.07, and 

22.1-277.2. As used in this subsection, the term "charged" means 

that a petition or warrant has been filed or is pending against a 

pupil.  

H.  Within one calendar month of the opening of school, each 

school board shall send to the parents or guardian of each 

student enrolled in the division a copy of the compulsory school 

attendance law and the enforcement procedures and policies 

established by the school board.  

I.  The provisions of this article shall not apply to:  

1. Children suffering from contagious or infectious diseases   

    while suffering from such diseases;  
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2. Children whose immunizations against communicable 

    diseases have not been completed as provided in § 22.1- 

    271.2;  

3. Children under 10 years of age who live more than two   

    miles from a public school unless public transportation is 

    provided within one mile of the place where such children 

    live;  

4. Children between the ages of 10 and 17, inclusive, who 

    live more than 2.5 miles from a public school unless 

    public transportation is provided within 1.5 miles of the 

    place where such children live; and  

5. Children excused pursuant to subsections B and D.  

Further, any child who will not have reached his/her sixth 

birthday on or before September 30 of each school year whose 

parent or guardian notifies the appropriate school board that he 

does not wish the child to attend school until the following year 

because the child, in the opinion of the parent or guardian, is not 

mentally, physically, or emotionally prepared to attend school, 

may delay the child's attendance for one year.  

The distances specified in subdivisions 3 and 4 of this subsection 

shall be measured or determined from the child's residence to the 

entrance to the school grounds or to the school bus stop nearest 

the entrance to the residence of such children by the nearest 

practical routes which are usable for walking or riding. Disease 

shall be established by the certificate of a reputable practicing 

physician in accordance with regulations adopted by the Board 

of Education. 

Code 1950, § 22-275.1; 1952, c. 279; 1959, Ex. Sess., c. 72;  

1968, c. 178; 1974, c. 199; 1976, cc. 681, 713; 1978, c. 518;  
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1980, c. 559; 1984, c. 436; 1989, c. 515; 1990, c. 797; 1991, c. 

295; 1993, c. 903; 1996, cc. 163, 916, 964; 1997, c. 828; 1999, 

cc. 488, 552; 2000, c. 184; 2001, cc. 688, 820; 2003, c. 119; 

2004, c. 251; 2006, c. 335; 2010, c. 605; 2012, cc. 454, 642; 

2014, c. 84; 2017, c. 330; 2018, cc. 486, 585. 

 
The chapters of the acts of assembly referenced in the historical citation at the  

end of this section may not constitute a comprehensive list of such chapters  

and may exclude chapters whose provisions have expired. 
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APPENDIX C:  CODE OF VIRGINIA § 22.1-258 

APPOINTMENT OF ATTENDANCE OFFICERS; 

NOTIFICATION WHEN PUPIL FAILS TO  

REPORT TO SCHOOL; PLAN; CONFERENCE;  

COURT PROCEEDINGS 
 

 Every school board shall have power to appoint one or more 

attendance officers, who shall be charged with the enforcement of 

the provisions of this article. Where no attendance officer is 

appointed by the school board, the division superintendent or his/her 

designee shall act as attendance officer.  

 Whenever any pupil fails to report to school on a regularly 

scheduled school day and no indication has been received by school 

personnel that the pupil's parent is aware of and supports the pupil's 

absence, a reasonable effort to notify by telephone the parent to 

obtain an explanation for the pupil's absence shall be made by either 

the school principal or his/her designee, the attendance officer, other 

school personnel, or volunteers organized by the school 

administration for this purpose. Any such volunteers shall not be 

liable for any civil damages for any acts or omissions resulting from 

making such reasonable efforts to notify parents and obtain such 

explanation when such acts or omissions are taken in good faith, 

unless such acts or omissions were the result of gross negligence or 

willful misconduct. This subsection shall not be construed to limit, 

withdraw, or overturn any defense or immunity already existing in 

statutory or common law or to affect any claim occurring prior to 

the effective date of this law. School divisions are encouraged to use 

non-instructional personnel for this notice.  

 Whenever any pupil fails to report to school for a total of five 

scheduled school days for the school year and no indication has been 

received by school personnel that the pupil's parent is aware of and 

supports the pupil's absence, and a reasonable effort to notify the 

parent has failed, the school principal or his designee shall make a 

reasonable effort to ensure that direct contact is made with the 
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parent in person, through telephone conversation, or through the use 

of other communication devices to obtain an explanation for the 

pupil's absence and to explain to the parent the consequences of 

continued nonattendance. The school principal or his/her designee, 

the pupil, and the pupil's parent shall jointly develop a plan to 

resolve the pupil's nonattendance. Such plan shall include 

documentation of the reasons for the pupil's nonattendance.  

 If the pupil is absent for more than one additional day after 

direct contact with the pupil's parent, and school personnel have 

received no indication that the pupil's parent is aware of and 

supports the pupil's absence, the school principal or his/her designee 

shall schedule a conference with the pupil, his/her parent, and school 

personnel.  Such conference may include the attendance officer and 

other community service providers, to resolve issues related to the 

pupil's nonattendance. The conference shall be held no later than 10 

school days after tenth absence of the pupil, regardless of whether 

this parent approves of the conference.  The conference team shall 

monitor the pupil’s attendance and may meet again as necessary to 

address concerns and plan additional interventions if attendance 

does not improve.  In circumstances in which the parent is 

intentionally noncompliant with compulsory attendance 

requirements or the pupil is resisting parental efforts to comply with 

compulsory attendance requirements, the principal or his/her 

designee shall make a referral to the attendance officer.  The 

attendance officer shall schedule a conference with the pupil and 

his/her parent within 10 school days and may (i) file a complaint 

with the juvenile and domestic relations court alleging the pupil is a 

child in need of supervision as defined in § 16.1-228 or (ii) institute 

proceedings against the parent pursuant to § 18.2-371 or § 22.1-262. 

In filing a complaint against the student, the attendance officer shall 

provide written documentation of the efforts to comply with the 

provisions of this section. In the event that both parents have been 

awarded joint physical custody pursuant to § 20-124.2 and the 

school has received notice of such order, both parents shall be 

notified at the last known addresses of the parents.  
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 Nothing in this section shall be construed to limit in any way the 

authority of any attendance officer or division superintendent to seek 

immediate compliance with the compulsory school attendance law 

as set forth in this article.  

 Attendance officers, other school personnel or volunteers 

organized by the school administration for this purpose shall be 

immune from any civil or criminal liability in connection with the 

notice to parents of a pupil's absence or failure to give such notice as 

required by this section.  

 

(Code 1950, § 22-275.16; 1959, Ex. Sess., c. 72; 1980, c. 559; 1985, 

c. 482; 1990, c. 797; 1991, c. 295; 1996, cc. 891, 916, 964; 1998, c. 

620; 1999, c. 526; 2010, c. 597; 2018, CC. 713, 753.)  
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APPENDIX D:  SEX OFFENDER AND CRIMES 

AGAINST MINORS REGISTRY 

 
 Annually the Prince George School Board will notify parents of 

the availability to access information on sex offenders.  The Virginia 

State Police maintains a Sex Offenders and Crimes Against Minors 

Registry.  The registry may be accessed through the Internet.  The 

site address is:   

        http://sex-offender.vsp.virginia.gov/sor/index.htm 

  

      When the school division learns that a parent, other than a parent 

who has been convicted of a Tier III offense as defined in Va. Code 

§ 9.1-902, of an enrolled student is required to register with the 

Registry, the parent is notified in writing that he or she is barred 

from being present at school or at school functions without the 

express written approval of the Superintendent. Such approval must 

be obtained in advance of the proposed visit and will state the 

conditions under which the parent may be present. When such a 

parent is permitted at school or at school functions the parent is 

monitored to ensure that he or she does not come into contact with 

any children other than the parent’s own children. 

     When the school division learns that any person other than the 

parent of an enrolled student, who is required to register with the 

Registry, but who has not been convicted of a Tier III offense, as 

defined in Va. Code § 9.1-902, seeks to be present at school or at 

school functions, the person is notified in writing that he or she is 

barred from being present at school or school functions without the 

express written approval of the Superintendent, the person seeks to 

visit or which sponsors the event the person seeks to attend. Such 

approval must be obtained in advance of the proposed visit and, if 

obtained, will state the conditions under which the person may be 

present. One of the conditions will be that the person will be 

monitored to ensure the safety of students, staff, and others. 

      The Superintendent considers requests to be present at school or 

at school sponsored activities from all persons who are required to 
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register with the Registry but have not been convicted of a Tier III 

offense as defined in Va. Code § 9.1-902 in accordance with 

procedures established by the Superintendent. 

      No adult who has been convicted of a Tier III offense, as defined 

in Va. Code § 9.1-902, may enter or be present during school hours, 

and during school-related or school-sponsored activities on any 

property the person knows or has reason to know is a school or child 

day center property, school bus, or on any property, public or 

private, when such property is solely being used by an elementary or 

secondary school for a school-related or school-sponsored activity 

unless: 

• the person is a lawfully registered and qualified voter and is 

coming upon such property solely to vote; 

• the person is a student enrolled at the school; or 

• the person has obtained a court order pursuant to Va. Code 

18.2-370.5.C allowing the person to enter and be present 

upon such property, has obtained the permission of the 

School Board or its designee for entry within all or part of 

the scope of the lifted ban, and is in compliance with the 

School Board’s terms and conditions and those of the court 

order. 

(Policy KN) 
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APPENDIX E:  DIRECTORY INFORMATION 

 
 The Prince George County Public Schools notifies parents and 

eligible students at the beginning of each school year what 

information, if any, Prince George County school division has 

designated as directory information, the right to refuse to let the 

division designate any or all of such information as directory 

information and the period of time to refuse, in writing, the directory 

information designation in accordance with FERPA. 

 

Prince George County Public Schools Web Site:   

http://pgs.k12.va.us 

 

Family Educational Rights and Privacy Act (FERPA) 

Notice for Directory Information   
 

[Note:  Per 34 C.F.R. § 99.37(d), a school or school district may 

adopt a limited directory information policy.  If a school or 

school district does so, the directory information notice to 

parents and eligible students must specify the parties who may 

receive directory information and/or the purposes for which 

directory information may be disclosed.] 

 

     The Family Educational Rights and Privacy Act (FERPA), a 

Federal law, requires that Prince George County Public Schools 

(PGCPS), with certain exceptions, obtain your written consent prior 

to the disclosure of personally identifiable information from your 

child’s education records.  However, PGCPS may disclose 

appropriately designated “directory information” without written 

consent, unless you have advised the school district to the contrary 

in accordance with PGCPS district procedures.  The primary 

purpose of directory information is to allow PGCPS district to 

include information from your child’s education records in certain 

school publications.  Examples include but not limited to: 
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• A playbill, showing your student’s role in a drama 

production; 

• The annual yearbook; 

• Honor roll or other recognition lists; 

• Graduation programs; and 

• Sports activity sheets, such as for wrestling, showing weight 

and height of team members. 

 

     Directory information, which is information that is generally not 

considered harmful or an invasion of privacy if released, can also be 

disclosed to outside organizations without a parent’s prior written 

consent.  Outside organizations include, but are not limited to, 

companies that manufacture class rings or publish yearbooks.  In 

addition, two federal laws require local educational agencies (LEAs) 

receiving assistance under the Elementary and Secondary Education 

Act of 1965, as amended (ESEA) to provide military recruiters, 

upon request, with the following information – names, addresses and 

telephone listings – unless parents have advised the LEA that they 

do not want their student’s information disclosed without their prior 

written consent.  [Note:  These laws are Section 9528 of the ESEA 

(20 U.S.C. § 7908) and 10 U.S.C. § 503(c).]   

 

     If you do not want PGCPS district to disclose any or all of the 

types of information designated below as directory information from 

your child’s education records without your prior written consent, 

you must notify the School District in writing by September 30 of 

the calendar school year or within 15 days of receiving this 

handbook.  PGCPS has designated the following information as 

directory information:   

• Student’s name 

• Address 

• Telephone listing 

• Electronic mail address 

• Photograph 
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• Date and place of birth 

• Major field of study 

• Dates of attendance 

• Grade level 

• Participation in officially recognized activities and sports 

• Degrees, honors, and awards received 

Legal Refs:     18 U.S.C. §§ 2331, 2332b. 

20 U.S.C. §§1232g, 7908. 

                        42 U.S.C. § 290dd-2. 

34 C.F.R.  99.3, 99.7, 99.10, 99.20, 99.21, 99.22, 

99.31, 99.32, 99.33, 99.34, 99.35, 99.36, 99.37. 

 

Code of Virginia, 1950, as amended, §§ 2.2-3704, 

2.2-3804, 16.1-260, 16.1-305.1, 16.1-305.2, 22.1-

287, 22.1-287.1, 22.1-288, 22.1-288.1, 22.1-288.2, 

22.1-289, 23-2.1:3, 32.1-36.1. 

 

(Policy JO)      
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APPENDIX F:  COMPULSORY ATTENDANCE 

 
Every parent, guardian, or other person in the Commonwealth 

having control or charge of any child who will have reached the fifth 

birthday on or before September 30 of any school year and who has 

not passed the eighteenth birthday shall cause such child to attend a 

public school or to a private, denominational, or parochial school or 

have such child taught by a tutor or teacher of qualifications 

prescribed by the Board of Education.   

Further, in the case of any five-year-old child who is the subject 

to the provisions of this subsection, the requirements of this section 

may be alternatively satisfied by causing the child to attend any 

public educational pre-kindergarten program, including a Head Start 

program, or in a private, denominational, or parochial educational 

pre-kindergarten program. 

As used in this policy, “attend” includes participation in 

educational programs and courses at a site remote from the school 

with the permission of the school and in conformity with applicable 

requirements. 

The requirements of this section shall apply to  

(i) any child in the custody of the Department of Juvenile 

Justice or the Department of Corrections who has not 

passed his/her eighteenth birthday, and  

(ii) any child whom the division superintendent has required to 

take a special program of prevention, intervention, or 

remediation as provided in Va. Code §§ 22.1-253.13:1.C 

and 22.1-254.01. 

The requirements of this section shall not apply to 

(i) any person 16 through 18 years of age who is housed in an 

adult correctional facility when such person is actively 

pursuing the achievement of a passing score on a high 

school equivalency examination approved by the Board of 

Education but is not enrolled in an individual student 

alternative education plan, and  

(ii) any child who has obtained a high school diploma or its 



 

 54 

equivalent, a certificate of completion, or has achieved a 

passing score on a high school equivalency examination 

approved by the Board of Education, or who has otherwise 

complied with compulsory school attendance requirements. 

 

Individual Student Alternative Education Plan 

The School Board may allow the compulsory attendance 

requirements to be met pursuant to an individual student alternative 

education plan developed in conformity with guidelines prescribed 

by the Board of Education under the following conditions: 

1. The student must be at least sixteen years of age 

2. There shall be a meeting of the student, the student’s parents, 

and the principal or principal’s designee of the school in 

which the student is enrolled to develop the plan, which must 

include the following: 

• career guidance counseling 

• mandatory enrollment and attendance in a 

preparatory program for passing a high school 

equivalency examination approved by the Board of 

Education or other alternative education program 

approved by the School Board, with attendance 

requirements reported to the principal or principal’s 

designee 

• mandatory enrollment in a program to earn a Board 

of Education-approved career and technical education 

credential, such as the successful completion of an 

industry certification, a state licensure examination, a 

national occupational competency assessment, the 

Armed Services Vocational Aptitude Battery, or the 

Virginia workplace readiness skills assessment 

• successful completion of the course in economics and 

personal finance required to earn a Board of 

Education-approved high school diploma 

• counseling on the economic impact of failing to 

complete high school; and 
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• procedures for re-enrollment 

3. A student for whom such an individual student alternative 

education plan has been granted but who fails to comply 

with the conditions of the plan shall be in violation of the 

compulsory attendance law, and the division superintendent 

or attendance officer of the school division shall seek 

immediate compliance with the compulsory school 

attendance law. 

 

Alternative Education Programs 

The School Board may, in accordance with the procedures set 

forth in Va. Code § 22.1-276.01 et seq., Article 3 of Chapter 14, and 

upon a finding that a school-age child has been  

(i) charged with an offense relating to the Commonwealth’s 

laws, or with a violation of School Board policies, on 

weapons, alcohol or drugs, or intentional injury to another 

person; 

(ii) found guilty or not innocent of a crime that resulted in or 

could have resulted in injury to others, or of an offense that 

is required to be disclosed to the superintendent of the school 

division pursuant to subsection G of Va. Code § 16.1-260;  

(iii)suspended pursuant to Va. Code § 22.1-277.05; or  

(iv) expelled from school attendance pursuant to Va. Code §§ 

22.1-277.06, 22.1-277.07, or subsection C of § 22.1-277, 

require the student to attend an alternative education 

program as provided by Va. Code § 22.1-209.1:2 or 22.1-

277.2:1. 

Whenever a court orders any pupil into an alternative education 

program, including a program preparing students for a high school 

equivalency examination approved by the Board of Education, 

offered in the public schools, the local school board of the school 

division in which the program is offered shall determine the 

appropriate alternative education placement of the pupil regardless 

of whether the pupil attends the public schools it supervises or 

resides within its school division. 
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Acknowledgment of Parent/Student Responsibility 
 

This form is for parents/legal guardians of all students enrolled in Prince George 

County Public Schools to ensure that they have received and reviewed the 

following important documents. 

 

Student Name  ____________________________________________________   

 

DOB ____________________   School  _______________________________     

 

Homeroom Teacher _________________________   Grade  _______________  

 

 

I have received and reviewed each of the following: 

1. Contents of the Standards of Student Conduct. 

2. A copy of § 22.1-279.3. of the Code of Virginia that sets forth the duty of 

each parent of a student enrolled in a public school to assist the school in 

enforcing the standards of student conduct and compulsory school attendance. 

3. A copy of the compulsory attendance law. 

 

Release of Student Information 

To publicize the achievements of our students and the great work they do, we like 

to occasionally publish our students’ names, photographs, or achievements in our 

school publications or release the information to local newspapers.  We may also 

post the information on the school’s web site.  We understand that you may not 

want to have your child’s name, photo, or achievements published.  Please initial 

below to let us know your wishes. 

 

_____  I consent to having my child’s photo, name, and/or academic or athletic 

achievements published in school publications (i.e. newspapers, yearbooks, and/or 

newsletters, etc.), released to local newspapers, and/or posted on the school’s web 

page, and/or maintained on the school’s social media. 

 

_____  I do not consent to having my child’s photo, name, and/or academic or 

athletic achievements published in school publications (i.e. newspapers, 

yearbooks, and/or newsletters, etc.), released to local newspapers, and/or posted 

on the school’s web page, and/or maintained on the school’s social media. 

 

 

Please sign on reverse of this form and return to your child’s 

homeroom teacher no later than September 30, 2021. 
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Attending school without being a resident of Prince George County 

will result in legal action and requirement to repay Prince George 

County the cost of education for the time the student has falsely 

been enrolled in Prince George County Public Schools.  I hereby 

grant permission to Prince George County Public Schools to verify 

residency through property management, real estate agencies, or 

other housing developments, including but not limited to any utility 

companies (i.e., telephone, internet, cable, gas, or water and sewer 

and electrical power companies), and/or the school division may 

verify residency through employment verification.  I hereby grant 

permission to these agencies to release this information to Prince 

George County Public Schools to be verified.  Warning:  Providing 

false information for school enrollment purposes is a criminal 

offense.  VA Code 22.1-264.1. 

 

My signature acknowledges receipt of this document.  By signing 

this statement of receipt, I do not waive, but expressly reserve, my 

rights protected by the Constitution or laws of the United States or 

Virginia.  I retain the right to express disagreement with a school's 

or school division's policies or decisions. 

 

Print Parent/Legal Guardian, Student Name and Address 

 
 _________________________________________________________  

       Parent Name                                                                 Student Name 

 _________________________________________________________  

       Physical Address 

  _________________________________________________________ 

 

 

 

  ____________________________________ Date_____________ 

  Signature of Parent/Legal Guardian  

 

  ____________________________________ Date_____________ 

  Signature of Student 
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